A Big Bad App

Welcome to Corporatocracy

<



possible.lv

A @k@chaos.social
Follow me! It’s free ;-)

Founder and lead researcher at
Possible Security, Latvia

Mg. sc. comp., Mg. phys.
https://kirils.org/

Hacker of:
- Network flow analysis & RE
- Social engineering
- Legal dimension
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Hacking

* A Big Bad Hacker?
 Why we hack?

e Subverting a system’s rules in unintended ways
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Lperything was simple then

10 INPUT "Radius:"; R
20 FOR A = 0 TO 2*PI STEP PI/64

30 LET X = INT(128 + R * COS A)
40 LET Y = INT(88 + R * SIN A)
50 PLOT X, Y

60 NEXT A
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Lperything was amazing then
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Crerything seems broken now
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[lonest-to-god bugds
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Paywalls

ﬂ Max Leibman

Sorry | didn't read your article, but your site was broken.
| clicked the link, and the page loaded, but after the first few lines there was an error message.

| think it said, “Sign in to read this article” or something. | don’t know. | don’t usually read error codes all that closely.

Q12 & * N

@k@chaos.social - 2025 - https://kirils.org



[Mloney grab

& 0 EUR starting fee only with
RIDE! &

Pay only for minutes!

% Quit standing, sit'n RIDE! %

Occupation of (1)
Latvia

TO RETURN
E-BIKES | " e

Latvian
¥ Riflemen Square

City Tour Hop On
& Hop Off Bus Stop

n : () Casino 777 Slots
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Appsve ceased working offline

Xe)
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Eva

May | know what's your request?

* and people are not happy

| want to know the parcel status and when | can
receive it

Sorry to hear that you haven't received the goods,
would you like Eva to help submit refund request
right now to protect your payment?

Yes, I'd like Eva to help me open dispute for refund.

@ Chat with an agent now Not receive goods G >

®

Returns/refunds )

[ )
o - Original Memory Card 128GB $2.35
B 'zxsd 32GB Micro SD TF 64GB U...

Add to cart

Returns/refunds

Add to cart

" Returns/refunds |

Need Help?

Source: Al Engineering: Resolving Issues with Undelivered Aliexpress.us Items:
A Guide to Using Eva Chat Bot by Den Vashchuk @k@chaos.social - 2025 - https://kirils.org



URL shorteners

& tinyurl.com

Verify you are human by completing the action below.

D Verify you are human  cLoupFLARE

Tivacy = Terms

tinyurl.com needs to review the security of your connection before proceeding.
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[ am a malfunction magnet

e No ads — no phone number

e No phone number — no food
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Happy path testing only

* Demo: open eja.lv/3uz on the latest Firefox for Desktop

— C U 8 https;//www.nh-hotels.com/nh/en/nhdiscovery/signup/fail/

04

his page could not be founao

::: R 'T
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Domain reg.. Invalid format

@ ‘our cart is prepared and ready for processing. Take a final look for the collected information

gdfgdfgdgdfgtest.it

validity period: 1year

auto renew:

®whois privacy from registry:

name servers. Regery NS @
registrant;

e

©® Only Latin characters are allowed when filling in contact details

Company/Organization

I SIA

Products

v & O Private person

Kirils

Invalid format

Solovjovs

@ Edit

@ Organization
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Domain reg.. At least tiwvo words

@ ‘our cart is prepared and ready for processing. Take a final look for the collected information

Products

gdfgdfgdgdfgtest.it

validity period: 1year
auto renew:
®whois privacy from registry:

name servers: Regery NS @
registrant; © Edit

e

©® Only Latin characters are allowed when filling in contact details

v & O Private person @ Organization

Company/Organization

Kirils Solovjovs
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Domain reg.. Wrong language

@ ‘our cart is prepared and ready for processing. Take a final look for the collected information

Products

gdfgdfgdgdfgtest.it

validity period: 1year
auto renew:
®whois privacy from registry:

name servers: Regery NS @
registrant; © Edit

e

©® Only Latin characters are allowed when filling in contact details

v & O Private person @ Organization

Company/Organization

Kirils Solovjovs
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bad: adj., of poor quality or a
low standard
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bad: adj., failing to conform to
standards of moral virtue or
acceptable conduct
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powerful
people

corporatocracy

lawyers

: ranc{{ surveillance investors
awmakers capitalism (greed)
(bureaucracy)

software as
users' enemy

enshittification

@k@chaos.social

power:
how does A
enable B?

motive: why does
C cause D?
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big: adj., of considerable
siz€ Or extent
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big: adj., of considerable
IMpOortance or SEriousness
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Enshittification o

Enter your number

Bolt Business

-75 % pirmajiem 50
braucieniem. Izmanto
atlaizu kodu PAVASARIS
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pureaucracy

PARLALY

Orders Trips + New order + New trip

Terms and Conditions

Cookie Usage

Deny all

Terms of Use

These terms of use (hereinafter referred to as the “Terms of Use™) apply to users of the online platform Parlaxy (
axy.com). Terms in bold have specific meanings, which you can read in these Terms of Use. For a full list of
such terms, see the preamble (Key Definitions).

Key Definitions

Acceptance of the Commissi— — o esnnnneims =—=—*qreement in accordance with
ClAUSe4C ORtRESEEIMSOIE Email verification jreement, as specified in
Clause 4.3 of these Terms of U nder it coming into force.

Account - A user account, the . i Ju didn't e tion on the Platform and for
gaining access to the services

Agency Agreement — an agre axy BV, acting as a limited
payment collection agent, as 3, and the Deliverer and the
Buyer, acting as the principal{ = s text of the Agency
Agreement by following this| ™

Buyer - a User of the Platforny E business, craft, or profession,
who wishes to purchase a Deliverynemana-naveraenveregonne gesiregrwesunation (delivery).

Commission Agreement — a commission agreement entered into between the Buyer and the Deliverer, under
which the Deliverer agrees to provide a service in favor of the Buyer for a Deliverer's Fee, the essential terms of
which are specified in Clause 4.3 of these Terms of Use.

Cost of the Delivery Item — The value of the Delivery Item specified by the Deliverer in the Intention to Perform
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Hello Mr. Solovyjovs,
During the photo deletion process you requested in your
user account your entire account was deleted on our system.
| kindly request that you please

provide to me a telephone number that we may call you at and a few
different days/times that you will be available so that we may have a

customer service agent call you to assist you in adding
a new username to your

| sincerely apologize

to you for this error and want to assure you that takes
pride in our client and test taker relationships.

@k@chaos.social - 2025 - https://kirils.org



durpelllance capitalism

Something went wrong, but don't fret — let’s give it another shot.

A\ Firefox's Enhanced Tracking Protection (Strict Mode) is known to cause issues on x.com
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durpelllance capitalism

Sites with Meta/Facebook Pixel

User Identity

Mobile Browser Sites with Yandex Metrica
Context

fg}ﬁ‘ ~ ooo O ooo
f _fbp: Unique per site sSlsite4]| |5
/ (1st-party cookie) X % Web to Native

é/ < ID bridging

}r‘ @Obfuscated )’@ Mobile IDs ):, JS £ :§ Yandex
. P >

| SDENLRINg Slos AN Yandex web IDs + Mobile IDs\ ~ S€TVers
|
y UDP: STUN UDP: TURN TCP:HTTP/WS = Ports opened by Meta and TCP: HTTP TCP: HTTPS

Meta 12580-12585 12586-12591 12387-12388 <Yandex apps |istening on localhost 29009, 30102 29010, 30103

v \4 A

.AQ

to: ( s Facebook | A | Yandex Search, | A |
0\ =S Maps, Browser,Navigator....| =
@ Instagram Q P 9 O
Native mobile apps %‘%
Background services

Web to Native
ID bridging

_fbp cookies + Mobile IDs

Source: https://localmess.github.io @k@chaos.social - 2025 - https://kirils.org



behavioral value reinvestment

Data exhaust

Rendered
behavior

Search engine
learning

Improved search results

Source: prof. Zuboff
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Behavioral surplus . ..

Prediction products

Markets in =
future behavior b==5g

— Surplus -
GIIARY < A The new means

' of production

Surveillance
revenues

Rendered
behavior

— Surplus -
SR ._‘_p__ p A The new means

' of production

Surveillance
S IES

Rendered

- Search engine
behavior 2

"\,}4' learning

Improved search results
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corporatocracy: n., an economic,
political and judicial system
controlled or influenced by
business corporations or
corporate Interests
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ACT 1I

Time to act
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don’t be evil
minimize harm

Time to act
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dentbeev -> actively be good
minimize- harm -> maximize care

Time to act
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Here's what I do ..

* Temporary identities
e Limited permissions

My own e-mail-based billing processing system
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Who's doing it right

e Signal

e Lichess
 Mastodon

* OpenStreetMap
* DuckDuckGo

* Proton”

* Morzilla Firefox*

* and more
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What works and what doesn't

 GDPR X

» Safe-Harbor >{ (shut down by EU in 2015)
 Privacy Shield > (invalidated by EU in 2020)
e right-to-repair ¥

 Rage against the machinists W&

We need quality laws, norms, and tools!
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All product decisions are political

 Who gets to use your app?
* Who can afford it?

* Who's left out by requiring a phone number, an ID, a bank
account, ...?
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flow not to develop

» Dark patterns = manipulation
« Data collection = surveillance pipelines

* Accessibility gaps = systemic exclusion
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flacker ethics / Steven Levy

 All information should be free
e Mistrust authority — promote decentralization

 Computers can change your [users’] life for the better
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flow to depvelop

* Consent by default
 Minimal data

* Human support
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A

Welcom DOTatOCTacY
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