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Sodien apskatisim

e PSTN & mobilie tikli
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Kas ir PSTN

* Publiskais komutéjamais telefonu tikls
— Public switched telephone network
- vispasaules tikls

* Vienota telefona numuru adresu telpa
e Arhaiska sistéma
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Cik dross ir PSTN %

Feature PSTN

Connectivity and Dedicated lines are required for circuit switching and
Switching transmission

Power Source Hard wired telephone lines will remain active during a

power outage

Emergency Services 911 calls will allow emergency responders to trace ths
exact location of the caller's source

Bandwidth Reserved in advance, 64kbps, highly stable, dropped
rare
Security Highly secure with dedicated telephone lines
Avots: versadial.com
Soft Phones Soft phones are unavailable
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CLIP

e Zvanitaja numura identifikacija
— Caller Line ldentification Presentation
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John Doe




CLIP

e Zvanitaja numura identifikacija

— Caller Line Identification Presentation

e Ziemelamerika ir art CNAM
— Caller Name Delivery
- Zvanitaja varda piegade

* CLIR

— Caller Line Identification Restriction

- Zvanitaja numura identifikacijas ierobezojums
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SSY

» Signalizacijas sistéma Nr. 7 / Signalling System 7
— kézu sléegumu (zvanu) izveide un noneSana
— numuru translacija
- priekSapmaksa
— parvirzisana
— Utt.
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Sociala inzenierija
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Mobilie tikli

* A5/1 salauzts

* Abpuséjas autentifikacljas neesamiba gaisa
saskarné
- FakeBTS / IMSI kéraji

* PSTN dala
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Taktika Nr. 1

Telefona zvanu partversana
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Uzbrukums Nr. 1

Vienlaiciga zvana uzbrukums
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Vienlaiciga zvana uzbrukums
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Uzbrukums Nr. 2

Parvirzisana
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Parvirzisanas uzbrukums

* zvani var tikt
paradreséti, arl
Izmantojot
el64.arpa un
daudzas citas
metodes
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Parvirzisanas dala (ENUM)

e« RFC2916 / RFC6116 ,E.164 number and DNS”
* (E.164) +371 67660999

* dig NAPTR 9.9.9.0.6.6.7.6.1.7.3.e164.arpa.
0 0 "U" "E2U+SIP" "I"(¥)$!sip:\1@159.148.8.103!" .
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Parvirzisanas dala (ENUM)

e« RFC2916 / RFC6116 ,E.164 number and DNS”
* (E.164) +371 67660999

* dig NAPTR 9.9.9.0.6.6.7.6.1.7.3.e164.arpa.
0 0 "u" "E2U+pstn:tel" "I *$!tel:37198765432!" .

Kirils Solovjovs - @k@masts.lv MITM uzbrukumi PSTN possible.lv
https://kirils.org ,Esi droSs”, Latvija

1111111111111
ELECTRONICS AND
COMPUTER SCIENCE



Parvirzisanas dala (SockEng)

 fiziskie uzbrukumi
- pagrabjam telefonu un zvanam *21*0037198765432#
* vikSkerésana

- Sveiki, te Interneta Serifs, ligums steidzami piezvanit
*21*0037198765432#, lai sanemtu 500 euro

* pikskerésana
- http://eja.lv/3t6
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Taktika Nr. 2

Telefona zvanu modifikacija
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Maksligais intelekts

‘ l
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Piedavatie risinajumi

+ SS7 ugunsmari ~ « DNSSEC
 CLIP verifikacija » Sifrétie sakari
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Pateicos!

slaidi === https://kirils.org/

@k@masts.lv
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