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V(p € criminal) = p € hiding

) em

V(p € hiding) = p € criminal
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* Autonomous right to choose

— who processes my info

- what info is processed
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— — how is my info processed
o
—
o
oy =)
== * Right to decide who I interact with

— right to be left alone
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23 September 2019, Twitter
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babygirl & @xokoriee - 4| v

23 September 2019, Twitter

Replying to @EliDaRuler
If he acting like this you shouldn't even want to see what's in his phone, just
throw the whole man away honestly
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Replying to @EliDaRuler

This is proof enough that you should just throw that phone in the damn fountain
and dump him Imao
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Lmaoc omg & & & sis he is running clearly he's doing dirt. That's the answer
sis| Leave that man. Lol
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leplying to @EliDaRuler @GawdBodyTrL

Whatever you wanted to know sis.. that's the answer right there

Y 7

) 4 [} 145 () 25K




NOTHING T0

b0t nothng Lo ide?

@k@chaos.social - 2023 - https://kirils.org



* Data hoarding -
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= - Blackmail, impersonation
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* Herd immunity

many people not hiding anything

make the few stand out more and draw suspicion
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* Today's authority might become totalitarian or inhumane
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13 Jun 2019, QUARTZ Why Hong Kong’s protesters were
afraid to use their metro cards
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30 October 2019, VICE
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TECHBY VICE

Uber Says It Will Sue Los Angeles Over
Sharing Scooter Location Data

The move comes after Uber decided not to provide the location data

according to a Los Angeles Department of Transportation deadline.

By Joseph Cox

0ct30 2019, 2.37pm [ Share W Tweet & Snap
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16 May 2019, METRO
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The man was fined £90 for pulling his jumper up over his chin and mouth (Picture: BBC Click)

A man was fined £90 for refusing to show his face to police trialling
new facial recognition software.

The man pulled his jumper up above his chin as he walked past Met Police
officers trialling Live Facial Recognition software in east London.
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18 November 2019, MailOnline

Hong Kong's anti-mask law aiming to

 C—
e .
R — -
= quash pro-democracy protests is
[ ] . - ] -
=" unconstitutional’, high court rules
c___ * The court said the legislation 'goes further than necessary’ to restrictrights
Bl » [t also ruled the city's emergency law was 'incompatible with the Basic Law’
— + Police have agreed to stop enforcing the law that has sparked further rage
(I * News came after the city was rocked by another weekend of violent clashes

By BILLIE THOMSON FOR MAILONLINE
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Govt not to drop appeal over anti-facemask law
25 January 2020, RTHK

2020-01-25 HKT 19:31 Share this sloryna
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Chief Executive Carrie Lam said on Saturday that government will not drop an appeal

over the anti-mask law, but said people should wear face masks in crowded place or if
they are feeling unwell.

wuip , . /

Govt not to drop appeal over anti-facemask law

ol Tor

"But of course you can wear a face mask all the time, but you have to think about what's
best for fighting the disease." she said.

Lam had enacted a ban on people wearing face masks at public events, invoking a
colonial era emergency ordinance. But a judicial challenge by opposition lawmakers
saw the court put the law in a limbo as it waits for a final decision.

When asked if the government would drop its appeal in wake of the new coronavirus
outbreak, Lam said the appeal is not focused on the anti-mask law, but more on the

power of the Chief Executive to enact laws during an emergency situation.
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9 April 2020, Reuters

EMERGING MARKETS APRIL 9, 2020 [ 12:22 PM / UPDATED 3 YEARS AGOD

Hong Kong court rules that blanket ban on
masks is unconstitutional

 C— .
(— By Jessie Pang 3 MIN READ f v
—
| C—
| | c—) HONG KONG (Reuters) - Hong Kong’s Court of Appeal on Thursday ruled that a
S blanket government ban on face masks was unconstitutional, at a time when most
o Hong Kong people are wearing them in the hope of warding off the new
el .
- coronavirus.
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4 November 2019, Mac Pierce
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18 January 2020, The New York Times

ool recognition

The Secretive Company
‘That Might kind Privacy as
We Know It

A little-known start-up helps law enforcement match photos of

unknown people to their online images — and “might lead to

a dystopian future or something,” a backer says.
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Sign in to _SVO Wi-Fi .
7 December 2019, Twitter svo.auth.wi-fi.click
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Registration by selfie
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To register, we need to see you and your

EZJ passport. Photos will be checked by a neural

—— network, not a single person will see them.
N e The check will take about 10 seconds. If you

| c— are using an iPhone or iPad, take a photo in

(g ) advance and upload it from the gallery.
N
—
 e—)
S C—
[
(I

Examples of correct photos
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16 May 2018, Twitter

;ij Penpl.esﬂally,(:hlnaﬁ < R ) "
2 @PDChina

What else can surveillance cameras do In
classroom other than exam supervision?
High school in #Hangzhou uses camera to
iIdentify students facial expression for class
performance analysis and improvement

a1t gel any worse?
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16 Jan 2019, Twitter
27 Sep 2019, Twitter

The Wall Street Journal &

% & Geeknik Labs 23 y WSy o -
@geeknik Some classrooms in China are equipped with

Al cameras and brain-wave trackers. While

Ch|nese SChOOlS Scanning Ch”dren‘s bra|n$ many parents and teachers see them as tools
to see if they are concentrating

to improve grades, they’ve become some
children’s worst nightmare. #WSJWhatsNow

Chinese schools scanning children's brains to see if they are

Headbands that monitor concentration by reading brain signals have been trialled
on thousands of Chinese schoolchildren. The devices could soon be used on milli...

independent.co.uk 1193 Retvests 1450tk @@ L PP L @G
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Under Al's Watchful Eye, China Wants to Raise Smarter Students

1:00 AM - 27 Sep 2019



Teachers at
this primary school in China
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22 October 2019, The Guardian

.’ . > 3
_ Under digital surveillance: how
¥ American schools spy on millions of

kids
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22 October 2019, The Guardian
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22 October 2019, The Guardian
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22 October 2019, The Guardian
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22 October 2019, The Guardian
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22 October 2019, The Guardian
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22 October 2019, The Guardian
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26 April 2007, Lorelei / Merriam-Webster dictionary
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10 July 2023, secureprivacy.ai

Data Privacy Laws in the US Coming Into Force in 2023
In 2023, the following consumer data privacy laws will go into effect:

» The California Privacy Rights Act (CPRA) came into effect on January 1,
2023.

* The Virginia Consumer Data Protection Act (VCDPA) came info effect on
January 1, 2023.

* The Colorado Privacy Act (CPA) will go into effect on July 1, 2023.

* The Connecticut Data Privacy Act (CTDPA) will take effect on July 1, 2023.

Hooray for prvacy leeilation

» The Utah Consumer Privacy Act (UCPA) will go into effect on December 31,
2023.
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14 October 2023, oag.ca.gov

Data Broker Registry

California law requires a data broker, as that term is defined in California Civil Code § 1798.99.80, to
register with the Attorney General on its internet website that is accessible to the public, on or before
January 31 following each year in which a business meets the definition of a data broker.

You can search by the nan o read a notice, click
on the link titled "View Full clicking on "Download

Data Broker

View Incomplete Registrati N a m E

View Incomplete Registrati

Complete Re;

T-Mobile USA,
Inc.

Search

Data Broker
Name Link

T-Mobile USA, View Full mmp-privacy@r- ntps://www.t-mobile.com/marketing-
Inc. Submission mobile.com solutions

& Download CSV
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13 October 2023, dannymekic.com

= Undermining
= Democracy: The

= European Commission's
= Controversial Push for
Digital Surveillance
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13 October 2023, dannymekic.com

* The European Commission wants to turn digital

— communication apps, such as WhatsApp, iMessage,
= Instagram, TikTok and X, into mass surveillance tools so
&= that digital communications of all EU citizens, including
_— their live conversations, photos and videos, can be
O automatically scanned for criminal offences.
S c—
R
|
—
(I —
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13 October 2023, dannymekic.com

* On Thursday 14 September, it emerged that there is
insufficient support in the Council of the European Union
for her proposal.

* Worryingly, a day later, on 15 September, the Commissioner
commissioned a paid advertising campaign on X (formerly
Twitter) targeting the Netherlands, Sweden, Belgium,
Finland, Slovenia, Portugal and the Czech Republic,
countries that did not want to vote for the current proposal
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13 October 2023, dannymekic.com

——~ * X's Transparency Report shows that the European
—— Commission also used ‘microtargeting’ to ensure that the

e . .

c—-  ads did not appear to people who care about privacy (people

: . . . .

— interested in Julian Assange) and eurosceptics (people
-=  interested in ‘nexit’, ‘brexit’ and ‘spanexit’ or in Victor

g , . o o
= Orban, Nigel Farage, or the C?erman political party AfD).[17]
—— For unclear reasons, people interested in Christianity were
%_:J also excluded. After excluding critical political and religious
——  groups, X's algorithm was set to find people in the

| remaining population who were indeed interested in the ad

(I——

message, resulting in an uncritical echo chamber.

NOTHING 10 @kechaos social - 2023 - hitps://kirils.org



NOTHING T0

e ond-of-enc-Lo-end-encryplion

@k@chaos.social - 2023 - https://kirils.org



31 July 2019, computing.co.uk

GCHQ has suggested that tech firms' communication services should be
able to surreptitiously add intelligence agents to conversations or group
chats

'Five Eyes' member countries have called for technology firms to help
intelligence agencies by providing them with special, backdoor access to
WhatsApp and other encrypted communications.

The group has also warned that failing to do so would put lives of thousands
of people at risk.

"The Five Eyes are united that tech firms should not develop their systems
and services, including end-to-end encryption, in ways that empower
criminals or put vulnerable people at risk," British home secretary, Priti
Patel, said at the conclusion of the two-day meeting of Five Eyes member
countries in London.
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28 October 2019, Boing Boing

The top FBI lawyer who tried to force Apple to backdoor its
crypto now says working crypto is essential to public safety
and national security

ATTACK TYPES

PORT SERVICE TYPE
H 25
[ ]
74 5080 O bepah

Jim Baker served as the FBI's general counsel from 2014 until 2017, and he
presided over the the FBI's attempt to force Apple to undermine its cryp-
tography under the rubric of investigating the San Bernadino shooters; he
has long been a prominent advocate for mass surveillance, but he has had a
change of heart: in a long, detailed essay on Lawfare, Baker explains why he
believes that governments should not seek to introduce defects into crypto-
graphic systems.
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February 11, 2020, REUTERS

4 CRYPTO

LT P SN P e wmm— o - "

ik T el g SR TR o B e G e Saam - nl '
L e a\k@:—n@ A:e?—":ﬁv».—.«_‘--&._:émé_‘_ e N }‘ oy

NN 1A ] ' ekechaossocil 2023 - htpsy irilsorg



16 December 2019, golem.de
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German BSI withholds Truecrypt security report

The German Federal Office for Information Security has created a detailed
analysis of the software Truecrypt in 2010. The results ended up in the drawer,
the public was not informed about the found security risks.

16. Dezember 2019, 13:01 Uhr, Hanno Béck
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Bitte aktivieren Sie Javascript.
Oder nutzen Sie das Golem-pur-Angebot
und lesen Golem.de

» ohne Werbung
* mit ausgeschaltetem Javascript
¢ mit RSS5-Volltext-Feed
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ENCRYPTION SOFTWARE
16 December 2019, golem.de German BSI withholds Truecrypt security report

The German Federal Office for Information Security has created a detailed
analysis of the software Truecrypt in 2010. The results ended up in the drawer,
the public was not informed about the found security risks.
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= Bitte aktivieren Sie Javascript.
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c___ ,
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28 April 2023, Computer Weekly
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Government is playing ‘psychic war’
in battle over end-to-end encryption

Peers hear that the UK government is being
deliberately ambiguous about its plans to
require technology companies to scan the
content of encrypted messages

By Bill Goodwin, Computer Weekly

The government is playing a high-stakes game of chicken

with technology companies by being “intentionally
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19 September 2023, The Record
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Alexander Martin UK passes the Online Safety Bill — and no, it

September 19th, 2023

doesn’t ban end-to-end encryption
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13 October 2023, The Wall Street Journal
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__= T[ECHNOLOGY | CYBERSECURI .
== How Ads on Your Phone Can Aid
—t— .
— Government Surveillance
e — Federal agencies buy bulk data, collected from ads you might never see, that can yield valuable
| e— : :
information about you
By Byron Tau , Andrew Mollica ., Patience Haggin and
Dustin Volz

Oct. 13,2023 823am ET
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Thoughts on Child Safety on Commodity Platforms

Dr Ian Levy Crispin Robinson
Technical Director Technical Director Cryptanalysis
UK National Cyber Security Centre GCHQ)

ian@ncsc.gov.uk

215t July, 2022

* https://arxiv.org/pdf/2207.09506.pdf
* http://eja.lv/3sq
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Democracy Dies in Darkness
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protection law requires us
to inform you of the
following before you use our
website:

We use cookies and other

o] e technologies to customize
- E your experience, perform
3 analvtics and deliver
— to our Terms of Service.
S c— .
S c—
—

Back to all options

Policy and Third Party
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@ WhatsApp WHATSAPP WEB FEATURES D OWNLOAD SECURITY

Rooted phones and custom ROMSs

Custom ROMs and rooted phones aren't supported by WhatsApp. There are too many variations in these
customizations for us to maintain a working product. Furthermore, custom ROMs and rooting don't allow the
WhatsApp security model to function as intended. If you're using a custom ROM or rooted phone, your
messages won't be protected with end-to-end encryption.

For the best WhatsApp experience, please use a stock ROM and remove root. Contact your phone's

manufacturer for specific instructions on how to unroot. WhatsApp



9 Mar 2019, India Today

o secure apps, plse

INDIA
NEWS LIVETV  JODAY  App
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News / Technology / News /

WhatsApp tells users to install official

app, warns people using modified apps

will be blocked

WhatsApp on its official has warned people of account ban if they use altered versions of
WhatsApp like GBWhatsApp and WhatsApp Plus.

Priya Pathak w

000~ »

--‘ March 7, 2019 UPDATED: March 9, 2019 10:54 IST
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WHATSAPP WEB FEATURES D OWNLOAD SECURITY

About Temporarily Banned Accounts

If you received an in-app message stating your account is "Temporarily banned” this means that you're likely
using an unsupported version of WhatsApp instead of the official WhatsApp app. If you don't switch to the
official app after being temporarily banned, your account might be permanently banned from using WhatsApp.

Unsupported apps, such as WhatsApp Plus, GB WhatsApp, or apps that claim to move your WhatsApp chats
between phones, are altered versions of WhatsApp. These unofficial apps are developed by third parties and
violate our Terms of Service. WhatsApp doesn't support these third-party apps because we can't validate their
security practices.

How to switch to the official WhatsApp app

You might need to backup your chat history before moving to the official WhatsApp app. The name of the

unsupported app you're using determines whether you need to transfer your chat history. Locate the name of the

app by tapping More Options > Settings > Help > App info. Follow the steps below based on the name of the

app: WhatsApp Plus or GB WhatsApp. WhatsApp
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« Magenta... 4G "9 18:55

Cancel New Chat
WhatsApp doesn't have access to
your phone contacts. Allow

access so you can message them
more easily. Allow access

Enter a phone number to start a new chat

Latvia

+37/7
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We kinda need that ...

We use contacts to show you which
friends use Socratic too. No spam, we
promise!

Go to settings

wll Elisa 4G 18:43

"Socratic” Would Like to
Access Your Contacts

It's only for chatting about homework,
don't worry &

Don’t Allow

Search wil 4G 20:49 9 95% @)

You are blocked

You will be able to order a taxi
after 31.12.2022

Contact support
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29 October 2019, Twitter

The New York Times & 5 ™
) | Follow |
@nytimes | —

The Australian government has proposed
using a facial recognition system to verify
that people who seek to watch online
pornography are of legal age

Australia Proposes Face Scans for Watching Online Pornography

As a government agency seeks approval of a facial recognition system, it says one
use for it could be verifying the age of people who want to view pornography online. |

nytimes.com

2:07 PM - 29 Qct 2019

156 Retweets 287Lkes D G 6 PO S & 2 ©

QO 1s0 11 156 O 287 &
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g — Hello Mr. Solovjovs,
= During the photo deletion process you requested in your

c user account your entire account was deleted on our system.
R — :

e— | kindly request that you please

E:: provide to me a telephone number that we may call you at and a few
i
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different days/times that you will be available so that we may have a
customer service agent call you to assist you in adding
a new username to your
| sincerely apologize
to you for this error and want to assure you that takes
pride in our client and test taker relationships.
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NOTHING T0

CreditOn.lv>

Sveiki! Diemzel Tavs
pieteikums paterina

kreditam ir noraidits.
CreditOn.lv

Laime MAXIMA davanu
karti 50 EUR vertiba!
lenac sava CreditOn.lv
profila, atjauno
informaciju un piedalies
izloze. Vairak
informacijas Tava e-
pasta.
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_ BILLING INFORMATION

h attempt to unset a

PREMIUMPLUS = [~

Prepaid card + Online purchases

———

ELECTRONIC USE ONLY
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Airport scamners
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rnhdev / wsq2jpeg @ Watch~ | 0 *star 0 | YFork 0
<> Code ssues 0 Pull requests 0 Projects 0 Wiki Security nsights

wsq2jpeg - A Wavelet Scalar Quantization algorithm (WSQ) conversion library

P 7 commits V¥ 2 branches > 0 releases A2 1 contribi

( / ) Branch: master New pull request Create new file Upload files Find File
:_ Bl rhdev modificado: CMakeLists.txt | = Latest commit ab
‘ iclude modificado: CMakeLists. txt
S
modificado: CMakeLists. txt
[ E— [ test modificado: CMakelLists. txt
third_party nuevo archivo: .gitmodules
jitmodules nuevo archivo: .gitmodules

modificado: CMakeLists. txt

Update README.md

README.md

wsq2jped - A Wavelet Scalar Quantization algorithm
(WSQ) conversion library

Is a library to convert wsq images to jpeg format and vice versa. Allows individual or batch processing. Only supports in
in grayscale.
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Hoaring passes i shops

FLIGHT NO:

BT

NAME:
FROM:
10:

HELPLINE

314

['Df\RD{ NG HMI'

i hi,. t z%’l

TALLINN/TLL

RIGA/RIX

24-7

0037167280422

SEAT:

4D

CLASS: Y
DATE: 29MAY

SEQUENCE N0:1 2

ETKT

BASE

BT/1111111111 BASE 12

CLASS: SEAT

Y 4D
PREM IUM
ETKT

BT 314 29MAY
FROM:  TALLINN/TLL

T0:  RIGA/RIX
DEPARTURE TIME:13:30

@k@chaos.social - 2023 - https://kirils.org



e User demand &

* Cookie law @

* GDPR for “big data” &
. GDPR ©

* Surveillance tech &

* Encryption @

te. Continued use of our website without having changed
of these cookies. For details of how to change your settings,

Home Ubuntu Business Devices Cloud Download Support Project Community Partners Shop Ubuntu‘

Type to search
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A @k@chaos.social
Follow mel! It’s free! ;-)

WG TUHS  » free as in speech

* A privacy zealot, obviously

Founder at Possible Security,
Latvia

Hacking and breaking things:
— Network flow analysis & RE

- Social engineering

— Legal dimension
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