MITM on PSTNS

a novel method for intercepting phone calls
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What are we doing here today

* PSTN & MNs )
* Soclal engineering ‘
+ Attack! ‘
- Simultaneous ring _,L‘+ | mm%ﬁﬂ!m
attack KINAYNOX

- Diversion attack
e Demo, of course

Kirils Solovjovs MITM on PSTNs possible.lv
TyphoonCon 2023, Seoul, South Korea

zzzzzzzzzzzz
ccccccccccccccc



What i1s PSTN

* Public switched telephone network
- worldwide!

* Single global address space of phone numbers
e Old-school
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Kirils Solovjovs

How secure are PSTNs &

Feature

Connectivity and
Switching

Power Source

Emergency Services

Pt

PSTN

Dedicated lines are required for circuit switching and
transmission

Hard wired telephone lines will remain active during =
power outage

911 calls will allow emergency responders to trace th
exact location of the caller's source

Bandwidth Reserved in advance, 64kbps, highly stable, dropped «
rare

Security Highly secure with dedicated telephone lines

Soft Phones Soft phones are unavailable
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CLIP

e Caller Line Identification Presentation

Kirils Solovjovs MITM on PSTNs possible.lv
TyphoonCon 2023, Seoul, South Korea

ELECTRONICS AND
COMPUTER SCIENCE



John Doe




CLIP

e Caller Line Identification Presentation

* US also has CNAM
— Caller Name Delivery

e CLIR = Caller Line Identification Restriction
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SS7

* Signalling System 7
- set up and tear down of circuits (calls)
— number translation
— prepaid billing
- diversion
- etc.
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Social engineering
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Mobile networks

e A5/1 broken

e No mutual authentication on Um
- FakeBTS / IMSI catchers

e Part of PSTN
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Attack 1

Simultaneous ring attack
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Simultaneous ring attack
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Attack 2

Diversion attack
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Diversion attac

I 55/

* can also be
rerouted using
el64.arpa and a
host of other
techniques
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Proposed solutions

¢ SS7 firaII T A Dlsabllng CNAIVI

* Verification of routed CLIP < Encrypted comms
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Thank you!

Slides will be
available on kirils.org

@k@chaos.social
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