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@ bill marczak and john scott-railton, citizen lab rr#78
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Figure 3: SMS text messages received by Mansoor (English: "New secrets about torture of
Emiratis in state prisons"). The sender’s phone numbers are spoofed.
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Riska profils!
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novérosanainterneta
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@ kapéces?!

* “Launo hakeru” motivacija atkariba no veida:

- augsta vertiba
* konkurenti (t.sk. valstis), organizeta noziedziba

- blakuskaitejums (collateral damage)
* valsts sponsoretie uzbruceji u.c.

- nejausa izvele
* “berneli”, jokdari
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@ visparigie principi

Ko zina telefona razotajs / e-pasta uzturetajs?

* Jarikojas uzmanigi, lai “nesakertu” virusus

* Nedrikst vert vala negaiditus pielikumus

* Jaatjaunina programmatura

* lekarta, kas netiek lietota, ir jabloke vai jaizsledz

* Navvelams pievienot neatlautas lietas pie citam sistemam
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@ lestatijumi

* Telefona sifresana

* Dross kods

* Otrais faktors

* Find My Device / Find My iPhone
* Izslegt analitiku

* lerobezot, ko var darit neatblokejot telefonu
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@ drosa programmatiras lietosana

* Instale tikai to programmaturu, kas nepiecieSama

- darba iekartas - saskano programmaturas instalesanu ar I'T
dienestu

* Neatklaj programmaturai parak daudz datu, ja neesi dross, vai
Tevis ievaditie dati nenonak interneta.
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@ drosiba komandejuma

* Telefons janesa lidzi
* Jaizvairas no savu parolu ievades svesas ierices
- Jatomer tas nepieciesams, tad
* jaatrod “logout” un
* atgriezoties pie savas ierices, janomaina parole.

* Daudzfaktoru autentifikacija apgrutinas laundarim iespeju
pieklut kontam ar paroli vien
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appleios vs google android
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* Safety Check
* Lockdown Mode
* App Privacy Report
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¢ Back Lockdown Mode

Lockdown Mode

Lockdown Made is an extreme, optional
ion that should only be used if you
¢ be personally targeted by a
cated cyberattack. Most people
eted by attacks of this nature.

When iPhone is in Lockdown Mode, it will not
function as it typically does. Apps, websites,
and features will be strictly limited for security,
and some experiences will be completely
unavailable.

Learn more...

Turn On Lockdow

ios iekartu nocietinasana
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I'm out with my baby's dad and when he gets sablona autentifikacija
a call, my daughter passes me this paper

and whispers “that's his phone password, |

saw it".. & % &7
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@ attalinatais darbs

* Perimetra modelis vs galiekartu modelis
* Savu iekartu lietosana

* Videokonferences

 Savi tkli

* Rezerves kopijas un Sifresana

* Zino par saubam!
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@ (naidigas) valstis

* Nebrauc!

* Atstaj savas iekartas majas & nem hdzi pagaidu ierices
* Lieto VPN, ja tas nav aizliegts

» Sifre ickartas

* [zvairies no WiFi un Bluetooth iespejosanas

* Jerobezo socialo tiklu lietosanu
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@ savu iekartu lietosana (byod)

MDM & MAM

Nodalitas darba virsmas

Nodaliti konti & sifresana
* Juridiskie aspekti

- 1pasi incidenta gadijuma
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@ bezvadu tikls

* [zsledzot WiFi un bluetooth funkcijas, kad tas neizmantojam,
legustam vairak privatuma

* Ugunsmuris (firewall) ir noderigaks par antivirusu

* Nodrosini papildu savienojuma aizsardzibu, lietojot svesus WiFi
tiklus

- vai ir HTTPS?
- VPN
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X Verify Safety Number i signal drosa lietosana

You have not marked C as verified.

~ Verified

@ . y Q

video audio mute search

& Disappearing Messages Off

@ Chat Color & Wallpaper

If you wish to verify the security of your end-to-end
encryption with C, compare the numbers above with the

o) Sounds & Notifications numbers on their device.
Alternatively, you can scan the code on their phone, or
+ Add to System Contacts ask them to scan your code.
Learn More

¥ View Safety Number s
v Mark as Verified
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valstu sponsoréeti kiberuzbrukumi

+Jason Search Images Maps Play YouTube MNews Gmail Drive Calendar More -

Warning: We believe state-sponsored attackers may be attempting to compromise your account or computer. Frotect yourself now

GO J‘glc “ hikingfani@gmail.com 0 + Share ﬁ

Gmail ~ 1-6 of 6

‘ Store ETe iPad iPhone Watch TV Music Support ) [j

Apple ID

Threat Notification

Apple sent you a threat notification via email and iMessage on November 23, 2021. View Details

—
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possible.lv .
paldies!
IT drogibas pakalpojumi

Kirils Solovjovs, Mg.sc.comp, Mg.phys.
* Possible Security, vaditajs
* EDI, zinatniskais asistents
= https://kirils.org/
- https:/possible.lv/
- @k@masts.lv
[eprieks:
— Aizsardzibas ministrija
- NATO CCDCOE
— LU MII
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