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Toll of personal privacy in 2018

@KirilsSolovjovs
https://Kkirils.org



:  People's Daily,China &

@ELICNINna

| Follow )

What else can surveillance cameras do in
classroom other than exam supervision?
High school in #Hangzhou uses camera to
iIdentify students facial expression for class
performance analysis and improvement

16 May 2018, Twitter
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not requiring a fingerprint

storing fingerprint only in passports

- storing the hash of fingerprints in DB

‘ I storing the whole damn fingerprint in DB
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EU fixed that in May 2011!

We use cookies to help optimise our website. Continued use of our website without having changed
your settings confirms ycur acceptance of these cookies. For details of how to change your settings,
please see our licy

Home Ubuntu Business Devices Cloud Download Support Project Community Partners




o HE-fixedthatinMay 281
e EU fixed that in May 2018!

4

We're updating our privacy policy to bring you a
more personalized Twiliér experience. We're
working with ad rs in new ways to
improve the tailo you already see. And
we've given y ore control over your
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General
In[ormalmn

We’re watching
out for you

For your safety this station
has 24 hour CCTV coverage

i
2L details, call ‘8
02072221234 (S 8

We wantyou and your possessions to

be safe with us. So we've put more CCTV

Eamerason stations and trains 2nd built
" anew Control Centre to monitor them
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tving
h-needed debate about
safety of our personal data

ndian
inda

ued as be-
s under

ection is a Europ

trar tries around

national data protection fram
vacy is also about th = 1
f-determination of people — and it's
y precondition for democ
an underregulated data
st sensitive information
tal

Still, the de
than a strong da

27 May 2018, POLITICO
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“Privacy [is] power dynamics between the individual, the state and the
market.”

“As recent scandals have illustrated so vividly, privacy is also about the
autonomy, dignity, and self-determination of people [..]"”

“[Data protection] must seek to mitigate the inherent power
Imbalances between people — and those that collect, process and profit
off their data.”

27 May 2018, POLITICO



/ealously fighting for my privacy over the past 5+ years



Before:
After:

Cost:

Slower software

updates

=]

é .| ® The beatles @

W More suggestions see

5 Interviews 2 [2005]

F
e

This is the search bar in the Dash. Type
=
.99

your search terms in here and Ubuntu will
Sy search your [';[:IFTI[“]LITE.‘I' anr_l your [;:unlln_e.
accounts for the files you're looking for.
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 Before:
o After:

e (ost: Limited choice of e-shopping and online services

Yes, that's a blank page

P.S. https://kirils.org/#2016-12-30




Before:

After:
Cost:

ReCAPTCHA hates me

ReCAPTCHA demo - Mozilla Firefox
4+ & ReCAPTCHA demo X

« > Qo s: .google.com/rec




 Before:

ohi org test - Mozilla Thunderbird
File Edit View Go Message Tools Help

s Get Messages ~ [Write ®Chat 2 Address Book | % Tag~
e After:

4 Reply = Forward | & Archive | @ Junk @ Delete

e (ost: My pen-pals hate me =

ohi org test

More ~

2013.07.29. 01:23

check-auth [

testing org domain




 Before:
o After:

e (ost: Gmail users never get my first e-mail

Google mspam - [ # 0l
Gmail ~ = C More ~ 1-60f 6 s Q-

Delete I m v (messé hat have been in Spam more than 30 da

TOSAVE.com Tools That You May Need! May 27
Inbox John Halpin HELLO May 25
Less -
Starred Cactus Navigation Cactus Navigation FREE £50 Voucher Sale - Now ON May 17
'g;‘;‘;s“am TOSAVE.com High Quality & Low Cost! May 16
Sent Mail Siim Teller - Wire Get more out of Wire for your business May 14
Drafts (14]
All Ma”{ ) Bank of America MESSAGE FROM BANK OF AMERICA Apr 30
Spam (6)
Trash

» Categories



e Before: Siemens CX65
o After: Nokia 3330

e Cost: No (properly) encrypted com Ications
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Before:
After:

Cost:

Some apps don't work at all
Stuck in 2010 era
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Socratic needs you to

Scan and search your homework questions

vV Enable camera

“Socratic” Would Like to
Access Your Contacts

It's only for chatting about homework,
don't worry &

Don't Allow

Get answers from classmates

Enable contacts

a

We kinda need that ...

We use contacts to show you which
friends use Socratic too. No spam, we
promise!

Go to settings




 Before: IRC, facebook
o After:

e (ost: Social exclusion, limited social circle
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 Before:
o After:

e (ost: Account takeover in 3..2..1.. (Unless you set-up a two-step PIN)

«  Telegram Next >




» Before: People giving away my information to compg#1
o After:

e (ost: Having no friends

4 Back to App Store 2:22 PM

"WhatsApp" Would Like to
Access Your Contacts

D synes only ph
dress book to v

Tap “Agree & Continue” to accept the
WhatsApp Terms of Service and
Privacy Policy

Agree & Continue
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 Before: Loved taking photos and being in photos
 After: Always the photographer

e (ost: Bewildered stares
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 Before:
o After:
e (ost: Approx 3000 euro/year in lost productivity

Lot’s of “don’t you have anything better to do?”

* * * *
*
* *
* * * *



 Before:
o After:

e (ost: More space taken up by undrunk booze hoarded during trips
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e Before: Real data

e« After: Fake data, cloned cards

e (ost: [Ican'tlegally request anything about “me”



 Before:
o After:

e (ost: 666% (no joke) increase in cost
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 Before: Being paid via wire transfer, using cards to shop

o After:

 (ost: "“Gold customer” status unusable
Hard time booking flights and hotels
Never managed to rent a car (should be doable though) ®

Taxify blocks all my cards
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e Before: Filmed by all CCTVs on the street & in shops
e After: Wearing a mask

e (ost: Security challenges you all the.aamn time

'
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e Before:?///
 After: Not giving up your fingerprints

e (ost: Living without a passport & not-getting to travel
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e Before:

o After:

e (Cost: Cannot use Revolut / N26
Good people getting annoyed
Had to call the cops on clerks at
a hotel in Belgium

Called an (_*_) by a banker
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e Social toll * Technological toll
— Communication challenges — Much more time needed to do the same things

~ Disapproval by peers and society ~ Impeded access to new tech

— Limited social circle — Inability to take part in the IoT craze

e No

* Financial toll
— access to own data

— Limited choices on-line

— international travel
(goods, hotels, travel)

— Increased transportation costs



Convince legislators

— (an't lobby? Complain loudly on social media
or watch my presentation on lobbying

Develop privacy-conscious systems
— Not a dev? Demand that devs do that!

Don't be complicit

— Stand up for yourself

— Lead by example



A privacy zealot, obviously

Lead researcher at Possible Security,
EWYE!

Hacking and breaking things:
— Network flow analysis & RE

— Social engineering

— Legal dimension



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42

