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* Kad Tu pedejo reizi rakstiji kaut ko
- Sadu 172.217.18.78?
— val Sadu 2a00:1450:4016:809::200e7

* Gandriz visi labdabigie savienojumi sakas ar
DNS pieprasyjumu
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* Vairums domenu ir maksas pakalpojums

* Neuzmaniba: * Pamesana:
- aizmirsts pagarinat ~ ~ projekts beidzies
- beidzies bankas ~ uznemumu
kartes derigums apvienosana

- tiesas rikojums
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 Kadus uzbrukuma vektorus varam noverot daba?

* 2018. gada vidus * kvantitativais un

e IvccTLD kvalitativais petiyjums
- ar1 “latviskie” vardi * [, ssh, telnet, smip,

* pikskereSana dns, http, pops, imap,

* akbrvevrbrukamt hitps, rdp—ene
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@ possible.lv v ccTLD domena dzives cikls
domens registrets

ES noteiktais atteikuma tiesibu periods

I derlguma termin§
-III

IV ayp whois & zona darhoijas Ell"gp rgp
whois darbojas, zona tuksa

whois un zona tuksi, domens pieejams
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* 180 domeni uz 1 IP adreses
* Daudz skenesSanas meginajumu un citu launo

* Robots vai cilveks?
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* Registrejam nesen beigusos domenus, kas

- ir atrodami timekla mekletajos vai
- saistas ar kadu personu, vai
- 1r lidzigl citiem populariem domeniem

* Nekavejoties pieprasam SSL sertifikatu
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* Korelejam DNS pieprasjumus ar citiem pieprasjumiem
- heiristika: laiks + AS
* Atlasam robotus (HTTP)

* Atlasam skenesanu un parolu minesanas uzbrukumus

* Detalizeti apskatam atlikusos datus
— e-pastu un tumekla pieprasijumu kvalitativa analize
- parejo protokolu kvantitativa analize
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B ascii - 956 %
I IDN - 44 %
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06.12.2018.

“Esi droSs”

JERRRRenn

A -B54 %
AAAA - 168 %
MX - 7.0 %
TXT - 29 %

NS - 25 %
SOA - 2.0 %
SRV - 1.3 %
CAA -12 %
CNAME - 04 %
citi) - 0.5 %
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06.12.2018.

“Esi droSs”

niniinill

QERIVA
www - 16.5 %

mail - 14.8 %
smtp - 2.3 %
wehmail - 1.3 %
wehdisk - 0.5 %
cpanel - 0.4 %

- 0.4 %
(citi) - 11.4 %
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400

300

vid. pieprasijumu skaits

100

garums
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US - 24.8 %
NL - 12.2 %
RU - 92 %
DE - 6.6 %

SG - 49 %

CN - 43 %

BE - 29 %
TW - 27 %
CH - 26 %

LV - 25%
(citas) - 17.3 %
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Lietotajs: Parole:

1) root 1) 123456
2) admin 2) password
3) test 3) 12345
L) user L) 1234
5) support 5) 123

6) ubnt 6) admin
1) oracle 7) test

8) ubuntu 8) wubao
9) postgres 9) 1
10)adm 10)root
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@ possible.lv timeklis/pieprasijumi

B roboti - 58.7 %
I legitimi lietotaji - 41.3 %
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pietiks skatities uz hakeriem!
turpmak - tikai realu lietotaju dati
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B http - 98.3 %
I https - 17 %
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jweyc - 2.4 %

wordpress_test_cookie - 2.3 %

expires - 1.4 %
PHPSESSID - 1.2 %
domain - 1.0 %
Path - 0.9 %
Max-Age - 0.8 %
vsid - 0.6 %

(citas) - 35.2 %

nistiil
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“Esi droSs”

US - 31.3 %
LV - 174 %
[E -121 %
JP - 99 %
SG - 91 %
CN - 48 %
RU - 21 %
FR - 16 %
DE - 12 %
UA - 09 %
(citas) - 9.6 %
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“Esi droSs”
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pasts/pielikumu_tips

ipg - 26.6 %
png - 19.7 %
pdf - 13.8 %
gif - 107 %
doc - 8.6 %
ace - 2.8 %
zip - 27 %
html - 1.9 %
rar - 1.5 %
gz - 1.0 %
(citi) - 10.7 %
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possible.lv torrent centrale

"GET":"http:// .1lv/announce.p
hp? key=9a7c6148bdf4351
5%070%03%1d%1fg%cd4nbaekd7%e/&peer_id=
9&port=40789&uploaded=0&downloaded=0&left=733494901&corrupt=0&key=
1C&event=started&numwant=200&compact=18&no_peer_id=1";"HTTP/1.1";"a:0:{}"

y"ar0:{}";"a:0:{}","uTorrent/354(111783400) (44520)";"","",;"gzip", "Close"
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possible.lv ieplanotie pieprasijumi no pamesta wordpress

"POST"; "http:// /wp-c
ron.php?doing_wp_cron=15: " UHTTP/1.1";"a:0
{}";"a:0:{}",;"a:0:{}",;"WordPress/4.7.10; httg Lyt rEEN
"deflate, gzip";"close";"HTTP REFERER: http:fﬁ /wp-cron.php?d

oing_wp_cron=1! ; "CDNTENT LENGTH: 0";"CON

TENT_TYPE: application/x-www-form-urlencoded"
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possible.lv iequltie HTML elementi .govlv lapa

"GET" ;"
.lv/sites/default/files/styles/medium/public/ jpg?itok=
SUHTTP/1.1";"a:0:{}",;"a:0:{}";"a:1:{s:3:""_ga"",;s:26:""GA1.2.43
"+1":"Moz1illa/5.0 (Linux; Android 7.0; SAMSUNG SM-J33
OF Build/NRD90M) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/7
.4 Chrome/59.0.3071.125 Mobile Safari/537.36";"image/webp,1image/apng,ima
ge/* */*.9q=0.8";"1v-LV,1v;q=0.8,en-US;q=0.6,en;g=0.4";"gzip, deflate, sd
ch";"keep-alive";"HTTP_REFERER: http:// .gov.lv/
06" :"HTTP COOKIE: ga=GA
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"HTTP/1.1";"a:0:{}";"a:0:{}";"a:0:{}";" ' ";"{extfhtml,ap
plication/xhtml+xml,application/xml;q=0.9,*/*,;q=0.8";"en-US,en;g=0.5";"g
zip, deflate";"close"; "CONTENT_LENGTH: 0"
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B3rnsiHW Ha aKTUBHOCTEL B CBOEM
npogune Ha Twaoo

m MHTepecHeIe Nogn Ha Twoo

DCETH ero Npodunb

Check back in,_

ceTu ero npoduns

0O6waidca vnn NnoceTr ero npodune

H -

06waidca 1K NoceTy ero npodunb

dodies uz
ED saiti
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06.12.2018.

CITY WEST

HOTEL RESTAURANT EVENTS

Confirmation

Thank you for your interest in the CITY WEST HOTEL RESTAURANT EVENTS. For the stay in our hotel we confirm the
following:

Arrival Departure Quant.  Category Price in CHF
. Comfort room with breakfast 128.00
Single rooms This rate is per room/night and includes breakfast, tourist tax,
service and taxes.
The reservation is for the following clients:
26.09.2018

26.09.2018
26.09.2018

“Esi droSs”

@KirilsSolovjovs
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Traveler

Wednesday 26 September 2018

- Air Baltic BT 641

o

Depariure 26 September 07:50
Arrival 26 September 09:20
Check-in Duration
I Di .

airBaltic

Flight meal

06.12.2018.

Booking ref:
|ssued date:

Agency

Telephone
Fax
Email

Riga, (Riga Intl) (+)

Zurich, (Zurich Airport) (+)

JEING
Food and b

“Esi droSs”

Check My Trip
Baggage Info

@KirilsSolovjovs
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Jriginal Message —
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Informacija no Valsts ienémumu dienesta

Dokuments pienemts

Modoklu maksataja Nr. lesniegtais dokuments "Darba devéja
zinojums (VSAOI un IIN)" Nr par taksacijas periodu nojjjjjjzo18 Isz_ZﬂiE

pienemts un ieklauts VID datubazé.
Dokumenta ir 1 obligati sociali apdrosinami darba néméji, kam uzradita riska nodeva, bet
nostradato stundu skaits ir 0.

Sis e-pasts ir izveidots automatiski, Iddzam uz to neatbildét.
Pieslegties VID Elektroniskas deklarézanas sistémai: eds.vid.gov.lv.
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ﬁ serveris /. Rélfins 1zstaditsl:qtl;3-

Pakalpojuma sniedzejs: Maksatajs:

Nosaukums Daudz. Vien. Cena Summa Atlaide (%)
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Kopéja summa apmaksai
Klienta numurs:

Apmaksas ter

summa apmaksai sa
Rekins par 2018. gada

Parmaksa:
Kavéts maksajums: 0.00 EUR - ja Seit redzat ‘0 EUR’, paldies! Ja ne, tad gan steidzieties 30 summu apmaksat,
cik atri iespéjams!
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ATGADINAJUMS PAR APMAKSU
uz datumu '-"..'.l'.'-"..ﬂlﬂ

P&c miisu riciba esosds informicijas, neesam sanémuil apmaksu par zemiak mingtajiem rékiniem noteiktaja termina.
MEes biitu pateicigl, ja Jiis samaksatu taltt péc 51 atgddindjuma sanems3anas.

Dokumenta numurs Dokumenta Apmaksas Wallita KavEw dienu Laiki neapmaksiti
datms datums skaits SLLTITA
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Document - European [6))

EDGC

Size: 217.74 KB

Attachments

B Vestule_de minimis_uznemejdarbiba_e{

™ SKV_uznemejdarbiba_adresatu sarakst: Latvijas Investiciju un attistibas agentura

) Poracs iela 2, Figa, LV-1442, (&l 67039400, fabes 6T03940 1, c-pasls haai@haa wov v, www liaa gov v, www e v
Signatures

Riga

signer: ANDRIS Par atbalsta (grantu) snieg$anas mérka
Time stamp: 2018 grupas atbalstam atjaunos$anu

. . Péc pievienota saraksta
Signature properties @
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Document - European

EDGC

File:
Size:

Attachments

1 lemums.rtf

Signatures

=2 on

Signature properties

Signer: DIN_

06.12.2018.

LATVIJAS REPUBLIKAS UZNEMUMU REGISTRS
FUNKCLJU IZPILDES DEPARTAMENTS

Rigas regiona komerckilu un laulato mantisko attiecibu registracijas nodala
Ref. My, 90000270634, Pevses tela 2, Riga, LV-1011, tilowus 67031703, fakss 67031793

e-pazts: min@nr gov v, wwworgov v

LEMUMS
Riga

Kilas néméjs

“Esi dross” @KirilsSolovjovs
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Sis ir automatisks atgadinajuma e-pasts no Won.com sistemas.<br />

<br /=
Automasina neatrodas objekta

" " laika posma

Www . mapon. com

06.12.2018. “Esi dross” @KirilsSolovjovs



possible.lv

Konta Nr.:

4D1B

—

06.12.2018.

Periods: Parskaitfumu virzieni:
01012013 - | Visi
Sagatavots: Summa:

Visi

Sakuma atlikums EUR: -

“Esi dross” @KirilsSolovjovs
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OBLIGATAS VESELIBAS PARBAUDES KARTE
Narikojums uz abligito veselibas parbaudi

farstniecibas gl ddes nosaukums) morada, fo nepiecieiams)

1.Darba devejs (nosankums, adrese, ta

. Personas vards, vevirds
. Personas Kods

. Dzivesviela

. Profesija

. Veselibai kaifigie darba vides apstakli
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Enter password

Password required

The document ’_.pdf" is locked and requires a password before it can be opened.

Password: |

© Forget password immediately
Remember password until you log out

Remember forever

Cancel
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$ time pdfcrack

PDF version 1.4
Security Handler: Standard

V:
R:
P:

Length: 40
Encrypted Metadata: True

found user-password:

real Om1.201s
user Om1.200s
sys OmO.000s
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* Domena 1pasnieks apdraud
- savus klientus un biznesa partnerus

- darbiniekus, kas izmantojusi e-pasta adreses
personisko kontu 1zveidei

* paroles atjaunoSana
- finansu, apdrosSinasanas un sensitivus veselibas datus
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* Uzbrucejs var iegut kontroli par
- komercnoslepumu
- majaslapas vecajam versijam
- valsts sistemam
- Informaciju par lietotaju parolem
* uzlauSanas monitoringa lapas
- SSL sertifikatus toposajai timekla vietnei
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* Lietot divu faktoru autentifikaciju
* Apmaksat domena vardus
- skat., piem., hanzanet.lv
* Preteja gadijuma:
- apzinot visus — partnerus, darbiniekus un tresas puses, kas
1zmanto jusu API
— atsaistit vecas e-pasta adreses no tiessaistes kontiem

* Analizet netipisku e-pasta serveru uzvedibu; bloket tos
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SO un citus petijumus un
prezentacijas mekle

un

06.12.2018. “Esi dross” @KirilsSolovjovs



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 7
	Slide 8
	Slide 9
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 19
	Slide 20
	Slide 22
	Slide 25
	Slide 26
	Slide 27
	Slide 30
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 61

