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Toll of personal privacy in 2018



“Privacy is dead”

¢ People's Daily,China @

rf- Foll h
.-":..E a,j:"_' ..-; PDChina ._\ﬂ- olow f/l

What else can surveillance cameras do in
classroom other than exam supervision?
High school in #Hangzhou uses camera to
iIdentify students facial expression for class
performance analysis and improvement

16 May 2018, Twitter
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“Meh, that’s just China being China!”



OK. What about Europe?



Visas — biometry
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Passports — biometry

' not requiring a fingerprint

i

storing fingerprint only in passports

storing the hash of fingerprints in DB

.

storing the whole damn fingerprint in DB
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Banks know what you buy

—-—



Online profiling
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Online profiling

EU fixed that in May 2011!

We use cookies to help optimise our website. Continued use of our website without having changed
your settings confirms your acceptance of these cookies. For details of how to change your settings,
please see our privacy policy.

Home WUbuntu Business Devices Cloud Download Support Project Community Partners Shop Ubuntue

Type to search )
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Online profiling

o E-fxedthattnMay 200
e EU fixed that in May 2018!

4

We're updating our privacy policy to bring you a
more personalized Twiliér experience. We're
working with ad rs in new ways to
improve the tailo you already see. And
we've given y ore control over your
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Online pro

o E-fixed-thatnMay-2011
o EY-fixed-thatinMay-2018!
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ils, call 0207227 1234
Jov.uk
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Alright alright, but ...



Privacy is for criminals

Anyone who says that should have a webcam placed in every room
of their house filming them 24/1. And | mean EVERY ROOM.




Not really. In fact ...

FT1vacy 1s power

OPINION

Recent seandals are driving
amuch-needed debate about
the safety of our personal data

LONDON

rivacy has never been more under threat
But strangely, it has also never been more

From increasingly connected and personal-
Ized spaces to the looming threat of ubiquitous
facial recognition, we are faced with unprece-
dented threats from governments and compa-
nies, who can know more about us than was
ever previously possible.

Yet, at the same time, we are seeing the rich-
est and most informed ridme on prhral:y that

, peo-
pkkmmmﬂunkupfufmbﬁ
It merely takes five clicks on ExactData.com

FREDERIKE
KALTHEUNER
leads Privacy

International’s data
exploitation program

Anyone
who has
ever tried to
access their
data quickly
ECONIZEs
the profound
informational

|
ecoromies, |

to download data on 1,845, n7| Muslims in the
United States, accordi

nologies continue to challenge (and thereby
existing

We see

g to
Amnesty In onal, For fs{"]’ll& per person
(or $138,380 in total) the data broker offers a file
containing individual names, addresses and ZIP

The website also offers more fine-grained lists
such as the addresses, phone numbers, email
and social media

atroubling pattern in how police adapt new
technologies. Every time there’s 3 new tech
nology - from surveillance devices targeting
mobile phones to facial recognition to mobile
phone extraction — there s a tendency for these
technologies o be used without the necessary

Hispanic Americans” or “Americans with Bos-
nian Muslim Surnames.” And It's not just a prob-
lem in the U.S. In Kenya, for example, biometric
data gathered for the country’s voter registry
may have been used by third parties to micro-
target voters with WhatsApp messages.

Precisely because so much is at stake, it is
crucial to recognize that regulation is one of the
reasons why privacy is more alive than ever,
Companies aren’t updating their privacy poli-
cies because they feel like it’s a good idea ~ but
because the EU's General Data Protection Regu-
lation forces them to do so.

We now see one-page ads from large compa-

not just embracing, but also celebrating

Emerging privacy threats don't necessarily
involve personal data and sometimes the harm
is done not to individuals, but groups or entire
segments of society. Data protection organized
around the individual is not always able to
effectively protect us all from these more col-
Jective harms. One example is emotion detec-
tion technologies that are employed in public

spaces. They clearly pose a threat to privacy
(among other rights), but don't necessarily fall
under data protection.
Ultimately, it's important remember that data
protection is about power.
Anyone who has ever tried to access their
data quickly recognizes the profound informa-

nies,
GDPR, but it is often these very that
have fought — and continue to fight — priva
regulation across the world. This is why GDPR

is such a remarkable achievement. Across the
world people are looking at the rights enshrined
by Europe's data protection law and are

why they don’t get them too.

There's the persistent misconception that
data protection is a European concept. To the
contrary, 126 countries around the world have
national data protection frameworks. These are
diverse, but they are all designed to protect in-
dividuals’ data and reflect a judgment that such
protections are an important aspect of the right

to privacy.
Still, the defense of privacy requires more
than a strong data protection law. New tech-

tional that today's
data economies. From third-party trackers in
nnpslhuwecannmmmmnnpmiswem
never knowingly engaged with brokering our

| information — mcwwchmdusmhasmed
anevermmecﬂmplex of thousands.
‘of companies that are in the business of tracking
and profiling " every move.

limmsmpeslﬂvewlcunwufmekcmn

targeting and interferences scandals of the past
months, it's this: They may have served as a re-
minder to companies and governments around
| umworldumdmpmecﬁmhasmbcabun

| imbalances between people — and those that
| collect, process and profit off their data.

27 May 2018, POLITICO
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Privacy is power

“Privacy [is] power dynamics between the individual, the state and the
market.”

“As recent scandals have illustrated so vividly, privacy is also about the
autonomy, dignity, and self-determination of people [..]"”

“[Data protection] must seek to mitigate the inherent power
Imbalances between people — and those that collect, process and profit
off their data.”

27 May 2018, POLITICO



Personal privacy choices

/ealously fighting for my privacy over the past 5+ years



Operating system

Windows 98 => Ubuntu Linux

Linux Mint

Slower software updates
(]
§~ -G The beatles (@)

W More suggestions sco il resulis =

ﬁ :.. This is the search bar in the Dash. Type
"h‘: _ your search terms in here and Ubuntu will

L

Sy search your computer an_r_l your pnllne
.8 Interviews 2 [2005] accounts for the files you're looking for.

DEAILE - L —
G
s e
(14 ] fi% ]
—
Abbey Road The Beatles Andrew Gold - The 1962-1966 [The Red
...atles Classics [2010] Beatles [2008] Alburm]




Browsing habits

JavaScript & Adobe Flash allowed
No JavaScript except pre-approved sites, no Flash

Limited choice of e-shopping and online services

Yes, that's a blank page
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Browsing habits

Accept and honor all cookies

Only accept temporary first-party cookies

ReCAPTCHA den_'w - Mozilla Firefox

ReCAPTCHA hates me + G ReCAPTCHAdemo |

Ly — & ;(i)ﬂ https://www.google.com/rec:

e tr - S|gns =
Sl If there are none, click skip
Last Mar

Email

Pick you
Red

I




E-mailing

[ ohi org test - Mozilla Thunderbird
HTM L S U p p 0 rt File Edit View Go Message Tools Help
s Get Messages ~ [Write ®Chat 2 Address Book | % Tag~ =
N 0 HTM L S u p p 0 rt 4 Reply | = Forward Archive | @ Junk | © Delete | More~
ve I
My pen—pals hate me ohi org test 2013.07.29.01:23
check-auth [

testing org domain



E-mailing

Own domain on own server

Gmail users never get my first e-mail

Starred
Important
Chats
Sent Mail
Drafts (14)
All Mail
Spam (6)
Trash

» Categories

TOSAVE.com
John Halpin
Cactus Navigation
TOSAVE.com
Siim Teller - Wire

Bank of America

Tools That You May Need!
HELLO - |
Cactus Navigation FREE £50 Voucher Sale - Now ON -

High Quality & Low Cost! IL

Get more out of Wire for your business

MESSAGE FROM BANK OF AMERICA - Bank




Phone

. Siemens (X65
. Nokia 3330
. No (properly) encrypted com

5 / ok
4 £57
TS TR
R 27

7
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LA 7 /7
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S Fia
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'{’f.//,‘// 5 e / 1/“ / 7
b S Ll 4y 7,
& : ]
,)’/
i &/
/ L 74
P - i 4
@rrivacy by Default /4
R\ (A
) \\ \ ;
, ? // ’
; , Pty Z
7 il / / y
fi 7 /: ,”'




Mobile apps

"N
no GPS permission®,
no contacts, no mic/cam*

*with specific exceptions

Some apps don't work at all

“Socratic” Would Like to

Access Your Contacts We kinda need that ...

[ ] 2 =
St u c k I n 2 U 1 0 e ra Leonly *°'§2:.‘§'v“v§;;’°§ Loneus We use contacts to show you which

friends use Socratic too. No spam, we
i |
Don't Allow OK promise!

Go to settings
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Social networks & chats

IRC, facebook
XMPP, wire, twitter

Social exclusion, limited social circle
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Re-socializing

Install ALL THE APPS
Fake phone number in Signal, Telegram, etc.

Account takeoverin 3..2..1..

<4  Telegram

Incorrect SMS code
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Other people’s apps

. People giving away my information to comp
. 22?2? Private caller ID ?2?22?

Having no friends

"WhatsApp"” Would Like to
Access Your Contacts

WhatsApp syncs only phone numbers

from your address book to WhatsApp

servers to help you connect with other
WhatsApp users.

Don't Allow OK
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Photos

Loved taking photos and being in photos
Always the photographer

Strange looks
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Legal protection

Companies mishandling my data
Companies (telling me they're?) not doing that
Approx 3000 euro/year in lost productivity

Lot's of “don’t you have anything better to do?”

GDP
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Visitors

Friends “checking into” my home
Only trusted circle invited
More space taken up by undrunk booze hoarded

:

during trips
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Loyalty cards

Real data
Fake data, cloned cards

I can't legally request anything about “me”
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Public transport (Hello, Novi Sad!)

Paper-based discount tickets
Paper-based one-trip tickets

666% (no joke) increase in cost

2007 9SEPTEMBRIS 2008 SEPTEMBRIS

o J talons

Higas
Ri g KIP t ik 1'8 L'll' 1".31!.!'
Reg. Hr. 40003619950
PN e e, Wr. LvA0003619550

|sm MENESA DIENAM RIGA p
VISIEM =
MARSRUTIEM 14’30‘3 BILETE € 02,00
Marfnate: 1 , Deamvaje AN

1 I Bigtes Nr 2
i | | Drogitas heds: D000
Ll Gateas D3 D1BUT—H509—0

SS8BE  Nr. 004473 e
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Banking

Being paid via wire transfer, using cards to shop
Paid cash, inactive accounts, prepaid cards
“Gold customer” status unusable

Hard time booking flights and hotels

Never managed to rent a car (should be doable though)

Taxify blocks all my cards
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CCTV

Filmed by all CCTVs on the street & in shops
Wearing a mask

Security challenges you all the.aamn time
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Biometric passports

. 77?
. Not giving up your fingerprints

Living without a passport & not-<getting to BalCCon
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Creating photocopies of ID

“Yes, of course you can copy my ID”
“Nope. Nope. Nope. Nope”

Cannot use Revolut / N26

Good people getting annoyed

Had to call the cops on

clerks at a hotel in Belgium

Called an (_*_) by a banker
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Final tally for personal privacy

e Social toll * Technological toll
— Communication challenges — Much more time needed to do the same things
~ Disapproval by peers and society - Impeded access to new tech

— Limited social circle — Inability to take part in the IoT craze

 No

 Financial toll
— access to own data

— Limited choices on-line : :
— international travel
(goods, hotels, travel)
— Increased transportation costs ‘ELE< g



What can we do?

Convince legislators

— (an't lobby? Complain loudly on social
networks or watch my presentation on
lobbying

Develop privacy-conscious systems

— Not a dev? Demand that devs do that!

Don't be complicit

— Stand up for yourself

— Lead by example
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