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* When was the last time your non-IT friend
typed something

- like this 172.217.18.78?
— or this 2a00:1450:4016:809::200e7

* Yep, 100%-< of non-malicious connections start
with a DNS request
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* Most domains aren’t free

* Negligence: * Abandonment:
- forgot to renew — project 1s over
domain - company merger

- credit card expired - court order
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* What attack vectors can be observed in real life?

* mid-2018 * quantitative and
e IvceTLD qualitative methods

- including IDN * {tp, ssh, telnet, smtp,
* no phishing dns, http, pop3s, imap,
* no active attacks https, rdp-—vne
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* C. Healey. Domain tasting is taking over the internet as
a result of ICANN’s “Add Grace Period”, 2007

* S. Hao, M. Thomas, V. Paxson, N. Feamster, C.
Kreibich, C. Grier, S. Hollenbeck. Understanding the
domain registration behavior of spammers, 2013

* (. Szathmari. Hacking law firms with abandoned
domain names, 2018
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* Drop-catching
re-registering a {reshly expired domain name
* Domain back-orders
- many registrar offer a service to catch the domain
- some registries (.ru, .pl, ...) cooperate on that service
* Domain tasting
- registering a domain name for the add-grace period
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gTLD life-cycle

LIFE CYCLE OF ATYPICAL gTLD DOMAIN NAME

Creatlon date Explratlon date

Registration active Auto-Renew Grace Period = Redemption Period Pending Delete

WHOIS STATUS ACTIVE REGISTRAR-HOLD REDEMPTIONPERIOD | PENDINGDELETE
DOMAIN RENEWAL still available domain restorable
www.SketchLex.com
BOSB
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domain registered lv cCTLD life-cycle

eu consumer protection cooling-off period

expiry date
-III
v agp argp rgp

whois & zone working
whots working, zone empty

whois & zone empty, domain available
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enough theory;
let’s dig in!
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* 180 domains on 1 [P
* Lots of scanners and other bad guys

* Bots vs humans
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* custom DNS server * netfilter
based on twisted - apache

* a bunch of honeypots: - custom PHP honeypot

- mailoney, netwatch, e« 9cmesh
imap-honey, malbait,

+ custom dns api
RDPY, vnclowpot

* custom .sh & .py
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* Register recently expired domains that:
- have search engine presence
- relate to an existing company/person
— are typos of popular domains

* Request SSL certificate for those domains ASAP
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Link DNS request logs with other request logs
= heuristics: timing + AS
Detect bots (web)

* Detect network scanners and bruteforcers

Look at the remaining data in detail
— qualitative analysis on e-mails and web requests
— quantitative analysis on other protocols
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yeah, yeah, yeah,
but have you got any data?
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domains

180

160 |

140+
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domains registered

http://kirils.org

type
| Wm IDN

| EEM 3ascil

days
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dns/requests (weighted)

B aScii- 956 %
mmm IDN-4.4%

#BalCCon2k18 http://kirils.org @KirilsSolovjovs



dns/record_types

A-65.4%
AAAA - 16.8 %
MX - 7.0 %
TXT-29 %

NS -2.5%
SOA-2.0%
SRV -1.3%
CAA-12%
CNAME - 0.4 %
(other) - 0.7 %
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dns/subdomains

@ -51.7 %
www - 16.5 %
mail - 14.8 %
smitp - 2.3 %
webmail - 1.3 %
_cpanel-dcv-test-record - 0.7 %
webdisk - 0.5 %
cpanel - 0.4 %
- 0.4 %
(other) - 11.5 %

%

4
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dns/subdomains/record_types
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avg_req_per_day

500

dns/avg_req_by_length (weighted)

400+

100+
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domain_len
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=
4

http://kirils.org

dns/countries

US -34.8 %
NL-12.2 %
RU-9.2 %
DE -6.6 %
SG-4.9 %
CN-43%
BE - 2.9 %
TW -2.7%
CH-26%
LV-25%
(other) - 17.4 %
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Username: Password:

1) 1) 1g2w3ebr
2) changeme 2) test

3) webmaster 3) admin

L) admin i) 123456
5) root 5) 1g2w3e
6) test 6) 12345

7) clearvision 1) test123
8) ubuntu 8) qwerty

9) nagios 9) glw2e3
10)ftpuser 10)1234

#BalCCon2k18 http://kirils.org @KirilsSolovjovs



Username: Password:

1) root 1) 123456
2) admin 2) password
3) test 3) 12345

L) user L) 1234

5) support 5) 123

6) ubnt 6) admin

1) oracle 7) test

8) ubuntu 8) wubao
9) postgres 9) 1
IN)EGL 10) root
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Username:
1) root

2) admin

3) guest

L) supervisor
5) default

6) support
1) user

8) ubnt

9) Administrator
10)888888
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Password:

1) 1234

2) admin

3) 12345

L) password

5) 123456

6) 7ujMkoOadmin
7) Sup

8) 888888

9) aquario
10)54321

http://kirils.org
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mail/open_relay_attempts

B openrelay - 8.7 %
mmm actual domains - 91.3 %
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web/requests

mmm bots-58.7%
B real users - 41.3 %
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enough of looking at bad guys,;
from now on — only legit data
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web/protocols

B hitp-98.3%
mmm https-17%
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web/methods

GET - 93.5 %
POST - 5.6 %
HEAD - 0.9 %
PROPFIND - 0.0 %
CONNECT - 0.0 %
OPTIONS - 0.0 %
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web/referrers

mmm host_self-3.4%
mmm other_site -10.7 %
B none-859%
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#BalCCon2k18

http://kirils.org

web/cookies

_ga-53.4%

jweyc - 2.4 %
wordpress_test_cookie - 2.3 %
expires - 1.4 %

PHPSESSID - 1.2 %

domain - 1.0 %

Path - 0.9 %

__cfduid - 0.8 %

Max-Age - 0.8 %

(other) - 36.0 %
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http://kirils.org

web/subdomains

@ - 85.0 %

www - 12.9 %

mail - 0.5 %

webdisk - 0.3 %

webmail - 0.3 %

cpanel - 0.3 %

autodiscover - 0.2 %
-0.2%

forum - 0.1 %

(other) - 0.5 %
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4

http://kirils.org

web/countries

US - 31.3 %

LV -17.5%
IE-121%

JP - 10.0 %
SG-9.2%

CN -4.8 %
RU-21%
FR-1.6%

DE -1.2 %
(other) - 10.3 %
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emails

mail/sender_domains/attachments

3000
attachment
s yes
2500 = o
2000¢
1500+
1000+
500+

sender_host
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y
e
b

http://kirils.org

mail/attachment_types

jpg - 26.6 %
png - 19.7 %
pdf - 13.8 %
gif - 10.7 %
doc - 8.6 %
ace-28%
zip - 2.7 %
html-1.9 %
rar - 1.5 %
(other) - 11.9 %
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IES

mail/sender_domains/attachment_types

1400
type
1200} (other)
s dwg
1000} | I ifc
BN rar
8001 | mmm html
B jpg
600} {1 HEE png
BN doc
400, | mmm pdf
] . gif
200} ]
--=_______
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O P (_,00 \.\(40'6'\ ‘&0\ b
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[ think it’s about enough of this;
let’s look at some qualitative data
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a torrent tracker

CU"GET":"http:// .1lv/announce.p
hp?passkey=9a7c6148bdf4351
5%070%03%1d%1fg%cd4n%aek%d7%e/&peer_id=
9&port=40789&uploaded=0&downloaded=0&left=733494901&corrupt=08&key=
1C&event=started&numwant=200&compact=18&no_peer_id=1";"HTTP/1.1";"a:0:{}"

y"ar0:{}";"a:0:{}","uTorrent/354(111783400) (44520)";"","",;"gzip","Close"
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cron requests from abandoned wordpress instances

"POST"; "http:// /wp-c
ron.php?doing_wp_cron=15: ""HTTP/1.1";"a:0
{3 "a:0:{}";"a:0:{}";"WordPress/4.7.10; httg N AV A
"deflate, gzip":."close";"HTTP REFERER: http:// /wp-cron.php?d

oing_wp_cron=1! i "CDNTENT LENGTH: 0";"CON

TENT_TYPE: application/x-www-form-urlencoded"
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embedded HTML elements from .gov.lv

"GET" ;"
.lv/sites/default/files/styles/medium/public/ jpg?itok=
SUHTTP/Z1.1";"a:0:{3";"a:0:{}";"a:1:{s:3:""_ga"",;s:26:""GA1.2.43
"+1":"Moz1illa/5.0 (Linux; Android 7.0; SAMSUNG SM-J33
OF Build/NRD90OM) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/7
.4 Chrome/59.0.3071.125 Mobile Safari/537.36";"image/webp,1image/apng,ima
ge/* */*,9q=0.8";"1v-LV,1v;q=0.8,en-US;q=0.6,en;g=0.4";"gzip, deflate, sd
ch";"keep-alive";"HTTP_REFERER: http:// .gov.lv/
06" ;"HTTP COOKIE: ga=GA
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inter-connector of e-government systems

"HTTPI1.1";"5:0:{}";"a:O:{}";"a:O:{}";"VRﬁﬁ.vISS.NSARH1.1";"fextfhtml,ap
plication/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8";"en-US,en;q=0.5";"g
zip, deflate";"close";"CONTENT_LENGTH: 0"
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dodies uz

E0 saiti
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B3rnsiHM Ha aKTUBHOCTb B CBOEM
npodpune Ha Twoo

M HTepecHble Nogu Ha Twoo

-

O6Lwaiica 1y NoceTy ero NpoduUnb

O6Lwaiica vy NoceTy ero NnpodUnb

.

O6Lwaiica vy NoceTy ero NnpodUnb

B -

O6waiica vy NoceTy ero NpodUnb
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CITY WEST

HOTEL RESTAURANT EVENTS

E-Mail:

Confirmation

Thank you for your interest in the CITY WEST HOTEL RESTAURANT EVENTS. For the stay in our hotel we confirm the
following:

Arrival Departure Quant.  Category Price in CHF
. Comfort room with breakfast 128.00
Singhg rooms This rate is /night and includes breakfast, tourist tax,

The reservation is for the following clients:
26.09.2018

26.09.2018
26.09.2018
26.09.2018
26.09.2018

http://kirils.org
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Jriginal Message —
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Informacija no Valsts ienémumu dienesta

Dokuments pienemts

Modoklu maksataja Nr. lesniegtais dokuments "Darba devéja
zinojums (VSAOI un IIN)" Nr par taksacijas periodu noljjijzo18 id 2_21115

pienemts un ieklauts VID datubazé.
Dokumenta ir 1 obligati sociali apdrosinami darba néméji, kam uzradita riska nodeva, bet
nostradato stundu skaits ir 0.

Sis e-pasts ir izveidots automatiski, Iddzam uz to neatbildét.
Pieslegties VID Elektroniskas deklarézanas sistémai: eds.vid.gov.lv.
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Booking ref: Check My Trip
|ssued date: Baggage Info

Traveler Agency

Telephone
Fax
Email

Wednesday 26 September 2018

Air Baltic BT 641

Departure 26 September 07:50 Riga, (Riga Intl) (+)

Arrival 26 September 09:20 Zurich
s L

alrBaitic

Check-in

Flight meal
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- . Nr.
Reklns Izstadits: 03-

Pakalpojuma sniedzejs: Maksatajs:

Nosaukums Daudz. Vien. Cena Summa Atlaide (%)

Domens: 21.24 -

#BalCCon2k18 http://kirils.org @KirilsSolovjovs




Kopéja summa apmaksai
Klienta numurs:

Apmaksas ter

summa apmaksai sa
Rekins par 2018. gada

Parmaksa: 0.00 EUR
Kavéts maksajums: 0.00 EUR - ja Seit redzat ‘0 EUR’, paldies! Ja ne, tad gan steidzieties 30 summu apmaksat,
cik atri iespéjams!
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Document - European @

Size: 217.74 KB

Attachments

. Westule_de minimis_uznemejdarbiba_e

| SKV_uznemejdarbiba_adresatu sarakst: Latvijas Investiciju un attistibas agentlra

) Poracs iela 2, Figa, LV-1442, (&l 67039400, fabes 6T03940 1, c-pasls haai@haa wov v, www liaa gov v, www e v
Signatures

Riga

signer: ANDRIS Par atbalsta (grantu) snieg$anas mérka
Time stamp: 2018 grupas atbalstam atjaunos$anu

. . Péc pievienota saraksta
Signature properties @
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Document - European

X

File:
Size:

Attachments

1 lemums.rtf

Signatures

=2 on

Signature properties

Signer: DIN_
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LATVIJAS REPUBLIKAS UZNEMUMU REGISTRS
FUNKCLJU IZPILDES DEPARTAMENTS

Rigas regiona komerckilu un laulato mantisko attiecibu registracijas nodala
Bep. Ny, 20000270634, Perses tela 2, Riga, LV-1011, talmus 67031703, fakss 670317593

e-pazts: min@nr gov v, wwworgov v

LEMUMS
Riga

Kilas néméjs
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Sveiki,

Sis ir automatisks atgadinajuma e-pasts no M3gon.com sistémas.<br />

<br />

Automasina neatrodas objekta " " laika posma
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Periods: Parskaitfumu virzieni:
01.01.2018 - Visi
Konta Nr.: Sagatavots: Summa:

k_

2l
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Enter password

Password required

The document ’_.pdf"’ is locked and requires a password before it can be opened.

Password: |

© Forget password immediately
Remember password until you log out

Remember forever

Cancel
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OBLIGATAS VESELIBAS PARBAUDES KARTE
Narikojums uz abligito veselibas parbaudi

farstniecibas gl ddes nosaukums) morada, fo nepiecieiams)

1.Darba devejs (nosankums, adrese, ta

. Personas vards, vevirds
. Personas Kods

. Dzivesviela

. Profesija

. Veselibai kaifigie darba vides apstakli
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damn, that was intense!
let’s wrap up & chill out
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* Previous owner endangers:
- their clients and business partners

- employees who’ve used e-mails for personal
accounts

* via password reset
- banking, insurance and sensitive health information
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* Attackers may gain control over:
- commercial secrets
- old installations of your website
- government systems

- Information about passwords of the users
* via breach notification sites

— SSL certificates for the future website
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* Use 2FA
* Pay for your damn domains

* If not, then:

- notify everybody — partners, employees, and third parties
using your API

- remove old e-mail addresses from online accounts

* Check for suspicious behavior of mail servers; blacklist them
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* Gather alarger, more representative data set

* Practically verity the following attack scenarios:
- Use AGP to request SSL certificates valid for as long as possible
* mitm connection to the domain after it’s been re-registered
* write an advisory, if needed

- Locate and access the old server by looking at cron-like
requests

- Register breach notification alerts for a domain and wait
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visit for more
goodies »,_
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