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Hacking and breaking things
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* RFID basics
* RFID standarts
* Hacking tools

* Proxmark

+ Lots of demos
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RFID vs NFC?

NFC is a subset of RFID
13.56MHz
ISO/IEC 14443
NFC device can be both a reader and a tag



* Microchip
* Antenna
* No power source \




* Radio Frequency ldentification
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Eypllcal l!l! Irequenc!es i

* LF * HF
125 kHz * 13.56 MHz

134.2 kHz R
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* ISO/IEC 14443A © emaxxx
- Mifare * HID Global
* ISO/IEC 14443B - [Class
— Hitag2
* ISO/IEC 15693 ~ Indala

* TI



* RFID readers
* RFID duplication “gun”

* Frequency scanner
* BLEkey

* hackRF... ?
* Proxmark Ill !
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iegand interface

Problematic for UID-based protocols

BLEKey

Bluetooth connected UID
sniffer / storage
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* Duplicating contents of one card into another

* Often involves breaking some cryptography or defeating some other protection
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| ByteNumber | | O0xO00 | Ox01 | Ox02 | 0x03 | | Page
Serial Number SNO SN1 SN2 BCCO 0x00
Serial Number SN2 SN4 SN5S SNE Ox01
Internal / Lock BCC1 Internal LockO Lock1 0x0D2
OTFP OTPO OTP1 OTP2 OTP3 Ox03

Data Read/Write Data0 Data1 Data2 Data3 | 0x04
Data Read/Write Data4 Datab Datat Data7 0x05

| Data Read/MVrite | Data8 Data8 Data10 | Datall Ox06
| Data Read/Write | Data12 | Data13 | Datal4 | Datails Ox07
Data Read/Write Data16 | Data17 | Data18 | Data19 Ox08
Data Read/Write Dataz0 | Dataz1 Dataz2 | Data23 0x09
Data Read/Write Dataz4 | Data25 | Data2é | Data27? Ox0A
Data Read/Write Dataz8 | Data29 | Data30 | Datait Ox0B
Data Read/Write Data32 | Data33 | Data34 | Data3b 0x0C
Data Read/Write Data3dtg | Data3d? | Data38 | Data3d 0x0D
Data Read/Write Data40 | Datad1 Datad42 | Datad3 Ox0E
Data Read/Write Data44 | Datad45 | Datad46 | Datad7? 0x0F

MFD U1
= MErn oy

map

Remark: Bold frame indicates user area

Fig 4. Memory organization
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Oxff

0xf0

0x07
0x06
0x05
0x04
0x03
0x02
0x01
0x00

Key A, Access Conditions, U, Key B

Data Block

Key A, Access Conditions, U, Key B )

Data Block /

Data Block /

Data Block /

Key A, Access Conditions, U, Key B

Data Block

Data Block

Sector Ox27
16 blocks, 256 bytes

Sector trailer

Sector 0x01
4 blocks, 64 bytes

Sector Ox00
4 blocks, 64 bytes



Cryptol Cipher

Key

Tag/Reader IV
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fi#= 0x9E98 = (atb)(ct)(atd)+(b+l)cra  TaelV o Seriali
oaded first, then

£} = 0xB48E = (a+c)(at+b+d)+(at+b)cd+b Reader IV ® NFSR
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* https://github.com/Proxmark/proxmark3/wiki/Kali-Linux
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°* reading cards...
° attacks...

— + mfkey
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snooping

(1] Auth
- 12| Nc
3] E(Nr, Nc)
Reader g
- 4] E(Nr)
(5] Command

(6] Response

Card
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