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* Use-cases

* Tools

* Networking review
© Setup

* Reversing

* Forensics

+ Lots of hands-on work
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* Discover how a tool of interest communicates ultimately
leading to full understanding of it's design

* Examples



netflow
flow-tools
ngrep
wireshark
Kismet
arping
scapy

OOLS

* Throwing Star Lan Tap
HackRF One

Wifi Pineapple TETRA
TPLink TL-WN722N
facedancer



Capturing data locally

Just make sure to enable promiscuous mode* and you're all
set.

* do not drop packets not addressed to you
Network card drivers have to support this.

PRO TIP: Can also be used to capture USB data, GSM data,
etc...”

* may require additional tools
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What if you’re not physically present on the wire?
port mirroring
TaZmen Sniffer Protocol (TZSP)

capture with tcpdump and import a cap file later
tcpdump -1 ethO -s 65535 -w blah
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ncapsulation

PDU

> Segment

Application

Presentation
Upper layer data Session
TCP header Upper layer data Transport
IP header Data Network
LLC header Data FCS Data Wk

MAC header Data FCS 1
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Stateless, transaction-oriented

Bit 0

Séer vatagram rrotoco

Bit15 Bit16

Bit 31

"Best effort" transport
Notable features include:

Minimalist design

Source port (16)

Destination port (16)

Length (16)

Checksum (16)

No control
No retransmissions

Data (if any)
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IP: 85.9.13.2 |

* Punching holes In
firewalls and NAT A
routers with UDP

"connection" "connection"
from 192.168.8.3 from 10.3.4.5 to
10 54.94.2.9 85.9.13.2
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1) Analysis target
2) Analysis machine

3) Arrangement to intercept and decrypt data



* CALEA

* netflow, tzsp
* tcpdump

° ngrep

- aplay

OW TOOLS
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