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[Workshop]
Live network forensics and 

reversing network protocols

@KirilsSolovjovs



+4fd9

● Programming → sysad → 
networking

● IT security for the past 10+ y
● Owner and Lead 

Researcher at Possible 
Security

● Hacking and breaking things
– http://kirils.org/

– http://possiblesecurity.com/news/

About me
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● Use-cases
● Tools
● Networking review
● Setup
● Reversing
● Forensics

+ Lots of hands-on work

Workshop contents
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● Discover how a tool of interest communicates ultimately 
leading to full understanding of it’s design

● Examples

Goal of NF & RNP
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● netflow
● flow-tools
● ngrep
● wireshark
● kismet
● arping
● scapy

Tools
● Throwing Star Lan Tap
● HackRF One
● Wifi Pineapple TETRA
● TPLink TL-WN722N
● facedancer
● ...
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● Just make sure to enable promiscuous mode* and you’re all 
set.
– * do not drop packets not addressed to you

● Network card drivers have to support this.

● PRO TIP: Can also be used to capture USB data, GSM data, 
etc...*
– * may require additional tools

Capturing data locally



+4fd9

● What if you’re not physically present on the wire?
– port mirroring
– TaZmen Sniffer Protocol (TZSP)
– capture with tcpdump and import a cap file later

● tcpdump -i eth0 -s 65535 -w blah

Capturing data remotely
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ISO/OSI+DoD model
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Encapsulation
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● Stateless, transaction-oriented
● "Best effort" transport
● Notable features include:

– Minimalist design

– No control

– No retransmissions

User Datagram Protocol
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● Punching holes in 
firewalls and NAT 
routers with UDP

Fun demo
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1) Analysis target

2) Analysis machine

3) Arrangement to intercept and decrypt data

Setup
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● CALEA

● netflow, tzsp

● tcpdump

● ngrep

● → aplay

Flow tools
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