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Hardware architecture
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Theory. Turing machine
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ENIAC, 1945

« Turing complete
« General purpose

¢ 'Reprogrammable’

- Physical rewiring
required

- Takes weeks
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The two common hardware architectures
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Von Neumadnn arch

« “Stored program’ concept
° CPU = CU + ALU Central Processing Unit

Control Unit
e Joint MU
I:::\r:il::te SN Arithmetic/Logic Unit ) g:\tfl’::
. 1/O [T
« Most modern systems
Memory Unit
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Harvard arch

« Separate CU and ALU

 Separate memories

- Data

- Instructions Instruction :’> Control L Data
. memor it — memory
o Allows memories to have ’ ﬁ

different attributes

« Improved speed lio

« DSPs, some microcontrollers
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Machine code

A list of machine language instructions to be directly executed by o
CPU.
« Each instruction is a small specific task:
- Data operations
- Arithmetic and logic operations
- Control flow operations
. Different ISAs (Instruction set architectures):
- 8086, ARM, MIPS, VAX, ...
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Instruction

MIPS32 Add Immediate Instruction
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X86 opcodes
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Note: virtual address space

Virtual address space

text \ 0x00000000

Physical address space

0x0O0ffffff

D page belonging to process

D page not belonging to process

+ Each 32bit program “sees” s
4GiB of virtual address
space available to them.
» Virtual addresses are the e
same for every instance of o
A Process B
* before ASLR [
g
Kirils Solovjovs, 10/07/2018 Reverse engineering basics

possiblesecurity.com

13/25



Stack and heap

« Where are variables - Stack 1 Giowth
stored then? “§§;§§5| f
ree space
- Stack and heap
Heap free space
° . 1 Address
Heap: for dynamic ke I - T .

allocation, random access

Data Segment

« Stack: for static memory
allocation Code Segment
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Creating a program binary
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Overview: gcc example

.C, .h — human readable C

Cormpiler

.S — human readable
Aasermbler Linleer

| | mbl
:.S- - D \ E};ﬁ%tzg_}e asse by
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i.h 7 green. o o O — binary object code
cgmmnn ;sl : o 4 I ". %ﬂg; | §/ J
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b0 A, out (relocatable object code)
blue. o
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a.out — directly executable
machine code
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DEMO: gcc example

« Compile:
iZornpiler . .

. - gcc -S file.c -ofiles

(i 8 \ Aggermbler Linker ( )

reen. c : : E tabl e A m | tImIZ
o1 = s ad RV xecutable ssemble (&op e

i Jree. o i - gcc -c files -ofile.o
n:u:ummnn.h\ :.S o 4 ﬂ ’ at g

:-E ’ | ]jl]_ue_g | > I_Ink:
plue. e - gcc file.o -o file
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Reverse engineering
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Full cycle

4 Concepts
[ Require- || N
Traditional ments Traditional
forward ————— — reverse
engineering Design engineering
[ Source ||
More abstract code with
comments
Post
decompilation
editin
_Less absltract Solrce g
(more refined) code wiout Assisted
Compiler comments decompiler
& Assembly
decompiler
Y
Assembly Automatic
language decompiler
A
Assembler Disassembler
¥ /
Machine
code
¥
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DEMO: Static analysis of password

e strings r2

e 12 password
- pdf @ main
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DEMO: Static analysis of Android APK

e binwalk

« dex2jar + jd-qgui
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DEMO: Binary debugging of test42

e gdb test42

- info files
- b *main

« if not stripped
- start

- info registers

- x/i $pc
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DEMO: Firmware reverse engineering

« Redl life example — mt
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Overview of tools

« gdb « Otool

« Capstone « PE Explorer

« radare2 « binwalk

e IDA-Pro & Hex-Rays « dex2jar & JD-GUI
« Binary Ninjo « Resource Hacker
« OllyDbg
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Slides are available on h
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