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» Interconnected everything, interconnected you

® CHI‘S, hOUS@S, Wﬂtﬂhes, pE‘tS, heart stimulators, coffee machines, lamps, trffic lights, power i, sesins o

* You will not have an IP address, you will have 10!
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Stable Multi-Target Tracking in
Real-Time Surveillance Video

CVFR 2011

Ben Benfold and lan Reid
Active Vision Group

University of Oxford




PERVASIVE
SURVEILLANCE

Visually tracking all movement: face/gait recognition
Digitally tracking all movement

Bulk data collection (esp. on digital and land borders)
Auto-update channel as a effective targeted method

Governments pushing for crypto backdoors




» IoT as a marketing feature -> 10T as a backdoor

e BYO IoT

» Will you install an antivirus on IoT?




INTERNET ACCESS

» Global corporations controlling access and content
e Online availability of new start-ups limited
e Net neutrality almost extinct®

* except inside some economic unions




INTERNET ACCESS




CRYPTO WARS 3.0

» Will not take place (in an overt manner)
» Too late to outlaw encryption
 E-commerce needs it

» People of diverse backgrounds able to create their
own crypto




CRYPTOCURRENCIES

» Significant part of capital moved in cryptocurrencies
» Exchanges = financial institutions
* Enough cap to avoid exchanges altogether

o State-issued




QUANTUM COMPUTERS

* New algorithms
» New bugs!
* TLS (e-banking)

° Post-quantum crypto




ARTIFICIAL
INTELLIGENCE

o Will we reach real AI?

The Al was never shown

° Deep Blue 1996 what walking looks like

* Deep Mind 2017 é

L

* Does it matter?
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The Tesla's radars and cameras did net distinguish the
truck from the sky, tearing the roof off as & went under
' the traller The truck driver claims the Tesla driver was
IMAGE RECOGNTTION watching a Harry Potter ilm on the Tesk's IMinch touch screan
CAMERAS: These alsg W = " - 7
lonk ahead of the car,
Ideniilying things such as
traffic signs. lane markings
and pedestrians.
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360 DEGREE ULTRASONIC SONAR: This
all-round sensor detects everything from
| carsto children or pets in your blind spot




CYBER CONFLICT

Disinformation

Attacks on critical utilities
» Power, water, gas
Insect drones
Cyberbiological warfare

Enemy civilian systems used for military purposes
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computer hackers have the ability to
turn yvour home computer into a bomb
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thousands of miles away!
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Sickos can wreak death
and destruction from
thousands of miles away!
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SUMMARY

Technology progress is
not slowing down

Unseen piece of
technology takes off every
couple of years

Challenges like never
before




