Socialie tikli ka uzbrukumu vektors

Kirils Solovjovs
Digitalas drosSibas alianse

Prezentacija izmantoti ENISA materiali, ka ari attéloti socialie tikli



Socialie tikli esam mes pasi

e Divi komplicéti piemeéri:
- Mat Honan
— Naoki Hiroshima



Uzbrukumam nav jabut komplicetam

Find Your Account

Email, Phone, Username or Full Mame

I can't identify my account m Cancel

Reset Your Password

How would you like to reset your password?

© [ Email me a link to reset my

password
z******s@i****lw

@) Text me a code to reset my

password
+******#**1 ]

Facebook User

No longer have access to these? m Not You?

You can see your name and profile picture because your privacy settings allow it.



Un tas strada daudz kur

Find your Twitter account How do you want to reset your password?

@edrosiba

Enter your email, phone number, or username. . Digitala drosiba

We found the following information associated with your account.
© Text a code to my phone ending in 12
) Email a link to dr¥************@gmail.com

Idon't have access to any of these



Kontaktinformacija jasarga ipa

®

Raimonds Vejonis

&w GET FULL REPORT

PHONE NUMEBER

Mobile

RAIMONDS VEJONIS'S SOCIAL NETWORK PROFILES

00

LOCATION
Latvia

~
S




Bet ne tikai kontaktinformaciju

PHOTOS VIDEQS

L.
Inese # @Inese_Z_-8m
I'm at Pietura "94. vidusskola" in Riga, Latvija

& Translate from Latvian

Anna @Bastet_lv - 13h
@ Zepéik

Anna# @Bosenite - 17h
Rit pédéja darba diena Ziepniekalna &= T (@ 46.autabuss |
Ziepnienkkalns- Zolitude)

NEWS BROADCASTS

& Translate from Latvian

Annudka @annuuzis - Apr 5
I'm at MFD Ziepniekkalns in Riga

& Translate from Latvian

Anna - @Bastet_v - Apr 2
I'm at MySun

Inese M @Inese_Z_-Apr2
I'm at 233. Mikroautobus | Ziepniekkalns-Centrs

& Translate from Latvian

Inese . @Inese_Z_-Apr1
I'm at Bodnieku Rezindence in Riga

& Translate from Latvian



 Kapasargat sevi?

e Pareizi uzstadijumi
» Pareiza attieksme



Login

Q, Change Password

It's a good idea to use a strong password that you're not using elsewhere

@ Log in with your profile picture
On - Tap or click your profile picture to log in, instead of using a password

Setting Up Extra Security

A Get alerts about unrecognized logins
Wel'l let you know if anyone logs in from a device or browser you don't usually use

@ Use two-factor authentication
Log in with a code from your phone as well as a password

a8 Choose 3 to 5 friends to contact if you get locked out
Your trusted contacts can send a code and URL from Facebook to help you log back in

Advanced

~  Encrypted notification emails
Add extra security to notification emails from Facebook (only you can decrypt these emails)

Edit

Edit

Edit

Edit

Edit

Edit




Timeline and Tagging Settings

Who can add things to my Whao can post on your Timeline? Friends Edit
Timeline?
Review posts friends tag you in before they appear On Edit
on your Timeling?
Who can see things on my Review what other people see on your Timeline View Az
Timeline?
Who can see posts you've been tagged in on your Friends Edit
Timeline?
Who can see what others post on your Timeline? Friends Edit
How can | manage tags people  Review tags people add to your own posts befare On Edit
add and tagging suggestions?  ihe {ags appear on Facebook?
When you're tagged in a post, who do you want to Friends Edit
add to the audience if they aren't already in it?
Who sees tag suggestions when photos that look Unavailable

ke you are uploaded? (this is not yet available to
you)




This is what your profile looks like to View as & Public
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Chrome - February 3 at

Android - ({ Stopini )), Latvia

12:08am
GSmart_Classic - Riga, Latvia

sbook app - February 2 at 11:50&m

Android - ({ Stopini )}, Latvia

Chrome - February 2 at 7:4%a

) §-

GSmart_Classic - (( Stopini )}, Latvia

=hook app

Android - ([ Stopini )), Latvia

Chrome - February 1 at 3

Android - ([ Stopini )), Latvia

Chrome - January 26 at 3:34am

Android - ([ Stopini )), Latvia

Chrome - January 23 at 6:13am

Android - ([ Stopini )), Latvia

Chrome - January 23 at 4:38am

GSmart_Classic « (( Stopini )}, Latvia
Facebook app - January 20 at4:17am

Android - ({ Stopini )), Latvia

Chrome - January 1% at 7:51pm

Android - ({ Stopini )), Latvia

Chrome - January 1% at 3:02pm

GSmart_Classic - Riga, Latvi
Facebook app - January 18 at 3:10pm

GSmart_Classic - Riga, Latvia
Facebook app - January 12 at 8:20am

GSmart_Classic - Valmiera, Latvia
Facebook app - January 10 at 12:40pm




Who should see this?

& Public

+ § Friends

1. Friends except...
# Status [® Photo/Video (=M Live' L Specific friends

. .I I_-|_I:‘..I:.:._ .I. ... = nnnwme

+ See All




== News Feed ses

9 Messt  Top Stories

SHORTCUT v Most Recent

. Edit Preferences




 Pareiza attieksme

« Padoma pirms raksti!

e Saturu redz:
- Tie, kam esi to atlavis
- Tie, kam pirmie ar to ir padalijusies
- Tie, kam otrie to ir paradijusi
- Un, protams, sociala tikla tehniskais personals



~ Pareiza attieksme

« Padoma pirms raksti!
e Saturu redz visi.



 Pareiza attieksme

Padoma pirms raksti!
e Saturu redz visi.

e Kas ir Tavas privatas lietas?

e Kas ir Tavas darba lietas?

e Varbut STm lietam nav vietas sociala tikla.
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