An Introduction to Computer

Networks
Stanford Univ CS144 Fall 2012

PDF generated using the open source mwlib toolkit. See http://code.pediapress.com/ for more information.
PDF generated at: Tue, 09 Oct 2012 17:42:20 UTC



Contents

Articles
—“WEEK ONE-- .
Introduction 2
Internet 2
What the Internet is 20
Internet protocol suite 20
OSI model 31
Internet Protocol 39
Transmission Control Protocol 42
User Datagram Protocol 59
Internet Control Message Protocol 65
Hypertext Transfer Protocol 68
Skype protocol 75
BitTorrent 81
Architectural Principles 95
Encapsulation (networking) 95
Packet switching 96
Hostname 100
End-to-end principle 102
Finite-state machine 107
—-END WEEK ONE-- 18
References
Article Sources and Contributors 119
Image Sources, Licenses and Contributors 124

Article Licenses

License 125



--WEEK ONE--




Introduction

Internet

Routing paths through a portion of the Internet as visualized by the Opte Project

General

Access - Censorship - Democracy

Digital divide - Digital rights

Freedom - History - Network neutrality

Phenomenon - Pioneers - Privacy

Sociology - Usage

Internet governance

Internet Corporation for Assigned
Names and Numbers (ICANN)

Internet Engineering Task Force (IETF)

Internet Governance Forum (IGF)

Internet Society (ISOC)

Protocols and infrastructure

Domain Name System (DNS)

Hypertext Transfer Protocol (HTTP)

IP address Internet exchange point

Internet Protocol (IP)

Internet Protocol Suite (TCP/IP)

Internet service provider (ISP)

Simple Mail Transfer Protocol (SMTP)

Services

Blogs - Microblogs - E-mail

Fax - File sharing - File transfer

Instant messaging - Gaming

Podcast - TV - Search

Shopping - Voice over IP (VoIP)



http://en.wikipedia.org/w/index.php?title=File:Internet_map_1024.jpg
http://en.wikipedia.org/w/index.php?title=Opte_Project
http://en.wikipedia.org/w/index.php?title=Internet_access
http://en.wikipedia.org/w/index.php?title=Internet_censorship
http://en.wikipedia.org/w/index.php?title=Internet_democracy
http://en.wikipedia.org/w/index.php?title=Digital_divide
http://en.wikipedia.org/w/index.php?title=Digital_rights
http://en.wikipedia.org/w/index.php?title=Freedom_of_information
http://en.wikipedia.org/w/index.php?title=History_of_the_Internet
http://en.wikipedia.org/w/index.php?title=Network_neutrality
http://en.wikipedia.org/w/index.php?title=Internet_phenomenon
http://en.wikipedia.org/w/index.php?title=Internet_pioneers
http://en.wikipedia.org/w/index.php?title=Internet_privacy
http://en.wikipedia.org/w/index.php?title=Sociology_of_the_Internet
http://en.wikipedia.org/w/index.php?title=Global_Internet_usage
http://en.wikipedia.org/w/index.php?title=Internet_governance
http://en.wikipedia.org/w/index.php?title=Internet_Corporation_for_Assigned_Names_and_Numbers
http://en.wikipedia.org/w/index.php?title=Internet_Corporation_for_Assigned_Names_and_Numbers
http://en.wikipedia.org/w/index.php?title=Internet_Engineering_Task_Force
http://en.wikipedia.org/w/index.php?title=Internet_Governance_Forum
http://en.wikipedia.org/w/index.php?title=Internet_Society
http://en.wikipedia.org/w/index.php?title=Information_infrastructure
http://en.wikipedia.org/w/index.php?title=Domain_Name_System
http://en.wikipedia.org/w/index.php?title=IP_address
http://en.wikipedia.org/w/index.php?title=Internet_exchange_point
http://en.wikipedia.org/w/index.php?title=Internet_Protocol_Suite
http://en.wikipedia.org/w/index.php?title=Internet_service_provider
http://en.wikipedia.org/w/index.php?title=Simple_Mail_Transfer_Protocol
http://en.wikipedia.org/w/index.php?title=Blogs
http://en.wikipedia.org/w/index.php?title=Microblogs
http://en.wikipedia.org/w/index.php?title=E-mail
http://en.wikipedia.org/w/index.php?title=Internet_fax
http://en.wikipedia.org/w/index.php?title=File_sharing
http://en.wikipedia.org/w/index.php?title=File_transfer
http://en.wikipedia.org/w/index.php?title=Instant_messaging
http://en.wikipedia.org/w/index.php?title=Internet_gaming
http://en.wikipedia.org/w/index.php?title=Podcast
http://en.wikipedia.org/w/index.php?title=Internet_TV
http://en.wikipedia.org/w/index.php?title=Web_search_engine
http://en.wikipedia.org/w/index.php?title=Online_shopping
http://en.wikipedia.org/w/index.php?title=Voice_over_IP

Internet

World Wide Web

Guides

Outline

@ Internet portal

The Internet is a global system of interconnected computer networks that use the standard Internet protocol suite

(often called TCP/IP, although not all applications use TCP) to serve billions of users worldwide. It is a network of
networks that consists of millions of private, public, academic, business, and government networks, of local to global
scope, that are linked by a broad array of electronic, wireless and optical networking technologies. The Internet
carries an extensive range of information resources and services, such as the inter-linked hypertext documents of the
World Wide Web (WWW) and the infrastructure to support email.

Most traditional communications media including telephone, music, film, and television are reshaped or redefined by
the Internet, giving birth to new services such as Voice over Internet Protocol (VoIP) and Internet Protocol
Television (IPTV). Newspaper, book and other print publishing are adapting to Web site technology, or are reshaped
into blogging and web feeds. The Internet has enabled and accelerated new forms of human interactions through
instant messaging, Internet forums, and social networking. Online shopping has boomed both for major retail outlets
and small artisans and traders. Business-to-business and financial services on the Internet affect supply chains across

entire industries.

The origins of the Internet reach back to research of the 1960s, commissioned by the United States government in
collaboration with private commercial interests to build robust, fault-tolerant, and distributed computer networks.
The funding of a new U.S. backbone by the National Science Foundation in the 1980s, as well as private funding for
other commercial backbones, led to worldwide participation in the development of new networking technologies,
and the merger of many networks. The commercialization of what was by the 1990s an international network
resulted in its popularization and incorporation into virtually every aspect of modern human life. As of 2011 more

than 2.2 billion people—nearly a third of Earth's population—used the services of the Internet.[!!

The Internet has no centralized governance in either technological implementation or policies for access and usage;
each constituent network sets its own standards. Only the overreaching definitions of the two principal name spaces
in the Internet, the Internet Protocol address space and the Domain Name System, are directed by a maintainer
organization, the Internet Corporation for Assigned Names and Numbers (ICANN). The technical underpinning and
standardization of the core protocols (IPv4 and IPv6) is an activity of the Internet Engineering Task Force (IETF), a
non-profit organization of loosely affiliated international participants that anyone may associate with by contributing

technical expertise.

Terminology

Internet is a short form of the technical term internetwork,[z] the result of interconnecting computer networks with
special gateways or routers. Historically the word has been used, uncapitalized, as a verb and adjective since 1883 to
refer to interconnected motions. It was also used from 1974 before the Internet, uncapitalized, as a verb meaning to

connect together, especially for networks.'>! The Internet is also often referred to as the Net.

The Internet, referring to the specific entire global system of IP networks, is a proper noun and written with an initial
capital letter. In the media and common use it is often not capitalized: "the internet". Some guides specify that the

word should be capitalized as a noun but not capitalized as an adjective.[4]

The terms Internet and World Wide Web are often used interchangeably in everyday speech; it is common to speak

of going on the Internet when invoking a browser to view Web pages. However, the Internet is a particular global
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Internet

computer network connecting millions of computing devices; the World Wide Web is just one of many services
running on the Internet. The Web is a collection of interconnected documents (Web pages) and other resources,
linked by hyperlinks and URLs.! In addition to the Web, a multitude of other services are implemented over the
Internet, including e-mail, file transfer, remote computer control, newsgroups, and online games. Web (and other)

services can be implemented on any intranet, accessible to network users.

History

Research into packet switching started in the early 1960s and packet switched
networks such as Mark T at NPL in the UK,/ ARPANET, CYCLADES,!"¥!
Merit Network,[g] Tymnet, and Telenet, were developed in the late 1960s and
early 1970s using a variety of protocols. The ARPANET in particular led to the
development of protocols for internetworking, where multiple separate networks
could be joined together into a network of networks thanks to the work of British
scientist Donald Davies whose ground-breaking work on Packet Switching was

essential to the system.[lo]

The first two nodes of what would become the ARPANET were interconnected

between Leonard Kleinrock's Network Measurement Center at the UCLA's

School of Engineering and Applied Science and Douglas Engelbart's NLS

. . . . Professor Leonard Kleinrock with
system at SRI International (SRI) in Menlo Park, California, on 29 October the first ARPANET Interface
1969.""! The third site on the ARPANET was the Culler-Fried Interactive Message Processors at UCLA
Mathematics center at the University of California at Santa Barbara, and the
fourth was the University of Utah Graphics Department. In an early sign of future growth, there were already fifteen
sites connected to the young ARPANET by the end of 1971112113 Thege early years were documented in the 1972

film Computer Networks: The Heralds of Resource Sharing.

Early international collaborations on ARPANET were sparse. For various political reasons, European developers
were concerned with developing the X.25 networks.' Notable exceptions were the Norwegian Seismic Array
(NORSAR) in 1972, followed in 1973 by Sweden with satellite links to the Tanum Earth Station and Peter T.
Kirstein's research group in the UK, initially at the Institute of Computer Science, London University and later at

University College London.”!

In December 1974, RFC 675 — Specification of Internet Transmission
Control Program, by Vinton Cerf, Yogen Dalal, and Carl Sunshine,

NSFNET T3 Network 1992

used the term internet, as a shorthand for internetworking; later RFCs
repeat this use, so the word started out as an adjective rather than the
noun it is today.[l6] Access to the ARPANET was expanded in 1981
when the National Science Foundation (NSF) developed the Computer
Science Network (CSNET). In 1982, the Internet Protocol Suite
(TCP/1P) was standardized and the concept of a world-wide network of T3 NSENET Backbone, c. 1992

fully interconnected TCP/IP networks called the Internet was

introduced.

TCP/IP network access expanded again in 1986 when the National Science Foundation Network (NSFNET)
provided access to supercomputer sites in the United States from research and education organizations, first at 56
kbit/s and later at 1.5 Mbit/s and 45 Mbit/s..'”! Commercial internet service providers (ISPs) began to emerge in the
late 1980s and early 1990s. The ARPANET was decommissioned in 1990. The Internet was commercialized in 1995
when NSFNET was decommissioned, removing the last restrictions on the use of the Internet to carry commercial

[19]1[20]

traffic.'® The Internet started a rapid expansion to Europe and Australia in the mid to late 1980s and to Asia
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in the late 1980s and early 1990s.12!1

Since the mid-1990s the Internet has had a tremendous impact on
culture and commerce, including the rise of near instant
communication by email, instant messaging, Voice over Internet
Protocol (VoIP) "phone calls", two-way interactive video calls, and the
World Wide Web[zz] with its discussion forums, blogs, social
networking, and online shopping sites. Increasing amounts of data are

transmitted at higher and higher speeds over fiber optic networks

operating at 1-Gbit/s, 10-Gbit/s, or more. The Internet continues to

grow, driven by ever greater amounts of online information and ‘ : -
[23] This NeXT Computer was used by Sir Tim

knowledge, commerce, entertainment and social networking.
Berners-Lee at CERN and became the world's

During the late 1990s, it was estimated that traffic on the public first Web server.

Internet grew by 100 percent per year, while the mean annual growth

in the number of Internet users was thought to be between 20% and 50%.1%* This growth is often attributed to the
lack of central administration, which allows organic growth of the network, as well as the non-proprietary open
nature of the Internet protocols, which encourages vendor interoperability and prevents any one company from
exerting too much control over the network.[zsl As of 31 March 2011, the estimated total number of Internet users
was 2.095 billion (30.2% of world population).[26] It is estimated that in 1993 the Internet carried only 1% of the
information flowing through two-way telecommunication, by 2000 this figure had grown to 51%, and by 2007 more

than 97% of all telecommunicated information was carried over the Internet.m]

Technology

Protocols

The communications infrastructure of the

Internet consists of its hardware components Aol
ication

and a system of software layers that control gL pphicat:

various aspects of the architecture. While

the hardware can often be used to support UDP gDP Transport

other software systems, it is the design and header| data

the rigorous standardization process of the

IP

software architecture that characterizes the IP data Internet
header

Internet and provides the foundation for its

scalability and success. The responsibility Frame Frame
. . Frame data Link
for the architectural design of the Internet header footer

software systems has been delegated to the
Internet Engineering Task Force (IETF).[28] As the user data is processed down through the protocol stack, each layer adds an

. encapsulation at the sending host. Data is transmitted "over the wire" at the link
The IETF conducts standard-setting work P . & host . .
level, left to right. The encapsulation stack procedure is reversed by the receiving

groups, open to any individual, about the host. Intermediate relays remove and add a new link encapsulation for
various aspects of Internet architecture. retransmission, and inspect the IP layer for routing purposes.

Resulting discussions and final standards are

published in a series of publications, each called a Request for Comments (RFC), freely available on the IETF web
site. The principal methods of networking that enable the Internet are contained in specially designated RFCs that
constitute the Internet Standards. Other less rigorous documents are simply informative, experimental, or historical,

or document the best current practices (BCP) when implementing Internet technologies.
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The Internet standards describe a framework known as the Internet protocol suite. This is a model architecture that
divides methods into a layered system of protocols (RFC 1122, RFC 1123). The layers correspond to the
environment or scope in which their services operate. At the top is the application layer, the space for the
application-specific networking methods used in software applications, e.g., a web browser program. Below this top
layer, the transport layer connects applications on different hosts via the network (e.g., client—server model) with
appropriate data exchange methods. Underlying these layers are the core networking technologies, consisting of two
layers. The internet layer enables computers to identify and locate each other via Internet Protocol (IP) addresses,
and allows them to connect to one another via intermediate (transit) networks. Last, at the bottom of the architecture,
is a software layer, the link layer, that provides connectivity between hosts on the same local network link, such as a
local area network (LAN) or a dial-up connection. The model, also known as TCP/IP, is designed to be independent
of the underlying hardware, which the model therefore does not concern itself with in any detail. Other models have
been developed, such as the Open Systems Interconnection (OSI) model, but they are not compatible in the details of
description or implementation; many similarities exist and the TCP/IP protocols are usually included in the

discussion of OSI networking.

The most prominent component of the Internet model is the Internet Protocol (IP), which provides addressing
systems (IP addresses) for computers on the Internet. IP enables internetworking and in essence establishes the
Internet itself. IP Version 4 (IPv4) is the initial version used on the first generation of today's Internet and is still in
dominant use. It was designed to address up to ~4.3 billion (109) Internet hosts. However, the explosive growth of
the Internet has led to IPv4 address exhaustion, which entered its final stage in 2011,[29] when the global address
allocation pool was exhausted. A new protocol version, IPv6, was developed in the mid-1990s, which provides
vastly larger addressing capabilities and more efficient routing of Internet traffic. IPv6 is currently in growing
deployment around the world, since Internet address registries (RIRs) began to urge all resource managers to plan

rapid adoption and conversion.!?"!

IPv6 is not interoperable with IPv4. In essence, it establishes a parallel version of the Internet not directly accessible
with IPv4 software. This means software upgrades or translator facilities are necessary for networking devices that
need to communicate on both networks. Most modern computer operating systems already support both versions of
the Internet Protocol. Network infrastructures, however, are still lagging in this development. Aside from the
complex array of physical connections that make up its infrastructure, the Internet is facilitated by bi- or multi-lateral
commercial contracts (e.g., peering agreements), and by technical specifications or protocols that describe how to

exchange data over the network. Indeed, the Internet is defined by its interconnections and routing policies.

Routing
Internet Service Providers connect
customers (thought of at the "bottom" [ Internet
It Tier 1 networks
of the routing hierarchy) to customers Tier 2 Network ~—= %\
of other ISPs. At the "top" of the ) (P Backbone ooy

routing hierarchy are ten or so Tier 1 PoP #2 % PoP #1

networks, large telecommunication
companies which exchange traffic

1 " " 1 i Tier 3 Network
directly "across" to all other Tier 1 (TEENEn LI

networks  via  unpaid  peering Mﬁ\
agreements. Tier 2 networks buy “'ﬁ

Internet users

Internet transit from other ISP to reach .
(business, consumers, etc)

at least some parties on the global

Internet packet routing is accomplished among various tiers of Internet Service Providers.
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Internet, though they may also engage in unpaid peering (especially for local partners of a similar size). ISPs can use
a single "upstream" provider for connectivity, or use multihoming to provide protection from problems with
individual links. Internet exchange points create physical connections between multiple ISPs, often hosted in

buildings owned by independent third parties.

Computers and routers use routing tables to direct IP packets among locally connected machines. Tables can be
constructed manually or automatically via DHCP for an individual computer or a routing protocol for routers
themselves. In single-homed situations, a default route usually points "up" toward an ISP providing transit.
Higher-level ISPs use the Border Gateway Protocol to sort out paths to any given range of IP addresses across the

complex connections of the global Internet.

Academic institutions, large companies, governments, and other organizations can perform the same role as ISPs,
engaging in peering and purchasing transit on behalf of their internal networks of individual computers. Research
networks tend to interconnect into large subnetworks such as GEANT, GLORIAD, Internet2, and the UK's national
research and education network, JANET. These in turn are built around smaller networks (see the list of academic

computer network organizations).

Not all computer networks are connected to the Internet. For example, some classified United States websites are

only accessible from separate secure networks.

General structure

The Internet structure and its usage characteristics have been studied extensively. It has been determined that both

the Internet IP routing structure and hypertext links of the World Wide Web are examples of scale-free networks.!!

Many computer scientists describe the Internet as a "prime example of a large-scale, highly engineered, yet highly
complex system".[32] The Internet is heterogeneous; for instance, data transfer rates and physical characteristics of
connections vary widely. The Internet exhibits "emergent phenomena" that depend on its large-scale organization.
For example, data transfer rates exhibit temporal self-similarity. The principles of the routing and addressing
methods for traffic in the Internet reach back to their origins in the 1960s when the eventual scale and popularity of
the network could not be anticipated. Thus, the possibility of developing alternative structures is investigated.[33] The

t[34] [35]

Internet structure was found to be highly robus to random failures and very vulnerable to high degree attacks.

Governance

The Internet is a globally distributed network comprising many
voluntarily interconnected autonomous networks. It operates without a
central governing body. However, to maintain interoperability, all
technical and policy aspects of the underlying core infrastructure and
the principal name spaces are administered by the Internet Corporation
for Assigned Names and Numbers (ICANN), headquartered in Marina
del Rey, California. ICANN is the authority that coordinates the
assignment of unique identifiers for use on the Internet, including

domain names, Internet Protocol (IP) addresses, application port

ICANN headquarters in Marina Del Rey,
California, United States

numbers in the transport protocols, and many other parameters.
Globally unified name spaces, in which names and numbers are
uniquely assigned, are essential for the global reach of the Internet.
ICANN is governed by an international board of directors drawn from across the Internet technical, business,

academic, and other non-commercial communities. The government of the United States continues to have the

primary role in approving changes to the DNS root zone that lies at the heart of the domain name system.[36]

ICANN's role in coordinating the assignment of unique identifiers distinguishes it as perhaps the only central
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coordinating body on the global Internet. On 16 November 2005, the World Summit on the Information Society,
held in Tunis, established the Internet Governance Forum (IGF) to discuss Internet-related issues.

Modern uses

The Internet allows greater flexibility in working hours and location, especially with the spread of unmetered
high-speed connections. The Internet can be accessed almost anywhere by numerous means, including through
mobile Internet devices. Mobile phones, datacards, handheld game consoles and cellular routers allow users to
connect to the Internet wirelessly. Within the limitations imposed by small screens and other limited facilities of
such pocket-sized devices, the services of the Internet, including email and the web, may be available. Service
providers may restrict the services offered and mobile data charges may be significantly higher than other access

methods.

Educational material at all levels from pre-school to post-doctoral is available from websites. Examples range from
CBeebies, through school and high-school revision guides, virtual universities, to access to top-end scholarly
literature through the likes of Google Scholar. For distance education, help with homework and other assignments,
self-guided learning, whiling away spare time, or just looking up more detail on an interesting fact, it has never been
easier for people to access educational information at any level from anywhere. The Internet in general and the

World Wide Web in particular are important enablers of both formal and informal education.

The low cost and nearly instantaneous sharing of ideas, knowledge, and skills has made collaborative work
dramatically easier, with the help of collaborative software. Not only can a group cheaply communicate and share
ideas but the wide reach of the Internet allows such groups more easily to form. An example of this is the free
software movement, which has produced, among other things, Linux, Mozilla Firefox, and OpenOffice.org. Internet
chat, whether in the form of an IRC chat room or channel, via an instant messaging system, or a social networking
website, allows colleagues to stay in touch in a very convenient way when working at their computers during the
day. Messages can be exchanged even more quickly and conveniently than via email. These systems may allow files

to be exchanged, drawings and images to be shared, or voice and video contact between team members.

Content management systems allow collaborating teams to work on shared sets of documents simultaneously
without accidentally destroying each other's work. Business and project teams can share calendars as well as
documents and other information. Such collaboration occurs in a wide variety of areas including scientific research,
software development, conference planning, political activism and creative writing. Social and political collaboration

is also becoming more widespread as both Internet access and computer literacy spread.

The Internet allows computer users to remotely access other computers and information stores easily, wherever they
may be. They may do this with or without computer security, i.e. authentication and encryption technologies,
depending on the requirements. This is encouraging new ways of working from home, collaboration and information
sharing in many industries. An accountant sitting at home can audit the books of a company based in another
country, on a server situated in a third country that is remotely maintained by IT specialists in a fourth. These
accounts could have been created by home-working bookkeepers, in other remote locations, based on information
emailed to them from offices all over the world. Some of these things were possible before the widespread use of the
Internet, but the cost of private leased lines would have made many of them infeasible in practice. An office worker
away from their desk, perhaps on the other side of the world on a business trip or a holiday, can access their emails,
access their data using cloud computing, or open a remote desktop session into their office PC using a secure Virtual
Private Network (VPN) connection on the Internet. This can give the worker complete access to all of their normal
files and data, including email and other applications, while away from the office. This concept has been referred to
among system administrators as the Virtual Private Nightmare,Bﬂ because it extends the secure perimeter of a

corporate network into remote locations and its employees' homes.
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Services

World Wide Web

Many people use the terms Internet and World Wide Web, or just the Web, interchangeably, but the two terms are not
synonymous. The World Wide Web is a global set of documents, images and other resources, logically interrelated
by hyperlinks and referenced with Uniform Resource Identifiers (URIs). URIs symbolically identify services,
servers, and other databases, and the documents and resources that they can provide. Hypertext Transfer Protocol
(HTTP) is the main access protocol of the World Wide Web, but it is only one of the hundreds of communication
protocols used on the Internet. Web services also use HTTP to allow software systems to communicate in order to

share and exchange business logic and data.

World Wide Web browser software, such as Microsoft's Internet Explorer, Mozilla Firefox, Opera, Apple's Safari,
and Google Chrome, lets users navigate from one web page to another via hyperlinks embedded in the documents.
These documents may also contain any combination of computer data, including graphics, sounds, text, video,
multimedia and interactive content that runs while the user is interacting with the page. Client-side software can
include animations, games, office applications and scientific demonstrations. Through keyword-driven Internet
research using search engines like Yahoo! and Google, users worldwide have easy, instant access to a vast and
diverse amount of online information. Compared to printed media, books, encyclopedias and traditional libraries, the

World Wide Web has enabled the decentralization of information on a large scale.

The Web has also enabled individuals and organizations to publish ideas and information to a potentially large
audience online at greatly reduced expense and time delay. Publishing a web page, a blog, or building a website
involves little initial cost and many cost-free services are available. Publishing and maintaining large, professional
web sites with attractive, diverse and up-to-date information is still a difficult and expensive proposition, however.
Many individuals and some companies and groups use web logs or blogs, which are largely used as easily updatable
online diaries. Some commercial organizations encourage staff to communicate advice in their areas of specialization
in the hope that visitors will be impressed by the expert knowledge and free information, and be attracted to the
corporation as a result. One example of this practice is Microsoft, whose product developers publish their personal
blogs in order to pique the public's interest in their work. Collections of personal web pages published by large
service providers remain popular, and have become increasingly sophisticated. Whereas operations such as Angelfire
and GeoCities have existed since the early days of the Web, newer offerings from, for example, Facebook and
Twitter currently have large followings. These operations often brand themselves as social network services rather

than simply as web page hosts.

Adpvertising on popular web pages can be lucrative, and e-commerce or the sale of products and services directly via

the Web continues to grow.

When the Web began in the 1990s, a typical web page was stored in completed form on a web server, formatted in
HTML, ready to be sent to a user's browser in response to a request. Over time, the process of creating and serving
web pages has become more automated and more dynamic. Websites are often created using content management or
wiki software with, initially, very little content. Contributors to these systems, who may be paid staff, members of a
club or other organization or members of the public, fill underlying databases with content using editing pages
designed for that purpose, while casual visitors view and read this content in its final HTML form. There may or
may not be editorial, approval and security systems built into the process of taking newly entered content and

making it available to the target visitors.
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Communication

Email is an important communications service available on the Internet. The concept of sending electronic text
messages between parties in a way analogous to mailing letters or memos predates the creation of the Internet.

Pictures, documents and other files are sent as email attachments. Emails can be cc-ed to multiple email addresses.

Internet telephony is another common communications service made possible by the creation of the Internet. VoIP
stands for Voice-over-Internet Protocol, referring to the protocol that underlies all Internet communication. The idea
began in the early 1990s with walkie-talkie-like voice applications for personal computers. In recent years many
VoIP systems have become as easy to use and as convenient as a normal telephone. The benefit is that, as the
Internet carries the voice traffic, VoIP can be free or cost much less than a traditional telephone call, especially over
long distances and especially for those with always-on Internet connections such as cable or ADSL. VoIP is
maturing into a competitive alternative to traditional telephone service. Interoperability between different providers
has improved and the ability to call or receive a call from a traditional telephone is available. Simple, inexpensive

VoIP network adapters are available that eliminate the need for a personal computer.

Voice quality can still vary from call to call, but is often equal to and can even exceed that of traditional calls.
Remaining problems for VoIP include emergency telephone number dialing and reliability. Currently, a few VoIP
providers provide an emergency service, but it is not universally available. Traditional phones are line-powered and
operate during a power failure; VoIP does not do so without a backup power source for the phone equipment and the
Internet access devices. VoIP has also become increasingly popular for gaming applications, as a form of
communication between players. Popular VoIP clients for gaming include Ventrilo and Teamspeak. Wii, PlayStation
3, and Xbox 360 also offer VoIP chat features.

Data transfer

File sharing is an example of transferring large amounts of data across the Internet. A computer file can be emailed
to customers, colleagues and friends as an attachment. It can be uploaded to a website or FTP server for easy
download by others. It can be put into a "shared location" or onto a file server for instant use by colleagues. The load
of bulk downloads to many users can be eased by the use of "mirror" servers or peer-to-peer networks. In any of
these cases, access to the file may be controlled by user authentication, the transit of the file over the Internet may be
obscured by encryption, and money may change hands for access to the file. The price can be paid by the remote
charging of funds from, for example, a credit card whose details are also passed — usually fully encrypted — across
the Internet. The origin and authenticity of the file received may be checked by digital signatures or by MD5 or other
message digests. These simple features of the Internet, over a worldwide basis, are changing the production, sale,
and distribution of anything that can be reduced to a computer file for transmission. This includes all manner of print
publications, software products, news, music, film, video, photography, graphics and the other arts. This in turn has
caused seismic shifts in each of the existing industries that previously controlled the production and distribution of

these products.

Streaming media is the real-time delivery of digital media for the immediate consumption or enjoyment by end
users. Many radio and television broadcasters provide Internet feeds of their live audio and video productions. They
may also allow time-shift viewing or listening such as Preview, Classic Clips and Listen Again features. These
providers have been joined by a range of pure Internet "broadcasters" who never had on-air licenses. This means that
an Internet-connected device, such as a computer or something more specific, can be used to access on-line media in
much the same way as was previously possible only with a television or radio receiver. The range of available types
of content is much wider, from specialized technical webcasts to on-demand popular multimedia services.
Podcasting is a variation on this theme, where — usually audio — material is downloaded and played back on a
computer or shifted to a portable media player to be listened to on the move. These techniques using simple

equipment allow anybody, with little censorship or licensing control, to broadcast audio-visual material worldwide.
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Digital media streaming increases the demand for network bandwidth. For example, standard image quality needs 1
Mbit/s link speed for SD 480p, HD 720p quality requires 2.5 Mbit/s, and the top-of-the-line HDX quality needs 4.5
Mbit/s for 1080p.1%%!

Webcams are a low-cost extension of this phenomenon. While some webcams can give full-frame-rate video, the
picture either is usually small or updates slowly. Internet users can watch animals around an African waterhole, ships
in the Panama Canal, traffic at a local roundabout or monitor their own premises, live and in real time. Video chat
rooms and video conferencing are also popular with many uses being found for personal webcams, with and without
two-way sound. YouTube was founded on 15 February 2005 and is now the leading website for free streaming video
with a vast number of users. It uses a flash-based web player to stream and show video files. Registered users may
upload an unlimited amount of video and build their own personal profile. YouTube claims that its users watch

hundreds of millions, and upload hundreds of thousands of videos daily.ml

Access

Common methods of Internet access in homes include dial-up, landline broadband (over coaxial cable, fiber optic or
copper wires), Wi-Fi, satellite and 3G/4G technology cell phones. Public places to use the Internet include libraries
and Internet cafes, where computers with Internet connections are available. There are also Internet access points in
many public places such as airport halls and coffee shops, in some cases just for brief use while standing. Various
terms are used, such as "public Internet kiosk", "public access terminal”, and "Web payphone". Many hotels now
also have public terminals, though these are usually fee-based. These terminals are widely accessed for various usage
like ticket booking, bank deposit, online payment etc. Wi-Fi provides wireless access to computer networks, and
therefore can do so to the Internet itself. Hotspots providing such access include Wi-Fi cafes, where would-be users
need to bring their own wireless-enabled devices such as a laptop or PDA. These services may be free to all, free to
customers only, or fee-based. A hotspot need not be limited to a confined location. A whole campus or park, or even

an entire city can be enabled.

Grassroots efforts have led to wireless community networks. Commercial Wi-Fi services covering large city areas
are in place in London, Vienna, Toronto, San Francisco, Philadelphia, Chicago and Pittsburgh. The Internet can then
be accessed from such places as a park bench.[4"! Apart from Wi-Fi, there have been experiments with proprietary
mobile wireless networks like Ricochet, various high-speed data services over cellular phone networks, and fixed
wireless services. High-end mobile phones such as smartphones in general come with Internet access through the
phone network. Web browsers such as Opera are available on these advanced handsets, which can also run a wide
variety of other Internet software. More mobile phones have Internet access than PCs, though this is not as widely

used. ! An Internet access provider and protocol matrix differentiates the methods used to get online.

An Internet blackout or outage can be caused by local signaling interruptions. Disruptions of submarine
communications cables may cause blackouts or slowdowns to large areas, such as in the 2008 submarine cable
disruption. Less-developed countries are more vulnerable due to a small number of high-capacity links. Land cables
are also vulnerable, as in 2011 when a woman digging for scrap metal severed most connectivity for the nation of

Armenia.'**! Internet blackouts affecting almost entire countries can be achieved by governments as a form of

[43]

Internet censorship, as in the blockage of the Internet in Egypt, whereby approximately 93%" "~ of networks were

without access in 2011 in an attempt to stop mobilization for anti-government protests.[44]
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Users

Overall

tremendous growth. From 2000 to

Internet wusage has seen
2009, the number of Internet users
globally rose from 394 million to 1.858
billion.[*®! By 2010, 22 percent of the

world's population had access to
computers with 1 billion Google
searches every day, 300 million

Internet users reading blogs, and 2
billion

YouTube.

videos
[49]

viewed daily on

The prevalent language for
communication on the Internet has
been English. This may be a result of
the origin of the Internet, as well as the
language's role as a lingua franca.
Early computer systems were limited
to the characters in the American
Standard Code for Information
Interchange (ASCII), a subset of the

Latin alphabet.

After English (27%), the most
requested languages on the World
Wide Web are Chinese (23%), Spanish
(8%), Japanese (5%), Portuguese and
German (4% each), Arabic, French and
Russian (3%
%)% By region, 42% of the
world's Internet users are based in
Asia, 24% in Europe, 14% in North
America, 10% in Latin America and
the Caribbean taken together, 6% in
Africa, 3% in the Middle East and 1%
in Australia/Oceania.l®!! The Internet's

technologies have developed enough in

each), and Korean

recent years, especially in the use of

Unicode, that good facilities are available for development and communication in the world's widely used languages.

Internet users per 100 inhabitants
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Internet users per 100 inhabitants Source: International Telecommunication UnionITU
"Internet users per 100 inhabitants 2001-2011", International Telecommunications
Union, Geneva. Retrieved 4 April 2012

Others - 17%
English - 27%

Japanese - 5%

Korean - 2%

Russian - 3%

French - 3%

Arabic - 3%

German - 4%

Portuguese - 4%

Chinese - 25%

Spanish - 8%

Languages used on the InternetInternet users by language "Number of Internet Users by
Language", Internet World Stats, Miniwatts Marketing Group, 31 May 2011. Retrieved
22 April 2012

However, some glitches such as mojibake (incorrect display of some languages' characters) still remain.
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In an American study in 2005, the

percentage of men using the Internet Others - 10%
was very slightly ahead of the Portuguese - 2%
percentage of women, although this ltalian - 2%
difference reversed in those under 30. French - 4%
Men logged on more often, spent more
time online, and were more likely to be Chinese - 5%
broadband wusers, whereas women
Spanish - 5% »

tended to make more use of

opportunities to communicate (such as English - 57%

. . i -5%
email). Men were more likely to use apanese

the Internet to pay bills, participate in

. . Russian - 5%
auctions, and for recreation such as
downloading music and videos. Men

German - 7%

and women were equally likely to use
the Internet for shopping and

. [52] . i
banking. More recent studies Languages used on the InternetWebsite content languages "Usage of content languages
indicate that in 2008, women for websites". W3Techs.com. . Retrieved 30 December 2011.

significantly outnumbered men on

most social networking sites, such as Facebook and Myspace, although the ratios varied with age.[53] In addition,
women watched more streaming content, whereas men downloaded more.[54] In terms of blogs, men were more
likely to blog in the first place; among those who blog, men were more likely to have a professional blog, whereas

women were more likely to have a personal blog.[SS]

Social impact

The Internet has enabled entirely new forms of social interaction, activities, and organizing, thanks to its basic
features such as widespread usability and access. In the first decade of the 21st century, the first generation is raised
with widespread availability of Internet connectivity, bringing consequences and concerns in areas such as personal
privacy and identity, and distribution of copyrighted materials. These "digital natives" face a variety of challenges

that were not present for prior generations.

Social networking and entertainment

Many people use the World Wide Web to access news, weather and sports reports, to plan and book vacations and to
find out more about their interests. People use chat, messaging and email to make and stay in touch with friends
worldwide, sometimes in the same way as some previously had pen pals. The Internet has seen a growing number of

Web desktops, where users can access their files and settings via the Internet.

Social networking websites such as Facebook, Twitter, and MySpace have created new ways to socialize and
interact. Users of these sites are able to add a wide variety of information to pages, to pursue common interests, and
to connect with others. It is also possible to find existing acquaintances, to allow communication among existing
groups of people. Sites like LinkedIn foster commercial and business connections. YouTube and Flickr specialize in

users' videos and photographs.

The Internet has been a major outlet for leisure activity since its inception, with entertaining social experiments such
as MUDs and MOOs being conducted on university servers, and humor-related Usenet groups receiving much
traffic. Today, many Internet forums have sections devoted to games and funny videos; short cartoons in the form of

Flash movies are also popular. Over 6 million people use blogs or message boards as a means of communication and
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for the sharing of ideas. The pornography and gambling industries have taken advantage of the World Wide Web,
and often provide a significant source of advertising revenue for other websites.[*®! Although many governments
have attempted to restrict both industries' use of the Internet, in general this has failed to stop their widespread
popularity.[sﬂ
Another area of leisure activity on the Internet is multiplayer gaming.[SS] This form of recreation creates
communities, where people of all ages and origins enjoy the fast-paced world of multiplayer games. These range
from MMORPG to first-person shooters, from role-playing video games to online gambling. While online gaming
has been around since the 1970s, modern modes of online gaming began with subscription services such as
GameSpy and MPlayer.[59] Non-subscribers were limited to certain types of game play or certain games. Many
people use the Internet to access and download music, movies and other works for their enjoyment and relaxation.
Free and fee-based services exist for all of these activities, using centralized servers and distributed peer-to-peer

technologies. Some of these sources exercise more care with respect to the original artists' copyrights than others.

Internet usage has been correlated to users' loneliness.[®"! Lonely people tend to use the Internet as an outlet for their

feelings and to share their stories with others, such as in the "I am lonely will anyone speak to me" thread.

Cybersectarianism is a new organizational form which involves: "highly dispersed small groups of practitioners that
may remain largely anonymous within the larger social context and operate in relative secrecy, while still linked
remotely to a larger network of believers who share a set of practices and texts, and often a common devotion to a
particular leader. Overseas supporters provide funding and support; domestic practitioners distribute tracts,
participate in acts of resistance, and share information on the internal situation with outsiders. Collectively, members
and practitioners of such sects construct viable virtual communities of faith, exchanging personal testimonies and

engaging in collective study via email, on-line chat rooms and web-based message boards."°!]

Cyberslacking can become a drain on corporate resources; the average UK employee spent 57 minutes a day surfing
the Web while at work, according to a 2003 study by Peninsula Business Services.[® Internet addiction disorder is
excessive computer use that interferes with daily life. Psychologist Nicolas Carr believe that Internet use has other
effects on individuals, for instance improving skills of scan-reading and interfering with the deep thinking that leads

to true creativity.[63]

Politics and political revolutions

The Internet has achieved new relevance as a political tool. The presidential campaign of Howard Dean in 2004 in
the United States was notable for its success in soliciting donation via the Internet. Many political groups use the
Internet to achieve a new method of organizing in order to carry out their mission, having given rise to Internet

activism, most notably practiced by rebels in the Arab Spring.[64] 1651

The New York Times suggested that social media websites such as Facebook and Twitter helped people organize the
political revolutions in Egypt where it helped certain classes of protesters organize protests, communicate

. . . . . 66
grievances, and disseminate 1nformat10n.[ 1

The potential of the Internet as a civic tool of communicative power was thoroughly explored by Simon R. B. Berdal
in his thesis of 2004:

As the globally evolving Internet provides ever new access points to virtual discourse forums, it also promotes
new civic relations and associations within which communicative power may flow and accumulate. Thus,
traditionally ... national-embedded peripheries get entangled into greater, international peripheries, with
stronger combined powers... The Internet, as a consequence, changes the topology of the "centre-periphery"
model, by stimulating conventional peripheries to interlink into "super-periphery” structures, which enclose

and "besiege" several centres at once. [67]

Berdal, therefore, extends the Habermasian notion of the Public sphere to the Internet, and underlines the inherent

global and civic nature that intervowen Internet technologies provide. To limit the growing civic potential of the
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Internet, Berdal also notes how "self-protective measures" are put in place by those threatened by it:

If we consider China’s attempts to filter "unsuitable material" from the Internet, most of us would agree that
this resembles a self-protective measure by the system against the growing civic potentials of the Internet.
Nevertheless, both types represent limitations to "peripheral capacities". Thus, the Chinese government tries to
prevent communicative power to build up and unleash (as the 1989 Tiananmen Square uprising suggests, the
government may find it wise to install "upstream measures"). Even though limited, the Internet is proving to
be an empowering tool also to the Chinese periphery: Analysts believe that Internet petitions have influenced

policy implementation in favour of the public’s online-articulated will 1671

Philanthropy

The spread of low-cost internet access in developing countries has opened up new possibilities for peer-to-peer
charities, which allow individuals to contribute small amounts to charitable projects for other individuals. Websites
such as DonorsChoose and GlobalGiving allow small-scale donors to direct funds to individual projects of their

choice.

A popular twist on internet-based philanthropy is the use of peer-to-peer lending for charitable purposes. Kiva
pioneered this concept in 2005, offering the first web-based service to publish individual loan profiles for funding.
Kiva raises funds for local intermediary microfinance organizations which post stories and updates on behalf of the
borrowers. Lenders can contribute as little as $25 to loans of their choice, and receive their money back as borrowers
repay. Kiva falls short of being a pure peer-to-peer charity, in that loans are disbursed before being funded by lenders

and borrowers do not communicate with lenders themselves.ms]mg]

However, the recent spread of low cost Internet access in developing countries has made genuine international
person-to-person philanthropy increasingly feasible. In 2009 the US-based nonprofit Zidisha tapped into this trend to
offer the first person-to-person microfinance platform to link lenders and borrowers across international borders
without intermediaries. Members can fund loans for as little as a dollar, which the borrowers then use to develop
business activities that improve their families' incomes while repaying loans to the members with interest. Borrowers
access the internet via public cybercafes, donated laptops in village schools, and even smart phones, then create their
own profile pages through which they share photos and information about themselves and their businesses. As they
repay their loans, borrowers continue to share updates and dialogue with lenders via their profile pages. This direct
web-based connection allows members themselves to take on many of the communication and recording tasks
traditionally performed by local organizations, bypassing geographic barriers and dramatically reducing the cost of

. . . [70]
microfinance services to the entrepreneurs.

Censorship

Some governments, such as those of Burma, Iran, North Korea, the People's Republic of China, Saudi Arabia, and
the United Arab Emirates restrict what people in their countries can access on the Internet, especially political and
religious content. This is accomplished through software that filters domains and content so that they may not be

easily accessed or obtained without elaborate circumvention.!”!!

In Norway, Denmark, Finland, and Sweden, major Internet service providers have voluntarily, possibly to avoid such
an arrangement being turned into law, agreed to restrict access to sites listed by authorities. While this list of
forbidden URLS is supposed to contain addresses of only known child pornography sites, the content of the list is

721 Many countries, including the United States, have enacted laws against the possession or distribution of

secret.
certain material, such as child pornography, via the Internet, but do not mandate filtering software. There are many
free and commercially available software programs, called content-control software, with which a user can choose to
block offensive websites on individual computers or networks, in order to limit a child's access to pornographic

materials or depiction of violence.
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What the Internet 1s

Internet protocol suite

The Internet protocol suite is the set of communications protocols used for the Internet and similar networks, and
generally the most popular protocol stack for wide area networks. It is commonly known as TCP/IP, because of its
most important protocols: Transmission Control Protocol (TCP) and Internet Protocol (IP), which were the first
networking protocols defined in this standard. It is occasionally known as the DoD model due to the foundational
influence of the ARPANET in the 1970s (operated by DARPA, an agency of the United States Department of
Defense).

TCP/IP provides end-to-end connectivity specifying how data should be formatted, addressed, transmitted, routed
and received at the destination. It has four abstraction layers, each with its own protocols.[l][z] From lowest to

highest, the layers are:

1. The link layer (commonly Ethernet) contains communication technologies for a local network.

2. The internet layer (IP) connects local networks, thus establishing internetworking.

3. The transport layer (TCP) handles host-to-host communication.

4. The application layer (for example HTTP) contains all protocols for specific data communications services on a

process-to-process level (for example how a web browser communicates with a web server).

The TCP/IP model and related protocols are maintained by the (IETF) or Internet Engineering Task Force.
History

Early research

The Internet protocol suite resulted from research and development
conducted by the Defense Advanced Research Projects Agency
(DARPA) in the early 1970s. After initiating the pioneering
ARPANET in 1969, DARPA started work on a number of other data
transmission technologies. In 1972, Robert E. Kahn joined the DARPA

Information Processing Technology Office, where he worked on both

satellite packet networks and ground-based radio packet networks, and Diagram of the first internetworked connection
recognized the value of being able to communicate across both. In the

spring of 1973, Vinton Cerf, the developer of the existing ARPANET Network Control Program (NCP) protocol,
joined Kahn to work on open-architecture interconnection models with the goal of designing the next protocol

generation for the ARPANET.

By the summer of 1973, Kahn and Cerf had worked out a fundamental reformulation, where the differences between
network protocols were hidden by using a common internetwork protocol, and, instead of the network being
responsible for reliability, as in the ARPANET, the hosts became responsible. Cerf credits Hubert Zimmerman and

Louis Pouzin, designer of the CYCLADES network, with important influences on this design.
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The network's design included the recognition it should provide only
the functions of efficiently transmitting and routing traffic between end
nodes and that all other intelligence should be located at the edge of the
network, in the end nodes. Using a simple design, it became possible to
connect almost any network to the ARPANET, irrespective of their

local characteristics, thereby solving Kahn's initial problem. One

popular expression is that TCP/IP, the eventual product of Cerf and
Kahn's work, will run over "two tin cans and a string." As a joke, the

A Stanford Research Institute packet radio van,

IP over Avian Carriers formal protocol specification was created and . i .
site of the first three-way internetworked

successfully tested. transmission.

A computer called a router is provided with an interface to each network. It forwards packets back and forth between
them. ! Originally a router was called gateway, but the term was changed to avoid confusion with other types of

gateways.

Specification

From 1973 to 1974, Cerf's networking research group at Stanford worked out details of the idea, resulting in the first
TCP specification.[4] A significant technical influence was the early networking work at Xerox PARC, which

produced the PARC Universal Packet protocol suite, much of which existed around that time.

DARPA then contracted with BBN Technologies, Stanford University, and the University College London to
develop operational versions of the protocol on different hardware platforms. Four versions were developed: TCP
v1, TCP v2, TCP v3 and IP v3, and TCP/IP v4. The last protocol is still in use today.

In 1975, a two-network TCP/IP communications test was performed between Stanford and University College
London (UCL). In November, 1977, a three-network TCP/IP test was conducted between sites in the US, the UK,
and Norway. Several other TCP/IP prototypes were developed at multiple research centers between 1978 and 1983.
The migration of the ARPANET to TCP/IP was officially completed on flag day January 1, 1983, when the new

protocols were permanently activated.l”’

Adoption

In March 1982, the US Department of Defense declared TCP/IP as the standard for all military computer
networking.[G] In 1985, the Internet Architecture Board held a three-day workshop on TCP/IP for the computer
industry, attended by 250 vendor representatives, promoting the protocol and leading to its increasing commercial

use.

In 1985 the first Interop conference was held, focusing on network interoperability via further adoption of TCP/IP. It
was founded by Dan Lynch, an early Internet activist. From the beginning, it was attended by large corporations,
such as IBM and DEC. Interoperability conferences have been held every year since then. Every year from 1985

through 1993, the number of attendees tripled.

IBM, ATT and DEC were the first major corporations to adopt TCP/IP, despite having competing internal protocols
(SNA, XNS, etc.). In IBM, from 1984, Barry Appelman's group did TCP/IP development. (Appelman later moved to
AOL to be the head of all its development efforts.) They navigated the corporate politics to get a stream of TCP/IP
products for various IBM systems, including MVS, VM, and OS/2. At the same time, several smaller companies
began offering TCP/IP stacks for DOS and MS Windows, such as the company FTP Software, and the Wollongong
Group.m The first VM/CMS TCP/IP stack came from the University of Wisconsin.®!

Back then, most of these TCP/IP stacks were written single-handedly by a few talented programmers. For example,
John Romkey of FTP Software was the author of the MIT PC/IP package.[9] John Romkey's PC/IP implementation
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was the first IBM PC TCP/IP stack. Jay Elinsky and Oleg Vishnepolsky of IBM Research wrote TCP/IP stacks for
VM/CMS and 0S/2, respectively.['”!

The spread of TCP/IP was fueled further in June 1989, when AT&T agreed to put into the public domain the TCP/IP
code developed for UNIX. Various vendors, including IBM, included this code in their own TCP/IP stacks. Many
companies sold TCP/IP stacks for Windows until Microsoft released its own TCP/IP stack in Windows 95. This
event was a little late in the evolution of the Internet, but it cemented TCP/IP's dominance over other protocols,
which eventually disappeared. These protocols included IBM's SNA, OSI, Microsoft's native NetBIOS, and Xerox'
XNS.

Key architectural principles

An early architectural document, RFC 1122, emphasizes architectural principles over 1ayering.[11]

* End-to-end principle: This principle has evolved over time. Its original expression put the maintenance of state
and overall intelligence at the edges, and assumed the Internet that connected the edges retained no state and
concentrated on speed and simplicity. Real-world needs for firewalls, network address translators, web content
caches and the like have forced changes in this principle.[lz]

* Robustness Principle: "In general, an implementation must be conservative in its sending behavior, and liberal in
its receiving behavior. That is, it must be careful to send well-formed datagrams, but must accept any datagram
that it can interpret (e.g., not object to technical errors where the meaning is still clear)." (131 " The second part of
the principle is almost as important: software on other hosts may contain deficiencies that make it unwise to

exploit legal but obscure protocol features." (14]
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Layers in the Internet protocol suite
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architecture have grown in evolutionary fashion from modest beginnings, rather than from a Grand Plan. While this
process of evolution is one of the main reasons for the technology's success, it nevertheless seems useful to record a
snapshot of the current principles of the Internet architecture.”

RFC 1122, entitled Host Requirements, is structured in paragraphs referring to layers, but the document refers to
many other architectural principles not emphasizing layering. It loosely defines a four-layer model, with the layers
having names, not numbers, as follows:

* Application layer (process-to-process): This is the scope within which applications create user data and
communicate this data to other processes or applications on another or the same host. The communications
partners are often called peers. This is where the "higher level" protocols such as SMTP, FTP, SSH, HTTP, etc.
operate.

» Transport layer (host-to-host): The transport layer constitutes the networking regime between two network hosts,
either on the local network or on remote networks separated by routers. The transport layer provides a uniform
networking interface that hides the actual topology (layout) of the underlying network connections. This is where
flow-control, error-correction, and connection protocols exist, such as TCP. This layer deals with opening and
maintaining connections between Internet hosts.

» Internet layer (internetworking): The internet layer has the task of exchanging datagrams across network
boundaries. It is therefore also referred to as the layer that establishes internetworking, indeed, it defines and
establishes the Internet. This layer defines the addressing and routing structures used for the TCP/IP protocol
suite. The primary protocol in this scope is the Internet Protocol, which defines IP addresses. Its function in
routing is to transport datagrams to the next IP router that has the connectivity to a network closer to the final data
destination.

* Link layer: This layer defines the networking methods within the scope of the local network link on which hosts
communicate without intervening routers. This layer describes the protocols used to describe the local network
topology and the interfaces needed to affect transmission of Internet layer datagrams to next-neighbor hosts. (cf.
the OSI data link layer).

The Internet protocol suite and the layered protocol stack design were in use before the OSI model was established.
Since then, the TCP/IP model has been compared with the OSI model in books and classrooms, which often results
in confusion because the two models use different assumptions, including about the relative importance of strict
layering.

This abstraction also allows upper layers to provide services that the lower layers cannot, or choose not, to provide.
Again, the original OSI model was extended to include connectionless services (OSIRM CL).US] For example, IP is
not designed to be reliable and is a best effort delivery protocol. This means that all transport layer implementations
must choose whether or not to provide reliability and to what degree. UDP provides data integrity (via a checksum)
but does not guarantee delivery; TCP provides both data integrity and delivery guarantee (by retransmitting until the
receiver acknowledges the reception of the packet).

This model lacks the formalism of the OSI model and associated documents, but the IETF does not use a formal
model and does not consider this a limitation, as in the comment by David D. Clark, "We reject: kings, presidents
and voting. We believe in: rough consensus and running code." Criticisms of this model, which have been made with

respect to the OSI model, often do not consider ISO's later extensions to that model.

1. For multiaccess links with their own addressing systems (e.g. Ethernet) an address mapping protocol is needed.
Such protocols can be considered to be below IP but above the existing link system. While the IETF does not use
the terminology, this is a subnetwork dependent convergence facility according to an extension to the OSI model,
the internal organization of the network layer (IONL).[16]

2. ICMP & IGMP operate on top of IP but do not transport data like UDP or TCP. Again, this functionality exists as

layer management extensions to the OSI model, in its Management Framework (OSIRM MF) [
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3. The SSL/TLS library operates above the transport layer (uses TCP) but below application protocols. Again, there
was no intention, on the part of the designers of these protocols, to comply with OSI architecture.

4. The link is treated like a black box here. This is fine for discussing IP (since the whole point of IP is it will run
over virtually anything). The IETF explicitly does not intend to discuss transmission systems, which is a less

academic but practical alternative to the OSI model.

The following is a description of each layer in the TCP/IP networking model starting from the lowest level.

Link layer

The link layer is the networking scope of the local network connection to which a host is attached. This regime is
called the link in Internet literature. This is the lowest component layer of the Internet protocols, as TCP/IP is
designed to be hardware independent. As a result TCP/IP is able to be implemented on top of virtually any hardware

networking technology.

The link layer is used to move packets between the Internet layer interfaces of two different hosts on the same link.
The processes of transmitting and receiving packets on a given link can be controlled both in the software device
driver for the network card, as well as on firmware or specialized chipsets. These will perform data link functions
such as adding a packet header to prepare it for transmission, then actually transmit the frame over a physical
medium. The TCP/IP model includes specifications of translating the network addressing methods used in the
Internet Protocol to data link addressing, such as Media Access Control (MAC), however all other aspects below that

level are implicitly assumed to exist in the link layer, but are not explicitly defined.

This is also the layer where packets may be selected to be sent over a virtual private network or other networking
tunnel. In this scenario, the link layer data may be considered application data which traverses another instantiation
of the IP stack for transmission or reception over another IP connection. Such a connection, or virtual link, may be
established with a transport protocol or even an application scope protocol that serves as a tunnel in the link layer of

the protocol stack. Thus, the TCP/IP model does not dictate a strict hierarchical encapsulation sequence.

Internet layer

The internet layer has the responsibility of sending packets across potentially multiple networks. Internetworking

requires sending data from the source network to the destination network. This process is called routing.[lg]

In the Internet protocol suite, the Internet Protocol performs two basic functions:

* Host addressing and identification: This is accomplished with a hierarchical addressing system (see IP address).
* Packet routing: This is the basic task of sending packets of data (datagrams) from source to destination by

sending them to the next network node (router) closer to the final destination.

The internet layer is not only agnostic of application data structures as the transport layer, but it also does not
distinguish between operation of the various transport layer protocols. So, IP can carry data for a variety of different
upper layer protocols. These protocols are each identified by a unique protocol number: for example, Internet
Control Message Protocol (ICMP) and Internet Group Management Protocol (IGMP) are protocols 1 and 2,

respectively.

Some of the protocols carried by IP, such as ICMP (used to transmit diagnostic information about IP transmission)
and IGMP (used to manage IP Multicast data) are layered on top of IP but perform internetworking functions. This
illustrates the differences in the architecture of the TCP/IP stack of the Internet and the OSI model.

The internet layer only provides an unreliable datagram transmission facility between hosts located on potentially
different IP networks by forwarding the transport layer datagrams to an appropriate next-hop router for further
relaying to its destination. With this functionality, the internet layer makes possible internetworking, the
interworking of different IP networks, and it essentially establishes the Internet. The Internet Protocol is the principal

component of the internet layer, and it defines two addressing systems to identify network hosts computers, and to
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locate them on the network. The original address system of the ARPANET and its successor, the Internet, is Internet
Protocol version 4 (IPv4). It uses a 32-bit IP address and is therefore capable of identifying approximately four
billion hosts. This limitation was eliminated by the standardization of Internet Protocol version 6 (IPv6) in 1998, and

beginning production implementations in approximately 2006.

Transport layer

The transport layer establishes host-to-host connectivity, meaning it handles the details of data transmission that are
independent of the structure of user data and the logistics of exchanging information for any particular specific
purpose. Its responsibility includes end-to-end message transfer independent of the underlying network, along with
error control, segmentation, flow control, congestion control, and application addressing (port numbers). End to end
message transmission or connecting applications at the transport layer can be categorized as either

connection-oriented, implemented in TCP, or connectionless, implemented in UDP.

The transport layer can be thought of as a transport mechanism, e.g., a vehicle with the responsibility to make sure
that its contents (passengers/goods) reach their destination safely and soundly, unless another protocol layer is
responsible for safe delivery. The layer simply establishes a basic data channel that an application uses in its

task-specific data exchange.

For this purpose the layer establishes the concept of the port, a numbered logical construct allocated specifically for
each of the communication channels an application needs. For many types of services, these port numbers have been
standardized so that client computers may address specific services of a server computer without the involvement of

service announcements or directory services.

Since IP provides only a best effort delivery, the transport layer is the first layer of the TCP/IP stack to offer
reliability. IP can run over a reliable data link protocol such as the High-Level Data Link Control (HDLC).

For example, the TCP is a connection-oriented protocol that addresses numerous reliability issues to provide a

reliable byte stream:

e data arrives in-order

e data has minimal error (i.e. correctness)
* duplicate data is discarded

* lost/discarded packets are resent

* includes traffic congestion control

The newer Stream Control Transmission Protocol (SCTP) is also a reliable, connection-oriented transport
mechanism. It is message-stream-oriented — not byte-stream-oriented like TCP — and provides multiple streams
multiplexed over a single connection. It also provides multi-homing support, in which a connection end can be
represented by multiple IP addresses (representing multiple physical interfaces), such that if one fails, the connection
is not interrupted. It was developed initially for telephony applications (to transport SS7 over IP), but can also be

used for other applications.

User Datagram Protocol is a connectionless datagram protocol. Like IP, it is a best effort, "unreliable" protocol.
Reliability is addressed through error detection using a weak checksum algorithm. UDP is typically used for
applications such as streaming media (audio, video, Voice over IP etc.) where on-time arrival is more important than
reliability, or for simple query/response applications like DNS lookups, where the overhead of setting up a reliable
connection is disproportionately large. Real-time Transport Protocol (RTP) is a datagram protocol that is designed

for real-time data such as streaming audio and video.

The applications at any given network address are distinguished by their TCP or UDP port. By convention certain

well known ports are associated with specific applications. (See List of TCP and UDP port numbers.)
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Application layer

The application layer contains the higher-level protocols used by most applications for network communication.
Examples of application layer protocols include the File Transfer Protocol (FTP) and the Simple Mail Transfer
Protocol (SMTP).“Q] Data coded according to application layer protocols are then encapsulated into one or
(occasionally) more transport layer protocols (such as TCP or UDP), which in turn use lower layer protocols to effect

actual data transfer.

Since the IP stack defines no layers between the application and transport layers, the application layer must include

any protocols that act like the OSI's presentation and session layer protocols. This is usually done through libraries.

Application layer protocols generally treat the transport layer (and lower) protocols as black boxes which provide a
stable network connection across which to communicate, although the applications are usually aware of key qualities
of the transport layer connection such as the end point IP addresses and port numbers. As noted above, layers are not
necessarily clearly defined in the Internet protocol suite. Application layer protocols are most often associated with
client—server applications, and the commoner servers have specific ports assigned to them by the IANA: HTTP has
port 80; Telnet has port 23; etc. Clients, on the other hand, tend to use ephemeral ports, i.e. port numbers assigned at

random from a range set aside for the purpose.

Transport and lower level layers are largely unconcerned with the specifics of application layer protocols. Routers
and switches do not typically "look inside" the encapsulated traffic to see what kind of application protocol it
represents, rather they just provide a conduit for it. However, some firewall and bandwidth throttling applications do
try to determine what's inside, as with the Resource Reservation Protocol (RSVP). It's also sometimes necessary for
Network Address Translation (NAT) facilities to take account of the needs of particular application layer protocols.
(NAT allows hosts on private networks to communicate with the outside world via a single visible IP address using

port forwarding, and is an almost ubiquitous feature of modern domestic broadband routers).

Layer names and number of layers in the literature

The following table shows various networking models. The number of layers varies between three and seven.

2 22 24 2 i i 9
Kuros e,[ 0] Come r,[ ] Stallin gs[ ] Tanenbau m[ 5] | RFC 1122, Cisco g Mike Padlipsky's 1982 | OSI model
Forouzan Kozierok Internet STD | , .. my[ ] Arpanet Reference
3 (1989) Model" (RFC 871)
Five layers Four+one Five layers Five layers Four layers Four layers Three layers Seven
layers layers
"Five-layer "TCP/IP 5-layer | "TCP/IP "TCP/IP 5-layer "Internet "Internet "Arpanet reference OSI model
Internet model" | reference model" reference model” | model" model" model"
or "TCP/IP model"
protocol suite"
Application Application Application Application Application Application Application/Process Application
Presentation
Session
Transport Transport Host-to-host | Transport Transport Transport Host-to-host Transport
or transport
Network Internet Internet Internet Internet Internetwork Network
Data link Data link Network Data link Link Network Network interface Data link
(Network access interface
interface)
Physical (Hardware) Physical Physical Physical
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Some of the networking models are from textbooks, which are secondary sources that may contravene the intent of
RFC 1122 and other IETF primary sources.!?”]

OSI and TCP/IP layering differences

The three top layers in the OSI model—the application layer, the presentation layer and the session layer—are not
distinguished separately in the TCP/IP model where it is just the application layer. While some pure OSI protocol
applications, such as X.400, also combined them, there is no requirement that a TCP/IP protocol stack must impose
monolithic architecture above the transport layer. For example, the NFS application protocol runs over the eXternal
Data Representation (XDR) presentation protocol, which, in turn, runs over a protocol called Remote Procedure Call

(RPC). RPC provides reliable record transmission, so it can run safely over the best-effort UDP transport.

Different authors have interpreted the RFCs differently, about whether the link layer (and the TCP/IP model) covers

OSI model layer 1 (physical layer) issues, or if a hardware layer is assumed below the link layer.

Several authors have attempted to incorporate the OSI model's layers 1 and 2 into the TCP/IP model, since these are
commonly referred to in modern standards (for example, by IEEE and ITU). This often results in a model with five

layers, where the link layer or network access layer is split into the OSI model's layers 1 and 2.

The session layer roughly corresponds to the Telnet virtual terminal functionality, which is part of text based
protocols such as the HTTP and SMTP TCP/IP model application layer protocols. It also corresponds to TCP and
UDP port numbering, which is considered as part of the transport layer in the TCP/IP model. Some functions that
would have been performed by an OSI presentation layer are realized at the Internet application layer using the

MIME standard, which is used in application layer protocols such as HTTP and SMTP.

The IETF protocol development effort is not concerned with strict layering. Some of its protocols may not fit cleanly
into the OSI model, although RFCs sometimes refer to it and often use the old OSI layer numbers. The IETF has
repeatedly stated that Internet protocol and architecture development is not intended to be OSI-compliant. RFC 3439,

addressing Internet architecture, contains a section entitled: "Layering Considered Harmful".?”!

Conflicts are apparent also in the original OSI model, ISO 7498, when not considering the annexes to this model
(e.g., ISO 7498/4 Management Framework), or the ISO 8648 Internal Organization of the Network layer (IONL).
When the IONL and Management Framework documents are considered, the ICMP and IGMP are neatly defined as
layer management protocols for the network layer. In like manner, the IONL provides a structure for "subnetwork

dependent convergence facilities" such as ARP and RARP.

IETF protocols can be encapsulated recursively, as demonstrated by tunneling protocols such as Generic Routing

Encapsulation (GRE). GRE uses the same mechanism that OSI uses for tunneling at the network layer.

Implementations

No specific hardware or software implementation is required by the protocols or the layered model, so there are
many. Most computer operating systems in use today, including all consumer-targeted systems, include a TCP/IP

implementation.

A minimally acceptable implementation includes the following protocols, listed from most essential to least
essential: IP, ARP, ICMP, UDP, TCP and sometimes IGMP. In principle, it is possible to support only one transport
protocol, such as UDP, but this is rarely done, because it limits usage of the whole implementation. IPv6, beyond its
own version of ARP (NDP), ICMP (ICMPv6) and IGMP (IGMPv6), has some additional required functions, and
often is accompanied by an integrated IPSec security layer. Other protocols could be easily added later (possibly
being implemented entirely in userspace), such as DNS for resolving domain names to IP addresses, or DHCP for

automatically configuring network interfaces.

Normally, application programmers are concerned only with interfaces in the application layer and often also in the
transport layer, while the layers below are services provided by the TCP/IP stack in the operating system. Most IP
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implementations are accessible to programmers through sockets and APIs.

Unique implementations include Lightweight TCP/IP, an open source stack designed for embedded systems, and
KA9Q NOS, a stack and associated protocols for amateur packet radio systems and personal computers connected

via serial lines.

Microcontroller firmware in the network adapter typically handles link issues, supported by driver software in the
operational system. Non-programmable analog and digital electronics are normally in charge of the physical
components below the link layer, typically using an application-specific integrated circuit (ASIC) chipset for each
network interface or other physical standard. High-performance routers are to a large extent based on fast
non-programmable digital electronics, carrying out link level switching.
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OSI model

The Open Systems Interconnection (OSI) model (ISO/IEC 7498-1) is a product of the Open Systems
Interconnection effort at the International Organization for Standardization. It is a prescription of characterizing and
standardizing the functions of a communications system in terms of abstraction layers. Similar communication
functions are grouped into logical layers. A layer serves the layer above it and is served by the layer below it.

For example, a layer that provides error-free communications across a network provides the path needed by

applications above it, while it calls the next lower layer to send and receive packets that make up the contents of that

path. Two instances at one layer are connected by a horizontal connection on that layer.

History i i
Work on a layered model of network | |
architecture was started and the Layer 5 5) In:tance (5) - Potocol (5) In:tance
International Organization for

Standardization (ISO) began to

develop its  OSI  framework Layerd || (4) Instance (4) - Potocol (4) Instance
architecture. OSI had two major

components: an abstract model of

networking, called the Basic Reference Layer 3 (3) Instance (3) - Potocol (3) Instance
Model or seven-layer model, and a set i i

of specific protocols. . .

The concept of a seven-layer model
. Communication in the OSI-Model (example with layers 3 to 5)
was provided by the work of Charles
Bachman, Honeywell Information
Services. Various aspects of OSI design evolved from experiences with the ARPANET, the fledgling Internet,
NPLNET, EIN, CYCLADES network and the work in IFIP WG6.1. The new design was documented in ISO 7498
and its various addenda. In this model, a networking system was divided into layers. Within each layer, one or more
entities implement its functionality. Each entity interacted directly only with the layer immediately beneath it, and

provided facilities for use by the layer above it.

Protocols enabled an entity in one host to interact with a corresponding entity at the same layer in another host.
Service definitions abstractly described the functionality provided to an (N)-layer by an (N-1) layer, where N was

one of the seven layers of protocols operating in the local host.

The OSI standards documents are available from the ITU-T as the X.200-series of recommendations.“] Some of the

protocol specifications were also available as part of the ITU-T X series. The equivalent ISO and ISO/IEC standards

for the OSI model were available from ISO, but only some of them without fees.[z]
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Description of OSI layers

According to recommendation X.200, there are seven layers, labeled 1 to 7, with layer 1 at the bottom. Each layer is

generically known as an N layer. An "N+1 entity" (at layer N+1) requests services from an "N entity" (at layer N).

At each level, two entities (N-entity peers) interact by means of the N protocol by transmitting protocol data units
(PDU).

A Service Data Unit (SDU) is a specific unit of data that has been passed down from an OSI layer to a lower layer,
and which the lower layer has not yet encapsulated into a protocol data unit (PDU). An SDU is a set of data that is
sent by a user of the services of a given layer, and is transmitted semantically unchanged to a peer service user.

The PDU at a layer N is the SDU of layer N-1. In effect the SDU is the 'payload' of a given PDU. That is, the process
of changing an SDU to a PDU, consists of an encapsulation process, performed by the lower layer. All the data
contained in the SDU becomes encapsulated within the PDU. The layer N-1 adds headers or footers, or both, to the
SDU, transforming it into a PDU of layer N. The added headers or footers are part of the process used to make it
possible to get data from a source to a destination.

OSI Model
Data unit Layer Function
Host | Data 7. Application | Network process to application
layers R . . . R
6. Data representation, encryption and decryption, convert machine dependent data to machine
Presentation | independent data
5. Session Interhost communication, managing sessions between applications
Segments 4. Transport | End-to-end connections, reliability and flow control
Media | Packet/Datagram | 3. Network Path determination and logical addressing
layers X X .
Frame 2. Data link Physical addressing
Bit 1. Physical Media, signal and binary transmission

Some orthogonal aspects, such as management and security, involve every layer.

Security services are not related to a specific layer: they can be related by a number of layers, as defined by ITU-T

X.800 Recommendation.B]

These services are aimed to improve the CIA triad (confidentiality, integrity, and availability) of transmitted data.
Actually the availability of communication service is determined by network design and/or network management

protocols. Appropriate choices for these are needed to protect against denial of service.

Layer 1: physical layer

The physical layer defines electrical and physical specifications for devices. In particular, it defines the relationship
between a device and a transmission medium, such as a copper or fiber optical cable. This includes the layout of
pins, voltages, line impedance, cable specifications, signal timing, hubs, repeaters, network adapters, host bus

adapters (HBA used in storage area networks) and more.
The major functions and services performed by the physical layer are:

» Establishment and termination of a connection to a communications medium.

¢ Participation in the process whereby the communication resources are effectively shared among multiple users.
For example, contention resolution and flow control.

¢ Modulation or conversion between the representation of digital data in user equipment and the corresponding
signals transmitted over a communications channel. These are signals operating over the physical cabling (such as

copper and optical fiber) or over a radio link.
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Parallel SCSI buses operate in this layer, although it must be remembered that the logical SCSI protocol is a
transport layer protocol that runs over this bus. Various physical-layer Ethernet standards are also in this layer;
Ethernet incorporates both this layer and the data link layer. The same applies to other local-area networks, such as
token ring, FDDI, ITU-T G.hn and IEEE 802.11, as well as personal area networks such as Bluetooth and IEEE
802.15.4.

Layer 2: data link layer

The data link layer provides the functional and procedural means to transfer data between network entities and to
detect and possibly correct errors that may occur in the physical layer. Originally, this layer was intended for
point-to-point and point-to-multipoint media, characteristic of wide area media in the telephone system. Local area
network architecture, which included broadcast-capable multi-access media, was developed independently of the
ISO work in IEEE Project 802. IEEE work assumed sublayer-ing and management functions not required for WAN
use. In modern practice, only error detection, not flow control using sliding window, is present in data link protocols
such as Point-to-Point Protocol (PPP), and, on local area networks, the IEEE 802.2 LLC layer is not used for most
protocols on the Ethernet, and on other local area networks, its flow control and acknowledgment mechanisms are
rarely used. Sliding window flow control and acknowledgment is used at the transport layer by protocols such as

TCP, but is still used in niches where X.25 offers performance advantages.

The ITU-T G.hn standard, which provides high-speed local area networking over existing wires (power lines, phone
lines and coaxial cables), includes a complete data link layer which provides both error correction and flow control

by means of a selective repeat Sliding Window Protocol.

Both WAN and LAN service arrange bits, from the physical layer, into logical sequences called frames. Not all
physical layer bits necessarily go into frames, as some of these bits are purely intended for physical layer functions.

For example, every fifth bit of the FDDI bit stream is not used by the layer.

WAN protocol architecture

Connection-oriented WAN data link protocols, in addition to framing, detect and may correct errors. They are also
capable of controlling the rate of transmission. A WAN data link layer might implement a sliding window flow
control and acknowledgment mechanism to provide reliable delivery of frames; that is the case for Synchronous
Data Link Control (SDLC) and HDLC, and derivatives of HDLC such as LAPB and LAPD.

IEEE 802 LAN architecture

Practical, connectionless LANs began with the pre-IEEE Ethernet specification, which is the ancestor of IEEE 802.3.
This layer manages the interaction of devices with a shared medium, which is the function of a media access control
(MAC) sublayer. Above this MAC sublayer is the media-independent IEEE 802.2 Logical Link Control (LLC)
sublayer, which deals with addressing and multiplexing on multi-access media.

While IEEE 802.3 is the dominant wired LAN protocol and IEEE 802.11 the wireless LAN protocol, obsolete MAC
layers include Token Ring and FDDI. The MAC sublayer detects but does not correct errors.

Layer 3: network layer

The network layer provides the functional and procedural means of transferring variable length data sequences from
a source host on one network to a destination host on a different network (in contrast to the data link layer which
connects hosts within the same network), while maintaining the quality of service requested by the transport layer.
The network layer performs network routing functions, and might also perform fragmentation and reassembly, and
report delivery errors. Routers operate at this layer, sending data throughout the extended network and making the
Internet possible. This is a logical addressing scheme — values are chosen by the network engineer. The addressing

scheme is not hierarchical.
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The network layer may be divided into three sublayers:

1. Subnetwork access — that considers protocols that deal with the interface to networks, such as X.25;
2. Subnetwork-dependent convergence — when it is necessary to bring the level of a transit network up to the level
of networks on either side

3. Subnetwork-independent convergence — handles transfer across multiple networks.

An example of this latter case is CLNP, or IPv6 ISO 8473. It manages the connectionless transfer of data one hop at
a time, from end system to ingress router, router to router, and from egress router to destination end system. It is not
responsible for reliable delivery to a next hop, but only for the detection of erroneous packets so they may be
discarded. In this scheme, IPv4 and IPv6 would have to be classed with X.25 as subnet access protocols because they

carry interface addresses rather than node addresses.

A number of layer-management protocols, a function defined in the Management Annex, ISO 7498/4, belong to the
network layer. These include routing protocols, multicast group management, network-layer information and error,
and network-layer address assignment. It is the function of the payload that makes these belong to the network layer,
not the protocol that carries them.

Layer 4: transport layer

The transport layer provides transparent transfer of data between end users, providing reliable data transfer services
to the upper layers. The transport layer controls the reliability of a given link through flow control,
segmentation/desegmentation, and error control. Some protocols are state- and connection-oriented. This means that
the transport layer can keep track of the segments and retransmit those that fail. The transport layer also provides the

acknowledgement of the successful data transmission and sends the next data if no errors occurred.

OSI defines five classes of connection-mode transport protocols ranging from class O (which is also known as TPO
and provides the least features) to class 4 (TP4, designed for less reliable networks, similar to the Internet). Class O
contains no error recovery, and was designed for use on network layers that provide error-free connections. Class 4 is
closest to TCP, although TCP contains functions, such as the graceful close, which OSI assigns to the session layer.
Also, all OSI TP connection-mode protocol classes provide expedited data and preservation of record boundaries.

Detailed characteristics of TP0-4 classes are shown in the following table: !

Feature Name TPO | TP1 | TP2 | TP3 | TP4
Connection oriented network Yes | Yes | Yes | Yes | Yes
Connectionless network No | No | No | No | Yes
Concatenation and separation No | Yes | Yes | Yes | Yes
Segmentation and reassembly Yes | Yes | Yes | Yes | Yes
Error Recovery No | Yes | Yes | Yes | Yes

Reinitiate connection (if an excessive number of PDUs are unacknowledged) | No | Yes | No | Yes | No

Multiplexing and demultiplexing over a single virtual circuit No | No | Yes | Yes | Yes
Explicit flow control No | No | Yes | Yes | Yes
Retransmission on timeout No | No | No | No | Yes
Reliable Transport Service No | Yes | No | Yes | Yes

An easy way to visualize the transport layer is to compare it with a Post Office, which deals with the dispatch and
classification of mail and parcels sent. Do remember, however, that a post office manages the outer envelope of mail.
Higher layers may have the equivalent of double envelopes, such as cryptographic presentation services that can be
read by the addressee only. Roughly speaking, tunneling protocols operate at the transport layer, such as carrying

non-IP protocols such as IBM's SNA or Novell's IPX over an IP network, or end-to-end encryption with IPsec.
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While Generic Routing Encapsulation (GRE) might seem to be a network-layer protocol, if the encapsulation of the
payload takes place only at endpoint, GRE becomes closer to a transport protocol that uses IP headers but contains
complete frames or packets to deliver to an endpoint. L2TP carries PPP frames inside transport packet.

Although not developed under the OSI Reference Model and not strictly conforming to the OSI definition of the
transport layer, the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP) of the Internet
Protocol Suite are commonly categorized as layer-4 protocols within OSI.

Layer 5: session layer

The session layer controls the dialogues (connections) between computers. It establishes, manages and terminates the
connections between the local and remote application. It provides for full-duplex, half-duplex, or simplex operation,
and establishes checkpointing, adjournment, termination, and restart procedures. The OSI model made this layer
responsible for graceful close of sessions, which is a property of the Transmission Control Protocol, and also for
session checkpointing and recovery, which is not usually used in the Internet Protocol Suite. The session layer is
commonly implemented explicitly in application environments that use remote procedure calls. On this level,
Inter-Process communication happen (SIGHUP, SIGKILL, End Process, etc.).

Layer 6: presentation layer

The presentation layer establishes context between application-layer entities, in which the higher-layer entities may
use different syntax and semantics if the presentation service provides a mapping between them. If a mapping is
available, presentation service data units are encapsulated into session protocol data units, and passed down the

stack.

This layer provides independence from data representation (e.g., encryption) by translating between application and
network formats. The presentation layer transforms data into the form that the application accepts. This layer formats

and encrypts data to be sent across a network. It is sometimes called the syntax layer.[5]

The original presentation structure used the Basic Encoding Rules of Abstract Syntax Notation One (ASN.1), with
capabilities such as converting an EBCDIC-coded text file to an ASCII-coded file, or serialization of objects and

other data structures from and to XML.

Layer 7: application layer

The application layer is the OSI layer closest to the end user, which means that both the OSI application layer and
the user interact directly with the software application. This layer interacts with software applications that implement
a communicating component. Such application programs fall outside the scope of the OSI model. Application-layer
functions typically include identifying communication partners, determining resource availability, and synchronizing
communication. When identifying communication partners, the application layer determines the identity and
availability of communication partners for an application with data to transmit. When determining resource
availability, the application layer must decide whether sufficient network or the requested communication exist. In
synchronizing communication, all communication between applications requires cooperation that is managed by the

application layer. Some examples of application-layer implementations also include:
* On OSI stack:

* FTAM File Transfer and Access Management Protocol

* X.400 Mail

e Common Management Information Protocol (CMIP)
e On TCP/IP stack:

» Hypertext Transfer Protocol (HTTP),
¢ File Transfer Protocol (FTP),
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* Simple Mail Transfer Protocol (SMTP)
* Simple Network Management Protocol (SNMP).

Cross-layer functions

There are some functions or services that are not tied to a given layer, but they can affect more than one layer.

Examples include the following:

* security service (telecommunication)m as defined by ITU-T X.800 Recommendation.

e management functions, i.e. functions that permit to configure, instantiate, monitor, terminate the communications
of two or more entities: there is a specific application layer protocol, common management information protocol
(CMIP) and its corresponding service, common management information service (CMIS), they need to interact
with every layer in order to deal with their instances.

* Multiprotocol Label Switching (MPLS) operates at an OSI-model layer that is generally considered to lie between
traditional definitions of layer 2 (data link layer) and layer 3 (network layer), and thus is often referred to as a
"layer-2.5" protocol. It was designed to provide a unified data-carrying service for both circuit-based clients and
packet-switching clients which provide a datagram service model. It can be used to carry many different kinds of
traffic, including IP packets, as well as native ATM, SONET, and Ethernet frames.

* ARP is used to translate IPv4 addresses (OSI layer 3) into Ethernet MAC addresses (OSI layer 2).

Interfaces

Neither the OSI Reference Model nor OSI protocols specify any programming interfaces, other than as deliberately
abstract service specifications. Protocol specifications precisely define the interfaces between different computers,

but the software interfaces inside computers, known as network sockets are implementation-specific.

For example Microsoft Windows' Winsock, and Unix's Berkeley sockets and System V Transport Layer Interface,
are interfaces between applications (layer 5 and above) and the transport (layer 4). NDIS and ODI are interfaces

between the media (layer 2) and the network protocol (layer 3).

Interface standards, except for the physical layer to media, are approximate implementations of OSI service

specifications.
Examples
Layer OSI protocols TCP/1P Signaling AppleTalk IPX SNA UMTS Misc. examples
protocols System
# Name [6]
7
7| Application | AM, X400, NNTP, SIP, INAP, AFP, ZIP, |RIP, APPC HL7, Modbus
X500, DAP, SSI, DNS, MAP, RTMP, SAP
ROSE, RTSE, FTP, Gopher, | TCAP, NBP
ACSEm HTTP, NFS, ISUP,
CMIP[8] NTP, DHCP, |TUP
SMPP, SMTP,
SNMP, Telnet,
RIP, BGP
6 | Presentation | ISO/IEC 8823, MIME, SSL, AFP TDI, ASCII,
X.226, TLS, XDR EBCDIC, MIDI,
ISO/IEC 9576-1, MPEG
X.236
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5| Session ISO/IEC 8327, Sockets. ASP, NWLink | DLC? Named pipes,
X.225, Session ADSP, PAP NetBIOS, SAP, half
ISO/IEC 9548-1, | establishment duplex, full duplex,
X.235 in TCP, RTP simplex, RPC,
SOCKS
4 | Transport ISO/IEC 8073, TCP, UDP, DDP, NBF
TPO, TP1, TP2, SCTP, DCCP SPX
TP3, TP4 (X.224),
ISO/IEC 8602,
X.234
3 | Network ISO/IEC 8208, 1P, IPsec, SCCP, ATP IPX RRC (Radio Resource | NBF, Q.931, NDP
X.25 (PLP), ICMP, IGMP, | MTP (TokenTalk Control) and BMC ARP (maps layer 3
ISO/IEC 8878, OSPF or (Broadcast/Multicast | to layer 2 address),
X.223, EtherTalk) Control) IS-IS
ISO/IEC 8473-1,
CLNP X.233.
2 | Data Link ISO/IEC 7666, PPP, SBTV MTP, LocalTalk, |IEEE SDLC Packet Data 802.3 (Ethernet),
X.25 (LAPB), SLIP, PPTP Q.710 AppleTalk | 802.3 Conversence Protocol 802.11a/b/g/n
Token Bus, Remote framing, (PDCP)% 10]’ LLC MAC/LLC, 802.1Q
X222, Access, PPP | Ethernet (Logical Link (VLAN), ATM,
ISO/IEC 8802-2 I Control), MAC HDP, FDDI, Fibre
LLC Type 1 and framing (Media Access Channel, Frame
2[9] Control) Relay, HDLC, ISL,
PPP, Q.921, Token
Ring, CDP, ITU-T
G.hn DLL
CRC, Bit stuffing,
ARQ, Data Over
Cable Service
Interface
Specification
(DOCSIS),
interface bonding
1 | Physical X.25 (X.21bis, MTP, RS-232, Twinax | UMTS Physical layer | RS-232, Full
EIA/TIA-232. Q.710 RS-422, or L1 duplex, RJ45, V.35,
EIA/TIA-449. STP, V.34,1.430, 1.431,
EIA-530. PhoneNet T1, El, 10BASE-T,
G.7O3)[9] 100BASE-TX,
1000BASE-T,
POTS, SONET,
SDH, DSL,

802.11a/b/g/n PHY,
ITU-T G.hn PHY,
Controller Area
Network, Data Over
Cable Service
Interface
Specification
(DOCSIS)
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Comparison with TCP/IP model

In the TCP/IP model of the Internet, protocols are deliberately not as rigidly designed into strict layers as in the OSI
model. ') RFC 3439 contains a section entitled "Layering considered harmful (section link here [12])." However,
TCP/IP does recognize four broad layers of functionality which are derived from the operating scope of their
contained protocols, namely the scope of the software application, the end-to-end transport connection, the

internetworking range, and the scope of the direct links to other nodes on the local network.

Even though the concept is different from the OSI model, these layers are nevertheless often compared with the OSI
layering scheme in the following way: The Internet application layer includes the OSI application layer, presentation
layer, and most of the session layer. Its end-to-end transport layer includes the graceful close function of the OSI
session layer as well as the OSI transport layer. The internetworking layer (Internet layer) is a subset of the OSI
network layer (see above), while the link layer includes the OSI data link and physical layers, as well as parts of
OSI's network layer. These comparisons are based on the original seven-layer protocol model as defined in ISO

7498, rather than refinements in such things as the internal organization of the network layer document.

The presumably strict peer layering of the OSI model as it is usually described does not present contradictions in
TCP/IP, as it is permissible that protocol usage does not follow the hierarchy implied in a layered model. Such
examples exist in some routing protocols (e.g., OSPF), or in the description of tunneling protocols, which provide a
link layer for an application, although the tunnel host protocol may well be a transport or even an application layer

protocol in its own right.
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* Collection of animations and videos concerning computer networks (http://www.khurramtanvir.com/

cs460demos.php)

Internet Protocol

The Internet Protocol (IP) is the principal communications protocol used for relaying datagrams (also known as
network packets) across an internetwork using the Internet Protocol Suite. Responsible for routing packets across

network boundaries, it is the primary protocol that establishes the Internet.

IP is the primary protocol in the Internet Layer of the Internet Protocol Suite and has the task of delivering datagrams
from the source host to the destination host solely based on the addresses. For this purpose, IP defines datagram
structures that encapsulate the data to be delivered. It also defines addressing methods that are used to label the

datagram source and destination.

Historically, IP was the connectionless datagram service in the original Transmission Control Program introduced by
Vint Cerf and Bob Kahn in 1974, the other being the connection-oriented Transmission Control Protocol (TCP). The
Internet Protocol Suite is therefore often referred to as TCP/IP.

The first major version of IP, Internet Protocol Version 4 (IPv4), is the dominant protocol of the internet. Its

successor is Internet Protocol Version 6 (IPv6), which is increasing in use.

Function

The Internet Protocol is responsible for addressing hosts and routing datagrams (packets) from a source host to the
destination host across one or more IP networks. For this purpose the Internet Protocol defines an addressing system
that has two functions: identifying hosts and providing a logical location service. This is accomplished by defining

standard datagrams and a standard addressing system.

Datagram construction

Each datagram has two components, a header and a

payload. The IP header is tagged with the source IP e Application
address, destination IP address, and other meta-data
n I n liver th ram. Th
eeded 'to oute and deliver the dat‘ag a e uDP | UDP Transport
payload is the data to be transported. This process of header| data
nesting data payloads in a packet with a header is
called encapsulation. P IP data Internet
header
IP addressing and routing Frame e GEE Frame| . .
header footer

Perhaps the most complex aspects of IP are IP

addressing and routing. Addressing refers to how end Sample encapsulation of applicatfi(')n data from UDP to a Link protocol
hosts are assigned IP addresses and how subnetworks e

of IP host addresses are divided and grouped. IP

routing is performed by all hosts, but most importantly by routers, which typically use either interior gateway

protocols (IGPs) or external gateway protocols (EGPs) to decide how to move datagrams among networks.
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IP routing is also common in local networks. For example, Ethernet switches sold today support IP multicast.'!

These switches use IP addresses and Internet Group Management Protocol for control of the multicast routing but

use MAC addresses for the actual routing.

Reliability

The design principles of the Internet protocols assume that the network infrastructure is inherently unreliable at any
single network element or transmission medium and that it is dynamic in terms of availability of links and nodes. No
central monitoring or performance measurement facility exists that tracks or maintains the state of the network. For
the benefit of reducing network complexity, the intelligence in the network is purposely mostly located in the end
nodes of each data transmission, cf. end-to-end principle. Routers in the transmission path simply forward packets to

the next known local gateway matching the routing prefix for the destination address.

As a consequence of this design, the Internet Protocol only provides best effort delivery and its service is
characterized as unreliable. In network architectural language it is a connection-less protocol, in contrast to so-called
connection-oriented modes of transmission. The lack of reliability permits various error conditions, such as data
corruption, packet loss and duplication, as well as out-of-order packet delivery. Since routing is dynamic for every
packet and the network maintains no state of the path of prior packets, it is possible that some packets are routed on a

longer path to their destination, resulting in improper sequencing at the receiver.

The only assistance that IPv4 provides regarding unreliability is to ensure that the IP packet header is error-free. A
routing node calculates a checksum for a packet. If the checksum is bad, the routing node discards the packet. The
routing node does not have to notify either end node, although the Internet Control Message Protocol (ICMP) allows

such notification. In contrast, IPv6 abandons checksums in favor of faster routing.

Upper layer protocols are responsible for resolving reliability issues. For example, an upper layer protocol may

cache data to make sure that it is in the correct order, before giving the data to an application.

In addition to issues of reliability, the dynamic nature and the diversity of the Internet and its components provide no
guarantee that any particular path is actually capable of, or suitable for, performing the data transmission requested,
even if the path is available and reliable. One of the technical constraints is the size of data packets allowed on a
given link. An application must assure that it uses proper transmission characteristics. Some of this responsibility lies
also in the upper layer protocols between application and IP. Facilities exist to examine the maximum transmission
unit (MTU) size of the local link, as well as for the entire projected path to the destination when using IPv6. The
IPv4 internetworking layer has the capability to automatically fragment the original datagram into smaller units for

transmission. In this case, IP does provide re-ordering of fragments delivered out-of-order.!!

Transmission Control Protocol (TCP) is an example of a protocol that will adjust its segment size to be smaller than
the MTU. User Datagram Protocol (UDP) and Internet Control Message Protocol (ICMP) disregard MTU size,

thereby forcing IP to fragment oversized datagrams.m

Version history
In May 1974, the Institute of Electrical and Electronic Engineers (IEEE) published a paper entitled "A Protocol for

Packet Network Intercommunication."! The paper's authors, Vint Cerf and Bob Kahn, described an internetworking
protocol for sharing resources using packet-switching among the nodes. A central control component of this model
was the "Transmission Control Program" (TCP) that incorporated both connection-oriented links and datagram
services between hosts. The monolithic Transmission Control Program was later divided into a modular architecture
consisting of the Transmission Control Protocol at the connection-oriented layer and the Internet Protocol at the
internetworking (datagram) layer. The model became known informally as TCP/IP, although formally referenced as

the Internet Protocol Suite.
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The Internet Protocol is one of the elements that define the Internet. The dominant internetworking protocol in the
Internet Layer in use today is IPv4; the number 4 is the protocol version number carried in every IP datagram. IPv4
is described in RFC 791 (1981).

The successor to IPv4 is IPv6. Its most prominent modification from version 4 is the addressing system. IPv4 uses
32-bit addresses (c. 4 billion, or 43 x 109, addresses) while IPv6 uses 128-bit addresses (c. 340 undecillion, or
34 x 10°8 addresses). Although adoption of IPv6 has been slow, as of June 2008, all United States government

systems have demonstrated basic infrastructure support for IPv6 (if only at the backbone level).m

IP versions O to 3 were development versions of IPv4 and were used between 1977 and 1979. Version 5 was used by
the Internet Stream Protocol, an experimental streaming protocol. Version numbers 6 through 9 were proposed for
various protocol models designed to replace IPv4: SIPP (Simple Internet Protocol Plus, known now as IPv6), TP/IX
(RFC 1475), PIP (RFC 1621) and TUBA (TCP and UDP with Bigger Addresses, RFC 1347).

Other protocol proposals named /Pv9 and IPv8 briefly surfaced, but have no support.[6]

On April 1, 1994, the IETF published an April Fool's Day joke about IPv9.!"]

Vulnerabilities

The Internet Protocol is vulnerable to a variety of attacks. A thorough vulnerability assessment, along with proposed

mitigations, was published in 2008,[8] and is currently being pursued within the IETE."!
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Transmission Control Protocol

The Transmission Control Protocol (TCP) is one of the core protocols of the Internet Protocol Suite. TCP is one of
the two original components of the suite, complementing the Internet Protocol (IP), and therefore the entire suite is
commonly referred to as TCP/IP. TCP provides reliable, ordered delivery of a stream of octets from a program on
one computer to another program on another computer. TCP is the protocol used by major Internet applications such
as the World Wide Web, email, remote administration and file transfer. Other applications, which do not require
reliable data stream service, may use the User Datagram Protocol (UDP), which provides a datagram service that

emphasizes reduced latency over reliability.

Historical origin
In May 1974 the Institute of Electrical and Electronic Engineers (IEEE) published a paper entitled "A Protocol for

Packet Network Intercommunication." The paper's authors, Vint Cerf and Bob Kahn, described an internetworking
protocol for sharing resources using packet-switching among the nodes. A central control component of this model
was the Transmission Control Program that incorporated both connection-oriented links and datagram services
between hosts. The monolithic Transmission Control Program was later divided into a modular architecture
consisting of the Transmission Control Protocol at the connection-oriented layer and the Internet Protocol at the
internetworking (datagram) layer. The model became known informally as TCP/IP, although formally it was

henceforth called the Internet Protocol Suite.

Network function

The protocol corresponds to the transport layer of TCP/IP suite. TCP provides a communication service at an
intermediate level between an application program and the Internet Protocol (IP). That is, when an application
program desires to send a large chunk of data across the Internet using IP, instead of breaking the data into IP-sized
pieces and issuing a series of IP requests, the software can issue a single request to TCP and let TCP handle the IP

details.

IP works by exchanging pieces of information called packets. A packet is a sequence of octets and consists of a
header followed by a body. The header describes the packet's destination and, optionally, the routers to use for

forwarding until it arrives at its destination. The body contains the data IP is transmitting.

Due to network congestion, traffic load balancing, or other unpredictable network behavior, IP packets can be lost,
duplicated, or delivered out of order. TCP detects these problems, requests retransmission of lost data, rearranges
out-of-order data, and even helps minimize network congestion to reduce the occurrence of the other problems. Once
the TCP receiver has reassembled the sequence of octets originally transmitted, it passes them to the application

program. Thus, TCP abstracts the application's communication from the underlying networking details.

TCP is utilized extensively by many of the Internet's most popular applications, including the World Wide Web
(WWW), E-mail, File Transfer Protocol, Secure Shell, peer-to-peer file sharing, and some streaming media

applications.

TCP is optimized for accurate delivery rather than timely delivery, and therefore, TCP sometimes incurs relatively
long delays (in the order of seconds) while waiting for out-of-order messages or retransmissions of lost messages. It
is not particularly suitable for real-time applications such as Voice over IP. For such applications, protocols like the
Real-time Transport Protocol (RTP) running over the User Datagram Protocol (UDP) are usually recommended
instead.!”!

TCP is a reliable stream delivery service that guarantees that all bytes received will be identical with bytes sent and
in the correct order. Since packet transfer is not reliable, a technique known as positive acknowledgment with

retransmission is used to guarantee reliability of packet transfers. This fundamental technique requires the receiver to
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respond with an acknowledgment message as it receives the data. The sender keeps a record of each packet it sends.
The sender also keeps a timer from when the packet was sent, and retransmits a packet if the timer expires before the

message has been acknowledged. The timer is needed in case a packet gets lost or corrupted.[z]

TCP consists of a set of rules: for the protocol, that are used with the Internet Protocol, and for the IP, to send data
"in a form of message units" between computers over the Internet. While IP handles actual delivery of the data, TCP
keeps track of the individual units of data transmission, called segments, that a message is divided into for efficient
routing through the network. For example, when an HTML file is sent from a Web server, the TCP software layer of
that server divides the sequence of octets of the file into segments and forwards them individually to the IP software
layer (Internet Layer). The Internet Layer encapsulates each TCP segment into an IP packet by adding a header that
includes (among other data) the destination IP address. Even though every packet has the same destination address,
they can be routed on different paths through the network. When the client program on the destination computer
receives them, the TCP layer (Transport Layer) reassembles the individual segments and ensures they are correctly

ordered and error free as it streams them to an application.

TCP segment structure

Transmission Control Protocol accepts data from a data stream, segments it into chunks, and adds a TCP header
creating a TCP segment. The TCP segment is then encapsulated into an Internet Protocol (IP) datagram. A TCP

segment is "the packet of information that TCP uses to exchange data with its peers." 31

The term TCP packet, though sometimes informally used, is not in line with current terminology, where segment

refers to the TCP PDU, datagram[4] to the IP PDU and frame to the data link layer PDU:

Processes transmit data by calling on the TCP and passing buffers of data as arguments. The TCP
packages the data from these buffers into segments and calls on the internet module [e.g. IP] to transmit

each segment to the destination TCp.>!

A TCP segment consists of a segment header and a data section. The TCP header contains 10 mandatory fields, and

an optional extension field (Options, orange background in table).

The data section follows the header. Its contents are the payload data carried for the application. The length of the
data section is not specified in the TCP segment header. It can be calculated by subtracting the combined length of

the TCP header and the encapsulating IP header from the total IP datagram length (specified in the IP header).

TCP Header

Offsets | Octet 0 1 2 3

Octet | Bit (01|23 (4|5|6(7|8[9|10|11|12|13|14|15|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30

0 0 Source port Destination port
4 32 Sequence number

8 64 Acknowledgment number (if ACK set)

12 96 | Data offset |[Reserved| N|\C|E| U | A | P | R| S | F Window Size

000 |s|w| C|IR|C
RIE|G|K|H|T|N|N

16 128 Checksum Urgent pointer (if URG set)

20 160 Options (if Data Offset > 5, padded at the end with "0" bytes if necessary)

* Source port (16 bits) — identifies the sending port
* Destination port (16 bits) — identifies the receiving port

* Sequence number (32 bits) — has a dual role:
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e Ifthe SYN flag is set (1), then this is the initial sequence number. The sequence number of the actual first data
byte and the acknowledged number in the corresponding ACK are then this sequence number plus 1.
* Ifthe SYN flag is clear (0), then this is the accumulated sequence number of the first data byte of this packet

for the current session.

Acknowledgment number (32 bits) — if the ACK flag is set then the value of this field is the next sequence
number that the receiver is expecting. This acknowledges receipt of all prior bytes (if any). The first ACK sent by
each end acknowledges the other end's initial sequence number itself, but no data.

Data offset (4 bits) — specifies the size of the TCP header in 32-bit words. The minimum size header is 5 words
and the maximum is 15 words thus giving the minimum size of 20 bytes and maximum of 60 bytes, allowing for
up to 40 bytes of options in the header. This field gets its name from the fact that it is also the offset from the start
of the TCP segment to the actual data.

Reserved (3 bits) — for future use and should be set to zero

Flags (9 bits) (aka Control bits) — contains 9 1-bit flags

* NS (I bit) — ECN-nonce concealment protection (added to header by RFC 3540).

* CWR (Il bit) — Congestion Window Reduced (CWR) flag is set by the sending host to indicate that it received a
TCP segment with the ECE flag set and had responded in congestion control mechanism (added to header by
RFC 3168).

e ECE (1 bit)— ECN-Echo indicates

e Ifthe SYN flag is set (1), that the TCP peer is ECN capable.
o Ifthe SYN flag is clear (0), that a packet with Congestion Experienced flag in IP header set is received
during normal transmission (added to header by RFC 3168).

* URG (1 bit) —indicates that the Urgent pointer field is significant

* ACK (I bit) —indicates that the Acknowledgment field is significant. All packets after the initial SYN packet
sent by the client should have this flag set.

e PSH (Il bit) — Push function. Asks to push the buffered data to the receiving application.

e RST (1 bit) — Reset the connection

* SYN (1 bit) — Synchronize sequence numbers. Only the first packet sent from each end should have this flag
set. Some other flags change meaning based on this flag, and some are only valid for when it is set, and others
when it is clear.

e FIN (1 bit)— No more data from sender

Window size (16 bits) — the size of the receive window, which specifies the number of bytes (beyond the
sequence number in the acknowledgment field) that the sender of this segment is currently willing to receive (see
Flow control and Window Scaling)

Checksum (16 bits) — The 16-bit checksum field is used for error-checking of the header and data

Urgent pointer (16 bits) — if the URG flag is set, then this 16-bit field is an offset from the sequence number
indicating the last urgent data byte

Options (Variable 0—320 bits, divisible by 32) — The length of this field is determined by the data offset field.
Options have up to three fields: Option-Kind (1 byte), Option-Length (1 byte), Option-Data (variable). The
Option-Kind field indicates the type of option, and is the only field that is not optional. Depending on what kind
of option we are dealing with, the next two fields may be set: the Option-Length field indicates the total length of
the option, and the Option-Data field contains the value of the option, if applicable. For example, an Option-Kind
byte of 0x01 indicates that this is a No-Op option used only for padding, and does not have an Option-Length or
Option-Data byte following it. An Option-Kind byte of 0 is the End Of Options option, and is also only one byte.
An Option-Kind byte of 0x02 indicates that this is the Maximum Segment Size option, and will be followed by a
byte specifying the length of the MSS field (should be 0x04). Note that this length is the total length of the given
options field, including Option-Kind and Option-Length bytes. So while the MSS value is typically expressed in
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two bytes, the length of the field will be 4 bytes (+2 bytes of kind and length). In short, an MSS option field with
a value of 0x05B4 will show up as (0x02 0x04 0x05B4) in the TCP options section.
* Padding — The TCP header padding is used to ensure that the TCP header ends and data begins on a 32 bit

boundary. The padding is composed of zeros. %!

Some options may only be sent when SYN is set; they are indicated below as [SYN] Option-Kind and standard
lengths given as (Option-Kind,Option-Length).

* 0 (8 bits) — End of options list
1 (8 bits) — No operation (NOP, Padding) This may be used to align option fields on 32-bit boundaries for

better performance.
* 24,85 (32 bits) — Maximum segment size (see maximum segment size) [SYN]
¢ 3,3,5 (24 bits) — Window scale (see window scaling for details) [SYNIL7]
* 42 (16 bits) — Selective Acknowledgement permitted. [S¥N] (See selective acknowledgments for details)[S]
* 5,N,BBBB,EEEFE,... (variable bits, N is either 10, 18, 26, or 34)- Selective ACKnowledgement (SACK)[QJ
These first two bytes are followed by a list of 1—4 blocks being selectively acknowledged, specified as 32-bit
begin/end pointers.
* 8,10,TTTT,EEEE (80 bits)- Timestamp and echo of previous timestamp (see TCP timestamps for details)“o]
e 14,3,5 (24 bits) — TCP Alternate Checksum Request. (SYNI[11]

e 15,N,... (variable bits) — TCP Alternate Checksum Data.

(The remaining options are obsolete, experimental, not yet standardized, or unassigned)

Protocol operation

TCP protocol operations may be divided into three

phases. Connections must be properly established in a e g, F::"E”"H( -----
CLOSEY-
multi-step handshake process (connection o zer l L eren
establishment) before entering the data transfer phase. : o
After data transmission is completed, the connection o | Dmochmocus
ESTABLISHED (Step 3 of the 3-way-handshake)
termination closes established virtual circuits and cuoseien
SE/ I FINIACK

releases all allocated resources. o |

| Active CLOSE Passive CLOSE

[ '
A TCP connection is managed by an operating system § Comwrs 3 [ocome | [etosewar ]
through a programming interface that represents the ; '
local end-point for communications, the Internet e L e [esraec ]
socket. During the lifetime of a TCP connection the (60 ack t0 iart) [SERSEEI

1 : : 13]

ocal end-point undergoes a series of state changes: o ) ) [12]
A Simplified TCP State Diagram. See TCP EFSM diagram

LISTEN more detailed state diagram including the states inside the

ESTABLISHED state.

for a

(server) represents waiting for a connection

request from any remote TCP and port.
SYN-SENT

(client) represents waiting for a matching connection request after having sent a connection request.
SYN-RECEIVED

(server) represents waiting for a confirming connection request acknowledgment after having both received
and sent a connection request.
ESTABLISHED

(both server and client) represents an open connection, data received can be delivered to the user. The normal
state for the data transfer phase of the connection.
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FIN-WAIT-1

(both server and client) represents waiting for a connection termination request from the remote TCP, or an

acknowledgment of the connection termination request previously sent.
FIN-WAIT-2

(both server and client) represents waiting for a connection termination request from the remote TCP.
CLOSE-WAIT

(both server and client) represents waiting for a connection termination request from the local user.
CLOSING

(both server and client) represents waiting for a connection termination request acknowledgment from the
remote TCP.

LAST-ACK

(both server and client) represents waiting for an acknowledgment of the connection termination request

previously sent to the remote TCP (which includes an acknowledgment of its connection termination request).
TIME-WAIT

(either server or client) represents waiting for enough time to pass to be sure the remote TCP received the
acknowledgment of its connection termination request. [According to RFC 793 a connection can stay in

TIME-WAIT for a maximum of four minutes known as a MSL (maximum segment lifetime).]
CLOSED

(both server and client) represents no connection state at all.

Connection establishment

To establish a connection, TCP uses a three-way handshake. Before a client attempts to connect with a server, the
server must first bind to and listen at a port to open it up for connections: this is called a passive open. Once the
passive open is established, a client may initiate an active open. To establish a connection, the three-way (or 3-step)

handshake occurs:

1. SYN: The active open is performed by the client sending a SYN to the server. The client sets the segment's
sequence number to a random value A.

2. SYN-ACK: In response, the server replies with a SYN-ACK. The acknowledgment number is set to one more
than the received sequence number (A + 1), and the sequence number that the server chooses for the packet is
another random number, B.

3. ACK: Finally, the client sends an ACK back to the server. The sequence number is set to the received
acknowledgement value i.e. A + 1, and the acknowledgement number is set to one more than the received

sequence number i.e. B + 1.

At this point, both the client and server have received an acknowledgment of the connection. The steps 1, 2 establish
the connection parameter (sequence number) for one direction and it is acknowledged. The steps 2, 3 establish the
connection parameter (sequence number) for the other direction and it is acknowledged. With these, a full-duplex

communication is established.
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Connection termination

The connection termination phase uses a four-way

handshake, with each side of the connection |n|t|at0r ReCE“/er

terminating independently. When an endpoint wishes

] o ) ESTABLISHED ;
to stop its half of the connection, it transmits a FIN connection | i
packet, which the other end acknowledges with an .  ESTABLISHED
] . . active close F I N i connection
ACK. Therefore, a typical tear-down requires a pair FIN_WAIT 1 \
of FIN and ACK segments from each TCP endpoint. ' CLOSE_WAIT

passive close

K
After both FIN/ACK exchanges are concluded, the AC N LAST ACK
side which sent the first FIN before receiving one FIN_WALT 2 / a

waits for a timeout before finally closing the TIME_WAIT : ACK
connection, during which time the local port is \ CLOSED
unavailable for new connections; this prevents CLOSED

confusion due to delayed packets being delivered

during subsequent connections. Connection termination

A connection can be "half-open", in which case one
side has terminated its end, but the other has not. The side that has terminated can no longer send any data into the
connection, but the other side can. The terminating side should continue reading the data until the other side

terminates as well.

It is also possible to terminate the connection by a 3-way handshake, when host A sends a FIN and host B replies
with a FIN & ACK (merely combines 2 steps into one) and host A replies with an ACK." This is perhaps the most
common method.

It is possible for both hosts to send FINs simultaneously then both just have to ACK. This could possibly be

considered a 2-way handshake since the FIN/ACK sequence is done in parallel for both directions.

Some host TCP stacks may implement a half-duplex close sequence, as Linux or HP-UX do. If such a host actively
closes a connection but still has not read all the incoming data the stack already received from the link, this host
sends a RST instead of a FIN (Section 4.2.2.13 in RFC 1122 ")), This allows a TCP application to be sure the
remote application has read all the data the former sent—waiting the FIN from the remote side, when it actively
closes the connection. However, the remote TCP stack cannot distinguish between a Connection Aborting RST and
this Data Loss RST. Both cause the remote stack to throw away all the data it received, but that the application still
didn't read.

Some application protocols may violate the OSI model layers, using the TCP open/close handshaking for the

application protocol open/close handshaking — these may find the RST problem on active close. As an example:

s = connect (remote) ;
send (s, data);

close(s);

For a usual program flow like above, a TCP/IP stack like that described above does not guarantee that all the data

arrives to the other application.
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Resource usage

Most implementations allocate an entry in a table that maps a session to a running operating system process. Because
TCP packets do not include a session identifier, both endpoints identify the session using the client's address and
port. Whenever a packet is received, the TCP implementation must perform a lookup on this table to find the

destination process.

The number of sessions in the server side is limited only by memory and can grow as new connections arrive, but the
client must allocate a random port before sending the first SYN to the server. This port remains allocated during the
whole conversation, and effectively limits the number of outgoing connections from each of the client's IP addresses.
If an application fails to properly close unrequired connections, a client can run out of resources and become unable

to establish new TCP connections, even from other applications.

Both endpoints must also allocate space for unacknowledged packets and received (but unread) data.

Data transfer

There are a few key features that set TCP apart from User Datagram Protocol:

* Ordered data transfer — the destination host rearranges according to sequence number!?!

» Retransmission of lost packets — any cumulative stream not acknowledged is retransmitted'”’

« Error-free data transfer' %!

* Flow control — limits the rate a sender transfers data to guarantee reliable delivery. The receiver continually hints
the sender on how much data can be received (controlled by the sliding window). When the receiving host's
buffer fills, the next acknowledgment contains a 0 in the window size, to stop transfer and allow the data in the
buffer to be processed.[z]

* Congestion control 21

Reliable transmission

TCP uses a sequence number to identify each byte of data. The sequence number identifies the order of the bytes
sent from each computer so that the data can be reconstructed in order, regardless of any fragmentation, disordering,
or packet loss that may occur during transmission. For every payload byte transmitted, the sequence number must be
incremented. In the first two steps of the 3-way handshake, both computers exchange an initial sequence number
(ISN). This number can be arbitrary, and should in fact be unpredictable to defend against TCP Sequence Prediction
Attacks.

TCP primarily uses a cumulative acknowledgment scheme, where the receiver sends an acknowledgment signifying
that the receiver has received all data preceding the acknowledged sequence number. The sender sets the sequence
number field to the sequence number of the first payload byte in the segment's data field, and the receiver sends an
acknowledgment specifying the sequence number of the next byte they expect to receive. For example, if a sending
computer sends a packet containing four payload bytes with a sequence number field of 100, then the sequence
numbers of the four payload bytes are 100, 101, 102 and 103. When this packet arrives at the receiving computer, it
would send back an acknowledgment number of 104 since that is the sequence number of the next byte it expects to

receive in the next packet.

In addition to cumulative acknowledgments, TCP receivers can also send selective acknowledgments to provide

further information.

If the sender infers that data has been lost in the network, it retransmits the data.
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Error detection

Sequence numbers and acknowledgments cover discarding duplicate packets, retransmission of lost packets, and
ordered-data transfer. To assure correctness a checksum field is included (see TCP segment structure for details on

checksumming).

The TCP checksum is a weak check by modern standards. Data Link Layers with high bit error rates may require
additional link error correction/detection capabilities. The weak checksum is partially compensated for by the
common use of a CRC or better integrity check at layer 2, below both TCP and IP, such as is used in PPP or the
Ethernet frame. However, this does not mean that the 16-bit TCP checksum is redundant: remarkably, introduction
of errors in packets between CRC-protected hops is common, but the end-to-end 16-bit TCP checksum catches most

of these simple errors.' 7 This is the end-to-end principle at work.

Flow control

TCP uses an end-to-end flow control protocol to avoid having the sender send data too fast for the TCP receiver to
receive and process it reliably. Having a mechanism for flow control is essential in an environment where machines
of diverse network speeds communicate. For example, if a PC sends data to a smartphone that is slowly processing

received data, the smartphone must regulate the data flow so as not to be overwhelmed.!

TCP uses a sliding window flow control protocol. In each TCP segment, the receiver specifies in the receive window
field the amount of additionally received data (in bytes) that it is willing to buffer for the connection. The sending
host can send only up to that amount of data before it must wait for an acknowledgment and window update from the

receiving host.

When a receiver advertises a window size of 0, the

sender stops sending data and starts the persist timer.

Sequence numbers

The persist timer is used to protect TCP from a
(Circumference = 0 to 2”32 slots)

deadlock situation that could arise if a subsequent
window size update from the receiver is lost, and the
sender cannot send more data until receiving a new
window size update from the receiver. When the persist

Data received, acknowledged,

timer expires, the TCP sender attempts recovery by I e

Window
shifts
window. This is referred to as the silly window

syndrome, since it is inefficient to send only a few TCP sequence numbers and receive windows behave very much like
a clock. The receive window shifts each time the receiver receives

sending a small packet so that the receiver responds by
sending another acknowledgement containing the new

window size.

If a receiver is processing incoming data in small

Receiver's window
(Allocation buffer)
Up to 2716-1 slots

increments, it may repeatedly advertise a small receive

bytes of data in a TCP segment, given the relativel
y & & y and acknowledges a new segment of data. Once it runs out of

large overhead of the TCP header. TCP senders and sequence numbers, the sequence number loops back to 0.

receivers typically employ flow control logic to

specifically avoid repeatedly sending small segments. The sender-side silly window syndrome avoidance logic is

referred to as Nagle's algorithm.
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Congestion control

The final main aspect of TCP is congestion control. TCP uses a number of mechanisms to achieve high performance
and avoid congestion collapse, where network performance can fall by several orders of magnitude. These
mechanisms control the rate of data entering the network, keeping the data flow below a rate that would trigger

collapse. They also yield an approximately max-min fair allocation between flows.

Acknowledgments for data sent, or lack of acknowledgments, are used by senders to infer network conditions
between the TCP sender and receiver. Coupled with timers, TCP senders and receivers can alter the behavior of the

flow of data. This is more generally referred to as congestion control and/or network congestion avoidance.

Modern implementations of TCP contain four intertwined algorithms: Slow-start, congestion avoidance, fast
retransmit, and fast recovery (RFC 5681).

In addition, senders employ a retransmission timeout (RTO) that is based on the estimated round-trip time (or RTT)
between the sender and receiver, as well as the variance in this round trip time. The behavior of this timer is
specified in RFC 6298. There are subtleties in the estimation of RTT. For example, senders must be careful when
calculating RTT samples for retransmitted packets; typically they use Karn's Algorithm or TCP timestamps (see RFC
1323). These individual RTT samples are then averaged over time to create a Smoothed Round Trip Time (SRTT)
using Jacobson's algorithm. This SRTT value is what is finally used as the round-trip time estimate.

Enhancing TCP to reliably handle loss, minimize errors, manage congestion and go fast in very high-speed
environments are ongoing areas of research and standards development. As a result, there are a number of TCP

congestion avoidance algorithm variations.

Maximum segment size

The maximum segment size (MSS) is the largest amount of data, specified in bytes, that TCP is willing to receive in
a single segment. For best performance, the MSS should be set small enough to avoid IP fragmentation, which can
lead to packet loss and excessive retransmissions. To try to accomplish this, typically the MSS is announced by each
side using the MSS option when the TCP connection is established, in which case it is derived from the maximum
transmission unit (MTU) size of the data link layer of the networks to which the sender and receiver are directly
attached. Furthermore, TCP senders can use path MTU discovery to infer the minimum MTU along the network path
between the sender and receiver, and use this to dynamically adjust the MSS to avoid IP fragmentation within the

network.

MSS announcement is also often called "MSS negotiation". Strictly speaking, the MSS is not "negotiated" between
the originator and the receiver, because that would imply that both originator and receiver will negotiate and agree
upon a single, unified MSS that applies to all communication in both directions of the connection. In fact, two
completely independent values of MSS are permitted for the two directions of data flow in a TCP connection.!'®!
This situation may arise, for example, if one of the devices participating in a connection has an extremely limited
amount of memory reserved (perhaps even smaller than the overall discovered Path MTU) for processing incoming

TCP segments.

Selective acknowledgments

Relying purely on the cumulative acknowledgment scheme employed by the original TCP protocol can lead to
inefficiencies when packets are lost. For example, suppose 10,000 bytes are sent in 10 different TCP packets, and the
first packet is lost during transmission. In a pure cumulative acknowledgment protocol, the receiver cannot say that it
received bytes 1,000 to 9,999 successfully, but failed to receive the first packet, containing bytes 0 to 999. Thus the
sender may then have to resend all 10,000 bytes.

To solve this problem TCP employs the selective acknowledgment (SACK) option, defined in RFC 2018, which
allows the receiver to acknowledge discontinuous blocks of packets that were received correctly, in addition to the
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sequence number of the last contiguous byte received successively, as in the basic TCP acknowledgment. The
acknowledgement can specify a number of SACK blocks, where each SACK block is conveyed by the starting and
ending sequence numbers of a contiguous range that the receiver correctly received. In the example above, the
receiver would send SACK with sequence numbers 1000 and 9999. The sender thus retransmits only the first packet,
bytes 0 to 999.

An extension to the SACK option is the duplicate-SACK option, defined in RFC 2883. An out-of-order packet
delivery can often falsely indicate the TCP sender of lost packet and, in turn, the TCP sender retransmits the
suspected-to-be-lost packet and slow down the data delivery to prevent network congestion. The TCP sender undoes
the action of slow-down, that is a recovery of the original pace of data transmission, upon receiving a D-SACK that

indicates the retransmitted packet is duplicate.

The SACK option is not mandatory and it is used only if both parties support it. This is negotiated when connection
is established. SACK uses the optional part of the TCP header (see TCP segment structure for details). The use of
SACK is widespread — all popular TCP stacks support it. Selective acknowledgment is also used in Stream Control

Transmission Protocol (SCTP).

Window scaling

For more efficient use of high bandwidth networks, a larger TCP window size may be used. The TCP window size

field controls the flow of data and its value is limited to between 2 and 65,535 bytes.

Since the size field cannot be expanded, a scaling factor is used. The TCP window scale option, as defined in RFC
1323, is an option used to increase the maximum window size from 65,535 bytes to 1 gigabyte. Scaling up to larger

window sizes is a part of what is necessary for TCP Tuning.

The window scale option is used only during the TCP 3-way handshake. The window scale value represents the
number of bits to left-shift the 16-bit window size field. The window scale value can be set from O (no shift) to 14
for each direction independently. Both sides must send the option in their SYN segments to enable window scaling

in either direction.

Some routers and packet firewalls rewrite the window scaling factor during a transmission. This causes sending and
receiving sides to assume different TCP window sizes. The result is non-stable traffic that may be very slow. The

problem is visible on some sending and receiving sites behind the path of defective routers.!'”!

TCP timestamps

TCP timestamps, defined in RFC 1323, can help TCP determine in which order packets were sent. TCP timestamps
are not normally aligned to the system clock and start at some random value. Many operating systems will increment

the timestamp for every elapsed milisecond; however the RFC only states that the tics should be proportional.

There are two timestamp fields:

a 4-byte sender timestamp value (my timestamp)

a 4-byte echo reply timestamp value (the most recent timestamp received from you) .

TCP timestamps are used in an algorithm known as Protection Against Wrapped Sequence numbers, or PAWS (see
RFC 1323 for details). PAWS is used when the TCP window size exceeds the possible numbers of sequence
numbers (2232 or 4 billion/gig). In the case where a packet was potentially retransmitted it answers the question: "Is

this sequence number in the first 4 GB or the second?" And the timestamp is used to break the tie.

RFC 1323 incorrectly states in section 2.2 that the window scale must be limited to 214 to remain under 1 GB
(which is correct, but the sequence number limit is 4 GB); however a scale of 16 and a window size of 65535 would
be 65536 less than the 232 possible sequence numbers and thus an acceptable yet excessive value. Because of this

error many systems have limited the max scale to 2*14 to "follow the RFC".
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Also, the Fifel detection algorithm (RFC 3522) uses TCP timestamps to determine if retransmissions are occurring

because packets are lost or simply out of order.

Out of band data

One is able to interrupt or abort the queued stream instead of waiting for the stream to finish. This is done by
specifying the data as urgent. This tells the receiving program to process it immediately, along with the rest of the
urgent data. When finished, TCP informs the application and resumes back to the stream queue. An example is when
TCP is used for a remote login session, the user can send a keyboard sequence that interrupts or aborts the program
at the other end. These signals are most often needed when a program on the remote machine fails to operate

correctly. The signals must be sent without waiting for the program to finish its current transfer.!?!

TCP OOB data was not designed for the modern Internet. The urgent pointer only alters the processing on the
remote host and doesn't expedite any processing on the network itself. When it gets to the remote host there are two
slightly different interpretations of the protocol, which means only single bytes of OOB data are reliable. This is
assuming it is reliable at all as it is one of the least commonly used protocol elements and tends to be poorly

implemented. 201211

Forcing data delivery

Normally, TCP waits for 200 ms or for a full packet of data to send (Nagle's Algorithm = tries to group small
messages into a single packet). This creates minor, but potentially serious delays if repeated constantly during a file
transfer. For example a typical send block would be 4 KB, a typical MSS is 1460, so 2 packets go out on a 10 Mbit/s
ethernet taking ~1.2 ms each followed by a third carrying the remaining 1176 after a 197 ms pause because TCP is

waiting for a full buffer.

In the case of telnet, each user keystroke is echoed back by the server before the user can see it on the screen. This

delay would become very annoying.

Setting the socket option TCP_NODELAY overrides the default 200 ms send delay. Application programs use this

socket option to force output to be sent after writing a character or line of characters.

The RFC defines the PSH push bit as "a message to the receiving TCP stack to send this data immediately up to the
receiving application".m There is no way to indicate or control it in User space using Berkeley sockets and it is

controlled by Protocol stack only.[zz]

Vulnerabilities

TCP may be attacked in a variety of ways. The results of a thorough security assessment of TCP, along with possible

mitigations for the identified issues, was published in 2009,[23] and is currently being pursued within the IETF.?4

Denial of service

By using a spoofed IP address and repeatedly sending purposely assembled SYN packets, attackers can cause the
server to consume large amounts of resources keeping track of the bogus connections. This is known as a SYN flood
attack. Proposed solutions to this problem include SYN cookies and cryptographic puzzles. Sockstress is a similar
attack, that might be mitigated with system resource management.[zs] An advanced DoS attack involving the
exploitation of the TCP Persist Timer was analyzed at Phrack #66.12%!
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Connection hijacking

An attacker who is able to eavesdrop a TCP session and redirect packets can hijack a TCP connection. To do so, the
attacker learns the sequence number from the ongoing communication and forges a false segment that looks like the
next segment in the stream. Such a simple hijack can result in one packet being erroneously accepted at one end.
When the receiving host acknowledges the extra segment to the other side of the connection, synchronization is lost.
Hijacking might be combined with ARP or routing attacks that allow taking control of the packet flow, so as to get

permanent control of the hijacked TCP connection.!*”!

Impersonating a different IP address was not difficult prior to RFC 1948, when the initial sequence number was
easily guessable. That allowed an attacker to blindly send a sequence of packets that the receiver would believe to
come from a different IP address, without the need to deploy ARP or routing attacks: it is enough to ensure that the
legitimate host of the impersonated IP address is down, or bring it to that condition using denial of service attacks.

This is why the initial sequence number is now chosen at random.

TCP ports

TCP uses port numbers to identify sending and receiving application end-points on a host, or Internet sockets. Each
side of a TCP connection has an associated 16-bit unsigned port number (0-65535) reserved by the sending or
receiving application. Arriving TCP data packets are identified as belonging to a specific TCP connection by its
sockets, that is, the combination of source host address, source port, destination host address, and destination port.
This means that a server computer can provide several clients with several services simultaneously, as long as a

client takes care of initiating any simultaneous connections to one destination port from different source ports.

Port numbers are categorized into three basic categories: well-known, registered, and dynamic/private. The
well-known ports are assigned by the Internet Assigned Numbers Authority (IANA) and are typically used by
system-level or root processes. Well-known applications running as servers and passively listening for connections
typically use these ports. Some examples include: FTP (20 and 21), SSH (22), TELNET (23), SMTP (25), SSL (443)
and HTTP (80). Registered ports are typically used by end user applications as ephemeral source ports when
contacting servers, but they can also identify named services that have been registered by a third party.
Dynamic/private ports can also be used by end user applications, but are less commonly so. Dynamic/private ports

do not contain any meaning outside of any particular TCP connection.

Development

TCP is a complex protocol. However, while significant enhancements have been made and proposed over the years,
its most basic operation has not changed significantly since its first specification RFC 675 in 1974, and the v4
specification RFC 793, published in September 1981. RFC 1122, Host Requirements for Internet Hosts, clarified a
number of TCP protocol implementation requirements. RFC 2581, TCP Congestion Control, one of the most
important TCP-related RFCs in recent years, describes updated algorithms that avoid undue congestion. In 2001,
RFC 3168 was written to describe explicit congestion notification (ECN), a congestion avoidance signaling

mechanism.

The original TCP congestion avoidance algorithm was known as "TCP Tahoe", but many alternative algorithms have
since been proposed (including TCP Reno, TCP Vegas, FAST TCP, TCP New Reno, and TCP Hybla).

TCP Interactive (iTCP) (281 i5 a research effort into TCP extensions that allows applications to subscribe to TCP
events and register handler components that can launch applications for various purposes, including

application-assisted congestion control.

Multipath TCP (MPTCP) (2910301 ¢ o ongoing effort within the IETF that aims at allowing a TCP connection to use

multiple paths to maximise resource usage and increase redundancy. The redundancy offered by Multipath TCP in

[31]

the context of wireless networks enables statistical multiplexing of resources, and thus increases TCP throughput
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dramatically. Multipath TCP also brings performance benefits in datacenter environments.®? The reference

implementation[B] of Multipath TCP is being developed in the Linux kernel.*#!

TCP Cookie Transactions (TCPCT) is an extension proposed in December 2009 to secure servers against
denial-of-service attacks. Unlike SYN cookies, TCPCT does not conflict with other TCP extensions such as window
scaling. TCPCT was designed due to necessities of DNSSEC, where servers have to handle large numbers of
short-lived TCP connections.

tcperypt is an extension proposed in July 2010 to provide transport-level encryption directly in TCP itself. It is
designed to work transparently and not require any configuration. Unlike TLS (SSL), tcperypt itself does not provide
authentication, but provides simple primitives down to the application to do that. As of 2010, the first tcpcrypt IETF
draft has been published and implementations exist for several major platforms.

TCP Fast Open is an extension to speed up the opening of successive TCP connections between two endpoints. It
works by skipping the three-way handshake using a cryptographic "cookie". It is similar to an earlier proposal called
T/TCP, which was not widely adopted due to security issues.*> As of July 2012, it is an IETF Internet draft.[%%!

TCP over wireless networks

TCP has been optimized for wired networks. Any packet loss is considered to be the result of network congestion
and the congestion window size is reduced dramatically as a precaution. However, wireless links are known to
experience sporadic and usually temporary losses due to fading, shadowing, hand off, and other radio effects, that
cannot be considered congestion. After the (erroneous) back-off of the congestion window size, due to wireless
packet loss, there can be a congestion avoidance phase with a conservative decrease in window size. This causes the
radio link to be underutilized. Extensive research has been done on the subject of how to combat these harmful
effects. Suggested solutions can be categorized as end-to-end solutions (which require modifications at the client or
server),[37] link layer solutions (such as RLP in cellular networks), or proxy based solutions (which require some

changes in the network without modifying end nodes).[37][38]

A number of alternative congestion control algorithms have been proposed to help solve the wireless problem, such

as Vegas, Westwood, Veno and Santa Cruz.

Hardware implementations

One way to overcome the processing power requirements of TCP is to build hardware implementations of it, widely
known as TCP Offload Engines (TOE). The main problem of TOE:s is that they are hard to integrate into computing
systems, requiring extensive changes in the operating system of the computer or device. One company to develop

such a device was Alacritech.

Debugging

A packet sniffer, which intercepts TCP traffic on a network link, can be useful in debugging networks, network
stacks and applications that use TCP by showing the user what packets are passing through a link. Some networking
stacks support the SO_DEBUG socket option, which can be enabled on the socket using setsockopt. That option
dumps all the packets, TCP states, and events on that socket, which is helpful in debugging. Netstat is another utility
that can be used for debugging.



http://en.wikipedia.org/w/index.php?title=TCP_Cookie_Transactions
http://en.wikipedia.org/w/index.php?title=SYN_cookies
http://en.wikipedia.org/w/index.php?title=Window_scaling
http://en.wikipedia.org/w/index.php?title=Window_scaling
http://en.wikipedia.org/w/index.php?title=DNSSEC
http://en.wikipedia.org/w/index.php?title=Tcpcrypt
http://en.wikipedia.org/w/index.php?title=Transport_Layer_Security
http://en.wikipedia.org/w/index.php?title=IETF
http://en.wikipedia.org/w/index.php?title=TCP_Fast_Open
http://en.wikipedia.org/w/index.php?title=T/TCP
http://en.wikipedia.org/w/index.php?title=Packet_loss
http://en.wikipedia.org/w/index.php?title=Network_congestion
http://en.wikipedia.org/w/index.php?title=Radio_Link_Protocol
http://en.wikipedia.org/w/index.php?title=TCP_Vegas
http://en.wikipedia.org/w/index.php?title=TCP_Westwood
http://en.wikipedia.org/w/index.php?title=TCP_Offload_Engine
http://en.wikipedia.org/w/index.php?title=Alacritech
http://en.wikipedia.org/w/index.php?title=Packet_sniffer
http://en.wikipedia.org/w/index.php?title=Netstat

Transmission Control Protocol

55

Alternatives

For many applications TCP is not appropriate. One problem (at least with normal implementations) is that the
application cannot access the packets coming after a lost packet until the retransmitted copy of the lost packet is
received. This causes problems for real-time applications such as streaming media, real-time multiplayer games and
voice over IP (VoIP) where it is generally more useful to get most of the data in a timely fashion than it is to get all

of the data in order.

For both historical and performance reasons, most storage area networks (SANs) prefer to use Fibre Channel
protocol (FCP) instead of TCP/IP.

Also, for embedded systems, network booting, and servers that serve simple requests from huge numbers of clients
(e.g. DNS servers) the complexity of TCP can be a problem. Finally, some tricks such as transmitting data between
two hosts that are both behind NAT (using STUN or similar systems) are far simpler without a relatively complex

protocol like TCP in the way.

Generally, where TCP is unsuitable, the User Datagram Protocol (UDP) is used. This provides the application
multiplexing and checksums that TCP does, but does not handle streams or retransmission, giving the application
developer the ability to code them in a way suitable for the situation, or to replace them with other methods like

forward error correction or interpolation.

SCTP is another IP protocol that provides reliable stream oriented services similar to TCP. It is newer and
considerably more complex than TCP, and has not yet seen widespread deployment. However, it is especially

designed to be used in situations where reliability and near-real-time considerations are important.

Venturi Transport Protocol (VTP) is a patented proprietary protocol that is designed to replace TCP transparently to
overcome perceived inefficiencies related to wireless data transport.

TCP also has issues in high bandwidth environments. The TCP congestion avoidance algorithm works very well for
ad-hoc environments where the data sender is not known in advance, but if the environment is predictable, a timing

based protocol such as Asynchronous Transfer Mode (ATM) can avoid TCP's retransmits overhead.

Multipurpose Transaction Protocol (MTP/IP) is patented proprietary software that is designed to adaptively achieve
high throughput and transaction performance in a wide variety of network conditions, particularly those where TCP

is perceived to be inefficient.

Checksum computation

TCP checksum for IPv4
When TCP runs over IPv4, the method used to compute the checksum is defined in RFC 793:

The checksum field is the 16 bit one's complement of the one's complement sum of all 16-bit words in the
header and text. If a segment contains an odd number of header and text octets to be checksummed, the
last octet is padded on the right with zeros to form a 16-bit word for checksum purposes. The pad is not
transmitted as part of the segment. While computing the checksum, the checksum field itself is replaced

with zeros.

In other words, after appropriate padding, all 16-bit words are added using one's complement arithmetic. The sum is
then bitwise complemented and inserted as the checksum field. A pseudo-header that mimics the IPv4 packet header

used in the checksum computation is shown in the table below.
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TCP pseudo-header for checksum computation (IPv4)

Bit offset 0-3 4-7 8-15 16-31
0 Source address

32 Destination address
64 Zeros Protocol | TCP length
96 Source port Destination port
128 Sequence number
160 Acknowledgement number
192 Data offset | Reserved | Flags Window
224 Checksum Urgent pointer
256 Options (optional)

256/288+ Data

The source and destination addresses are those of the IPv4 header. The protocol value is 6 for TCP (cf. List of IP
protocol numbers). The TCP length field is the length of the TCP header and data.

TCP checksum for IPv6
When TCP runs over IPv6, the method used to compute the checksum is changed, as per RFC 2460:

Any transport or other upper-layer protocol that includes the addresses from the IP header in its checksum
computation must be modified for use over IPv6, to include the 128-bit IPv6 addresses instead of 32-bit IPv4

addresses.

A pseudo-header that mimics the IPv6 header for computation of the checksum is shown below.

TCP pseudo-header for checksum computation (IPv6)

Bit offset 0-7 8-15|16-23 24-31
0 Source address
32
64
96
128 Destination address
160
192
224
256 TCP length
288 Zeros Next header
320 Source port Destination port
352 Sequence number
384 Acknowledgement number
416 Data offset | Reserved | Flags Window
448 Checksum Urgent pointer



http://en.wikipedia.org/w/index.php?title=List_of_IP_protocol_numbers
http://en.wikipedia.org/w/index.php?title=List_of_IP_protocol_numbers
http://en.wikipedia.org/w/index.php?title=IPv6

Transmission Control Protocol

57

480 Options (optional)

480/512+ Data

* Source address — the one in the IPv6 header

* Destination address — the final destination; if the IPv6 packet doesn't contain a Routing header, TCP uses the
destination address in the IPv6 header, otherwise, at the originating node, it uses the address in the last element of
the Routing header, and, at the receiving node, it uses the destination address in the IPv6 header.

e TCP length — the length of the TCP header and data

* Next Header — the protocol value for TCP

Checksum offload

Many TCP/IP software stack implementations provide options to use hardware assistance to automatically compute
the checksum in the network adapter prior to transmission onto the network or upon reception from the network for
validation. This may relieve the OS from using precious CPU cycles calculating the checksum. Hence, overall

network performance is increased.

This feature may cause packet analyzers detecting outbound network traffic upstream of the network adapter and

unaware or uncertain about the use of checksum offload to report invalid checksum in outbound packets.
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* TANA Port Assignments (http://www.iana.org/assignments/port-numbers)

* John Kristoff's Overview of TCP (Fundamental concepts behind TCP and how it is used to transport data between
two endpoints) (http://condor.depaul.edu/~jkristof/technotes/tcp.html)

e TCP fast retransmit simulation animated: slow start, sliding window, duplicated Ack, congestion window (http://
www.visualland.net/tcp_histrory.php?simu=tcp_fast_retransmit&protocol=TCPé&title=4.Fast transmit&
ctype=1)

e TCP, Transmission Control Protocol (http://www.networksorcery.com/enp/protocol/tcp.htm)

* Checksum example (http://mathforum.org/library/drmath/view/54379.html)

* Engineer Francesco Buffa's page about Transmission Control Protocol (http://www.
ilmondodelletelecomunicazioni.it/english/telematics/protocols.html)

e TCP tutorial (http://www.ssfnet.org/Exchange/tcp/tcpTutorialNotes.html)

* Linktionary on TCP segments (http://www .linktionary.com/s/segment_tcp.html)

* TCP Sliding Window simulation animated (ns2) (http://www.visualland.net/tcp_histrory.
php?simu=tcp_swnd&protocol=TCP&title=2.Sliding Window&ctype=1)

e Multipath TCP in Linux kernel (http://inl.info.ucl.ac.be/mptcp)

User Datagram Protocol

The User Datagram Protocol (UDP) is one of the core members of the Internet protocol suite, the set of network
protocols used for the Internet. With UDP, computer applications can send messages, in this case referred to as
datagrams, to other hosts on an Internet Protocol (IP) network without requiring prior communications to set up
special transmission channels or data paths. The protocol was designed by David P. Reed in 1980 and formally
defined in RFC 768.

UDP uses a simple transmission model with a minimum of protocol mechanism.! It has no handshaking dialogues,
and thus exposes any unreliability of the underlying network protocol to the user's program. As this is normally IP
over unreliable media, there is no guarantee of delivery, ordering or duplicate protection. UDP provides checksums

for data integrity, and port numbers for addressing different functions at the source and destination of the datagram.

UDP is suitable for purposes where error checking and correction is either not necessary or performed in the
application, avoiding the overhead of such processing at the network interface level. Time-sensitive applications
often use UDP because dropping packets is preferable to waiting for delayed packets, which may not be an option in
a real-time system.m If error correction facilities are needed at the network interface level, an application may use
the Transmission Control Protocol (TCP) or Stream Control Transmission Protocol (SCTP) which are designed for
this purpose.

A number of UDP's attributes make it especially suited for certain applications.

» Itis transaction-oriented, suitable for simple query-response protocols such as the Domain Name System or the
Network Time Protocol.

» It provides datagrams, suitable for modeling other protocols such as in IP tunneling or Remote Procedure Call
and the Network File System.

» It is simple, suitable for bootstrapping or other purposes without a full protocol stack, such as the DHCP and
Trivial File Transfer Protocol.

» It is stateless, suitable for very large numbers of clients, such as in streaming media applications for example
IPTV

* The lack of retransmission delays makes it suitable for real-time applications such as Voice over IP, online
games, and many protocols built on top of the Real Time Streaming Protocol.

¢ Works well in unidirectional communication, suitable for broadcast information such as in many kinds of service

discovery and shared information such as broadcast time or Routing Information Protocol
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Service ports

UDP applications use datagram sockets to establish host-to-host communications. An application binds a socket to
its endpoint of data transmission, which is a combination of an IP address and a service port. A port is a software
structure that is identified by the port number, a 16 bit integer value, allowing for port numbers between 0 and
65535. Port 0 is reserved, but is a permissible source port value if the sending process does not expect messages in

response.

The Internet Assigned Numbers Authority has divided port numbers into three ranges.m Port numbers 0 through
1023 are used for common, well-known services. On Unix-like operating systems, using one of these ports requires
superuser operating permission. Port numbers 1024 through 49151 are the registered ports used for [ANA-registered
services. Ports 49152 through 65535 are dynamic ports that are not officially designated for any specific service, and
can be used for any purpose. They are also used as ephemeral ports, from which software running on the host may
randomly choose a port in order to define itself.*! In effect, they are used as temporary ports primarily by clients

when communicating with servers.

Packet structure
UDP is a minimal message-oriented Transport Layer protocol that is documented in IETF RFC 768.

UDP provides no guarantees to the upper layer protocol for message delivery and the UDP protocol layer retains no

state of UDP messages once sent. For this reason, UDP is sometimes referred to as Unreliable Datagram Protocol.!!

UDP provides application multiplexing (via port numbers) and integrity verification (via checksum) of the header

and payload.m If transmission reliability is desired, it must be implemented in the user's application.

Offset (bits) Field
0 Source Port Number
16 Destination Port Number
32 Length
48 Checksum
64+ Data
I

The UDP header consists of 4 fields, each of which is 2 bytes (16 bits).[z] The use of two of those is optional in IPv4

(pink background in table). In IPv6 only the source port is optional (see below).
Source port number

This field identifies the sender's port when meaningful and should be assumed to be the port to reply to if
needed. If not used, then it should be zero. If the source host is the client, the port number is likely to be an
ephemeral port number. If the source host is the server, the port number is likely to be a well-known port

number. (3]

Destination port number

This field identifies the receiver's port and is required. Similar to source port number, if the client is the
destination host then the port number will likely be an ephemeral port number and if the destination host is the

server then the port number will likely be a well-known port number.*!

Length

A field that specifies the length in bytes of the entire datagram: header and data. The minimum length is 8
bytes since that's the length of the header. The field size sets a theoretical limit of 65,535 bytes (8 byte header
+ 65,527 bytes of data) for a UDP datagram. The practical limit for the data length which is imposed by the
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underlying IPv4 protocol is 65,507 bytes (65,535 — 8 byte UDP header — 20 byte IP header).m

In IPv6 Jumbograms it is possible to have UDP packets of size greater than 65,535 bytes.[6] This allows for a
maximum length value of 4,294,967,295 bytes (2732 - 1) with 8 bytes representing the header and
4,294,967,287 bytes for data.

Checksum

The checksum field is used for error-checking of the header and data. If no checksum is generated by the

transmitter, the field uses the value all—zeros.m This field is not optional for IPV6.[8]

Checksum computation
The method used to compute the checksum is defined in RFC 768:

Checksum is the 16-bit one's complement of the one's complement sum of a pseudo header of information from
the IP header, the UDP header, and the data, padded with zero octets at the end (if necessary) to make a

multiple of two octets. (7

In other words, all 16-bit words are summed using one's complement arithmetic. The sum is then one's

complemented to yield the value of the UDP checksum field.
If the checksum calculation results in the value zero (all 16 bits 0) it should be sent as the one's complement (all 1s).

The difference between IPv4 and IPv6 is in the data used to compute the checksum.

Pseudo-Headers

IPv4 Pseudo Header

When UDP runs over IPv4, the checksum is computed using a "pseudo header"®!

that contains some of the same
information from the real IPv4 header. The pseudo header is not the real IPv4 header used to send an IP packet, it

used only for the checksum calculation.

bits |0—-7 | 8—15 |16—-23|24-31

0 Source address

32 Destination address

64 | Zeros | Protocol UDP length

96 Source Port Destination Port
128 Length Checksum
160+ Data

The source and destination addresses are those in the IPv4 header. The protocol is that for UDP (see List of IP
protocol numbers): 17 (0x11). The UDP length field is the length of the UDP header and data.

UDP checksum computation is optional for IPv4. If a checksum is not used it should be set to the value zero.
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IPv6 Pseudo Header

When UDP runs over IPv6, the checksum is mandatory. The method used to compute it is changed as documented in
RFC 2460:

Any transport or other upper-layer protocol that includes the addresses from the IP header in its checksum

computation must be modified for use over IPv6 to include the 128-bit IPv6 addresses.!

When computing the checksum, again a pseudo header is used that mimics the real IPv6 header:

bits |0-7|8-15|16—-23| 24-31

0 Source address

32

64

96

128 Destination address

160

192

224

256 UDP length

288 Zeros Next Header

320 | Source Port Destination Port

352 Length Checksum

384+ Data

The source address is the one in the IPv6 header. The destination address is the final destination; if the IPv6 packet
does not contain a Routing header, that will be the destination address in the IPv6 header; otherwise, at the
originating node, it will be the address in the last element of the Routing header, and, at the receiving node, it will be
the destination address in the IPv6 header. The value of the Next Header field is the protocol value for UDP: 17. The
UDP length field is the length of the UDP header and data.

Reliability and congestion control solutions

Lacking reliability, UDP applications must generally be willing to accept some loss, errors or duplication. Some

applications such as TFTP may add rudimentary reliability mechanisms into the application layer as needed.”!

Most often, UDP applications do not employ reliability mechanisms and may even be hindered by them. Streaming
media, real-time multiplayer games and voice over IP (VoIP) are examples of applications that often use UDP. In
these particular applications, loss of packets is not usually a fatal problem. If an application requires a high degree of

reliability, a protocol such as the Transmission Control Protocol may be used instead.

Potentially more seriously, unlike TCP, UDP-based applications don't necessarily have good congestion avoidance
and control mechanisms. Congestion insensitive UDP applications that consume a large fraction of available
bandwidth could endanger the stability of the internet, as they frequently give a bandwidth load that is inelastic.
Network-based mechanisms have been proposed to minimize potential congestion collapse effects of uncontrolled,
high rate UDP traffic loads. Network-based elements such as routers using packet queuing and dropping techniques
are often the only tool available to slow down excessive UDP traffic. The Datagram Congestion Control Protocol
(DCCP) is being designed as a partial solution to this potential problem by adding end host TCP-friendly congestion
control behavior to high-rate UDP streams such as streaming media.
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Applications

Numerous key Internet applications use UDP, including: the Domain Name System (DNS), where queries must be
fast and only consist of a single request followed by a single reply packet, the Simple Network Management Protocol
(SNMP), the Routing Information Protocol (RIP)[Z] and the Dynamic Host Configuration Protocol (DHCP).

Voice and video traffic is generally transmitted using UDP. Real-time video and audio streaming protocols are
designed to handle occasional lost packets, so only slight degradation in quality occurs, rather than large delays if
lost packets were retransmitted. Because both TCP and UDP run over the same network, many businesses are
finding that a recent increase in UDP traffic from these real-time applications is hindering the performance of
applications using TCP, such as point of sale, accounting, and database systems. When TCP detects packet loss, it
will throttle back its data rate usage. Since both real-time and business applications are important to businesses,

developing quality of service solutions is seen as crucial by some.1!

Comparison of UDP and TCP

Transmission Control Protocol is a connection-oriented protocol, which means that it requires handshaking to set up
end-to-end communications. Once a connection is set up user data may be sent bi-directionally over the connection.

* Reliable — TCP manages message acknowledgment, retransmission and timeout. Multiple attempts to deliver the
message are made. If it gets lost along the way, the server will re-request the lost part. In TCP, there's either no
missing data, or, in case of multiple timeouts, the connection is dropped.

* Ordered — if two messages are sent over a connection in sequence, the first message will reach the receiving
application first. When data segments arrive in the wrong order, TCP buffers the out-of-order data until all data
can be properly re-ordered and delivered to the application.

* Heavyweight — TCP requires three packets to set up a socket connection, before any user data can be sent. TCP
handles reliability and congestion control.

» Streaming — Data is read as a byte stream, no distinguishing indications are transmitted to signal message
(segment) boundaries.

UDP is a simpler message-based connectionless protocol. Connectionless protocols do not set up a dedicated
end-to-end connection. Communication is achieved by transmitting information in one direction from source to
destination without verifying the readiness or state of the receiver. However, one primary benefit of UDP over TCP
is the application to voice over internet protocol (VoIP) where any handshaking would hinder clear voice
communication. It is assumed in VoIP UDP that the end users provide any necessary real time confirmation that the
message has been received.

* Unreliable — When a message is sent, it cannot be known if it will reach its destination; it could get lost along the
way. There is no concept of acknowledgment, retransmission, or timeout.

* Not ordered — If two messages are sent to the same recipient, the order in which they arrive cannot be predicted.

» Lightweight — There is no ordering of messages, no tracking connections, etc. It is a small transport layer
designed on top of IP.

* Datagrams — Packets are sent individually and are checked for integrity only if they arrive. Packets have definite
boundaries which are honored upon receipt, meaning a read operation at the receiver socket will yield an entire
message as it was originally sent.

* No congestion control — UDP itself does not avoid congestion, and it's possible for high bandwidth applications to

trigger congestion collapse, unless they implement congestion control measures at the application level.
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Internet Control Message Protocol

The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Protocol Suite. It is
chiefly used by the operating systems of networked computers to send error messages indicating, for example, that a
requested service is not available or that a host or router could not be reached. ICMP can also be used to relay query

messages.[l] It is assigned protocol number 1.2

1cMPY! differs from transport protocols such as TCP and UDP in that it is not typically used to exchange data
between systems, nor is it regularly employed by end-user network applications (with the exception of some

diagnostic tools like ping and traceroute).

ICMP for Internet Protocol version 4 (IPv4) is also known as ICMPv4. IPv6 has a similar protocol, ICMPv6.

Technical details

The Internet Control Message Protocol is part of the Internet Protocol Suite, as defined in RFC 792. ICMP messages
are typically used for diagnostic or control purposes or generated in response to errors in IP operations (as specified

in RFC 1122). ICMP errors are directed to the source IP address of the originating packet.[l]

For example, every device (such as an intermediate router) forwarding an IP datagram first decrements the time to
live (TTL) field in the IP header by one. If the resulting TTL is 0, the packet is discarded and an ICMP Time To Live
exceeded in transit message is sent to the datagram's source address.

Although ICMP messages are contained within standard IP datagrams, ICMP messages are usually processed as a
special case, distinguished from normal IP processing, rather than processed as a normal sub-protocol of IP. In many
cases, it is necessary to inspect the contents of the ICMP message and deliver the appropriate error message to the

application that generated the original IP packet, the one that prompted the sending of the ICMP message.

Many commonly used network utilities are based on ICMP messages. The tracert (traceroute), Pathping commands
are implemented by transmitting UDP datagrams with specially set IP TTL header fields, and looking for ICMP
Time to live exceeded in transit (above) and "Destination unreachable" messages generated in response. The related

ping utility is implemented using the ICMP "Echo request" and "Echo reply" messages.

ICMP segment structure

Header

The ICMP header starts after the IPv4 header. All ICMP packets will have an 8-byte header and variable-sized data
section. The first 4 bytes of the header will be consistent. The first byte is for the ICMP type. The second byte is for
the ICMP code. The third and fourth bytes are a checksum of the entire ICMP message. The contents of the
remaining 4 bytes of the header will vary based on the ICMP type and code.!!!

ICMP error messages contain a data section that includes the entire IP header plus the first 8 bytes of data from the

IP datagram that caused the error message. The ICMP datagram is then encapsulated in a new IP datagram.[l]
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Bits | 0-7 | 8-15 | 16-23 | 24-31

0 Type | Code | Checksum

32 Rest of Header

* Type — ICMP type as specified below.

* Code — Subtype to the given type.

¢ Checksum — Error checking data. Calculated from the ICMP header+data, with value O for this field. The
checksum algorithm is specified in RFC 1071 41,

* Rest of Header — Four byte field. Will vary based on the ICMP type and code.

List of permitted control messages (incomplete list)

Type Code Description
0 — Echo Reply[s] 0 Echo reply (used to ping)
1 and 2 Reserved
3 _ Destination Unreachable[6] 0 Destination network unreachable
1 Destination host unreachable
2 Destination protocol unreachable
3 Destination port unreachable
4 Fragmentation required, and DF flag set
5 Source route failed
6 Destination network unknown
7 Destination host unknown
8 Source host isolated
9 Network administratively prohibited

10 Host administratively prohibited

11 Network unreachable for TOS

12 Host unreachable for TOS

13 Communication administratively prohibited

14 Host Precedence Violation

15 Precedence cutoff in effect
4 — Source Quench 0 Source quench (congestion control)
5 — Redirect Message 0 Redirect Datagram for the Network
1 Redirect Datagram for the Host

2 Redirect Datagram for the TOS & network

3 Redirect Datagram for the TOS & host

6 Alternate Host Address

7 Reserved

8 — Echo Request 0 Echo request (used to ping)
9 — Router Advertisement 0 Router Advertisement

10 — Router Solicitation 0 Router discovery/selection/solicitation
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11 = Time Exceeded[ﬂ 0 TTL expired in transit
1 Fragment reassembly time exceeded
12 — Parameter Problem: Bad IP header | 0 Pointer indicates the error
1 Missing a required option
2 Bad length
13 — Timestamp 0 Timestamp
14 — Timestamp Reply 0 Timestamp reply
15 — Information Request 0 Information Request
16 — Information Reply 0 Information Reply
17 — Address Mask Request 0 Address Mask Request
18 — Address Mask Reply 0 Address Mask Reply
19 Reserved for security
20 through 29 Reserved for robustness experiment
30 — Traceroute 0 Information Request
31 Datagram Conversion Error
32 Mobile Host Redirect
33 ‘Where-Are-You (originally meant for IPv6)
34 Here-I-Am (originally meant for IPv6)
35 Mobile Registration Request
36 Mobile Registration Reply
37 Domain Name Request
38 Domain Name Reply
39 SKIP Algorithm Discovery Protocol, Simple Key-Management for Internet Protocol
40 Photuris, Security failures
41 ICMP for experimental mobility protocols such as Seamoby [RFC4065]
42 through 255 Reserved

(Sources: IANA ICMP Parameters (8] [9] and Computer Networking — A Top-Down Approach by Kurose and Ross)
1
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Hypertext Transfer Protocol

The Hypertext Transfer Protocol (HTTP) is an application protocol for distributed, collaborative, hypermedia
information systems.[l] HTTP is the foundation of data communication for the World Wide Web.

Hypertext is a multi-linear set of objects, building a network by using logical links (the so-called hyperlinks)

between the nodes (e.g. text or words). HTTP is the protocol to exchange or transfer hypertext.

The standards development of HTTP was coordinated by the Internet Engineering Task Force (IETF) and the World
Wide Web Consortium (W3C), culminating in the publication of a series of Requests for Comments (RFCs), most
notably RFC 2616 (June 1999), which defines HTTP/1.1, the version of HTTP in common use.

Technical overview

HTTP functions as a request-response protocol in the client-server
computing model. A web browser, for example, may be the client and
an application running on a computer hosting a web site may be the
server. The client submits an HTTP request message to the server. The
server, which provides resources such as HTML files and other
content, or performs other functions on behalf of the client, returns a
response message to the client. The response contains completion

status information about the request and may also contain requested

content in its message body.

A web browser is an example of a user agent (UA). Other types of user ~ Image of the networking protocol HTTP and the
. . . . WWW letters.

agent include the indexing software used by search providers (web eHen

crawlers), voice browsers, mobile apps and other software that

accesses, consumes or displays web content.

HTTP is designed to permit intermediate network elements to improve or enable communications between clients
and servers. High-traffic websites often benefit from web cache servers that deliver content on behalf of upstream
servers to improve response time. Web browsers cache previously accessed web resources and reuse them when
possible to reduce network traffic. HTTP proxy servers at private network boundaries can facilitate communication

for clients without a globally routable address, by relaying messages with external servers.

HTTP is an application layer protocol designed within the framework of the Internet Protocol Suite. Its definition

1,[2] and Transmission Control Protocol (TCP)

presumes an underlying and reliable transport layer protoco
predominates for this purpose. However HTTP can use unreliable protocols such as the User Datagram Protocol

(UDP), for example in Simple Service Discovery Protocol (SSDP).
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HTTP resources are identified and located on the network by Uniform Resource Identifiers (URIs)—or, more
specifically, Uniform Resource Locators (URLs)—using the http or https URI schemes. URIs and hyperlinks
in Hypertext Markup Language (HTML) documents form webs of inter-linked hypertext documents. On the Internet
the World Wide Web was established in 1990 by English computer scientist and innovator Tim Berners-Lee.

HTTP/1.1 is a revision of the original HTTP (HTTP/1.0). In HTTP/1.0 a separate connection to the same server is
made for every resource request. HTTP/1.1 can reuse a connection multiple times to download images, scripts,
stylesheets et cetera after the page has been delivered. HTTP/1.1 communications therefore experience less latency

as the establishment of TCP connections presents considerable overhead.

History

The term HyperText was coined by Ted Nelson who in turn was
inspired by Vannevar Bush's microfilm-based "memex". Tim
Berners-Lee first proposed the "WorldWideWeb" project — now
known as the World Wide Web. Berners-Lee and his team are
credited with inventing the original HTTP along with HTML and the
associated technology for a web server and a text-based web

browser. The first version of the protocol had only one method,

namely GET, which would request a page from a server.”! The

response from the server was always an HTML page.[4] Tim Berners-Lee

The first documented version of HTTP was HTTP V0.9 ! (1991).

Dave Raggett led the HTTP Working Group (HTTP WG) in 1995 and wanted to expand the protocol with extended
operations, extended negotiation, richer meta-information, tied with a security protocol which became more efficient
by adding additional methods and header fields.!®!l”! RFC 1945 officially introduced and recognized HTTP V1.0 in
1996.

The HTTP WG planned to publish new standards in December 1995 and the support for pre-standard HTTP/1.1
based on the then developing RFC 2068 (called HTTP-NG) was rapidly adopted by the major browser developers in
early 1996. By March 1996, pre-standard HTTP/1.1 was supported in Arena,[g] Netscape 2.0,[9] Netscape Navigator
Gold 2.01,[9] Mosaic 2.7, Lynx 2.5, and in Internet Explorer 2.0. End-user adoption of the new browsers was rapid.
In March 1996, one web hosting company reported that over 40% of browsers in use on the Internet were HTTP 1.1
compliant. That same web hosting company reported that by June 1996, 65% of all browsers accessing their servers
were HTTP/1.1 Compliant.[lo] The HTTP/1.1 standard as defined in RFC 2068 was officially released in January
1997. Improvements and updates to the HTTP/1.1 standard were released under RFC 2616 in June 1999.

HTTP session

An HTTP session is a sequence of network request-response transactions. An HTTP client initiates a request by
establishing a Transmission Control Protocol (TCP) connection to a particular port on a server (typically port 80; see
List of TCP and UDP port numbers). An HTTP server listening on that port waits for a client's request message.
Upon receiving the request, the server sends back a status line, such as "HTTP/1.1 200 OK", and a message of its
own. The body of this message is typically the requested resource, although an error message or other information
may also be returned.!!!
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Request methods

HTTP defines methods (sometimes referred to as "verbs") to indicate

the desired action to be performed on the identified resource. What
this resource represents, whether pre-existing data or data that is
generated dynamically, depends on the implementation of the server.
Often, the resource corresponds to a file or the output of an executable

residing on the server.

The HTTP/1.0 specificationt! %" 8 defined the GET, POST and
HEAD methods and the HTTP/1.1 specification!! " ® added 5 new
methods: OPTIONS, PUT, DELETE, TRACE and CONNECT. By

An HTTP request made using telnet. The request,
being specified in these documents their semantics is known and can response headers and response body are

be depended upon. Any client can use any method that they want and highlighted.

the server can choose to support any method it wants. If a method is

unknown to an intermediate it will be treated as an un-safe and non-idempotent method. There is no limit to the
number of methods that can be defined and this allows for future methods to be specified without breaking existing
infrastructure. For example WebDAYV defined 7 new methods and RFC5789 specified the PATCH method.

HEAD

Asks for the response identical to the one that would correspond to a GET request, but without the response
body. This is useful for retrieving meta-information written in response headers, without having to transport
the entire content.

GET
Requests a representation of the specified resource. Requests using GET should only retrieve data and should
have no other effect. (This is also true of some other HTTP methods.)[l] The W3C has published guidance

principles on this distinction, saying, "Web application design should be informed by the above principles, but

also by the relevant limitations."'?! See safe methods below.
POST

Submits data to be processed (e.g., from an HTML form) to the identified resource. The data is included in the
body of the request. This may result in the creation of a new resource or the updates of existing resources or
both.

PUT

Uploads a representation of the specified resource.
DELETE

Deletes the specified resource.
TRACE

Echoes back the received request, so that a client can see what (if any) changes or additions have been made
by intermediate servers.
OPTIONS
Returns the HTTP methods that the server supports for specified URL. This can be used to check the
functionality of a web server by requesting '*' instead of a specific resource.
CONNECT
Converts the request connection to a transparent TCP/IP tunnel, usually to facilitate SSL-encrypted
communication (HTTPS) through an unencrypted HTTP proxy.m]

PATCH
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Is used to apply partial modifications to a resource.!'¥

HTTP servers are required to implement at least the GET and HEAD methods!!™!

OPTIONS method.

and, whenever possible, also the

Safe methods
Some methods (for example, HEAD, GET, OPTIONS and TRACE) are defined as safe, which means they are

intended only for information retrieval and should not change the state of the server. In other words, they should not
have side effects, beyond relatively harmless effects such as logging, caching, the serving of banner advertisements
or incrementing a web counter. Making arbitrary GET requests without regard to the context of the application's state

should therefore be considered safe.

By contrast, methods such as POST, PUT and DELETE are intended for actions that may cause side effects either on
the server, or external side effects such as financial transactions or transmission of email. Such methods are therefore
not usually used by conforming web robots or web crawlers; some that do not conform tend to make requests

without regard to context or consequences.

Despite the prescribed safety of GET requests, in practice their handling by the server is not technically limited in
any way. Therefore, careless or deliberate programming can cause non-trivial changes on the server. This is
discouraged, because it can cause problems for Web caching, search engines and other automated agents, which can

make unintended changes on the server.

Idempotent methods and web applications

Methods PUT and DELETE are defined to be idempotent, meaning that multiple identical requests should have the
same effect as a single request (Note that idempotence refers to the state of the system after the request has
completed, so while the action the server takes (e.g. deleting a record) or the response code it returns may be
different on subsequent requests, the system state will be the same every time). Methods GET, HEAD, OPTIONS

and TRACE, being prescribed as safe, should also be idempotent, as HTTP is a stateless protocol.[l]

In contrast, the POST method is not necessarily idempotent, and therefore sending an identical POST request
multiple times may further affect state or cause further side effects (such as financial transactions). In some cases this
may be desirable, but in other cases this could be due to an accident, such as when a user does not realize that their
action will result in sending another request, or they did not receive adequate feedback that their first request was
successful. While web browsers may show alert dialog boxes to warn users in some cases where reloading a page
may re-submit a POST request, it is generally up to the web application to handle cases where a POST request

should not be submitted more than once.

Note that whether a method is idempotent is not enforced by the protocol or web server. It is perfectly possible to
write a web application in which (for example) a database insert or other non-idempotent action is triggered by a
GET or other request. Ignoring this recommendation, however, may result in undesirable consequences, if a user

agent assumes that repeating the same request is safe when it isn't.
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Security

Implementing methods such as TRACE, TRACK and DEBUG is considered potentially insecure by some security
professionals, because they can be used by attackers to gather information or bypass security controls during attacks.
Security software tools such as "Tenable Nessus" and "Microsoft UrlScan Security Tool" report on the presence of

these methods as being security issues.!®!

Status codes

In HTTP/1.0 and since, the first line of the HTTP response is called the status line and includes a numeric status
code (such as "404") and a textual reason phrase (such as "Not Found"). The way the user agent handles the
response primarily depends on the code and secondarily on the response headers. Custom status codes can be used
since, if the user agent encounters a code it does not recognize, it can use the first digit of the code to determine the

general class of the response.m]

Also, the standard reason phrases are only recommendations and can be replaced with "local equivalents" at the web
developer's discretion. If the status code indicated a problem, the user agent might display the reason phrase to the
user to provide further information about the nature of the problem. The standard also allows the user agent to
attempt to interpret the reason phrase, though this might be unwise since the standard explicitly specifies that status

codes are machine-readable and reason phrases are human-readable.

Persistent connections

In HTTP/0.9 and 1.0, the connection is closed after a single request/response pair. In HTTP/1.1 a
keep-alive-mechanism was introduced, where a connection could be reused for more than one request. Such
persistent connections reduce request latency perceptibly, because the client does not need to re-negotiate the TCP
connection after the first request has been sent. Another positive side effect is that in general the connection becomes

faster with time due to TCP's slow-start-mechanism.

Version 1.1 of the protocol also made bandwidth optimization improvements to HTTP/1.0. For example, HTTP/1.1
introduced chunked transfer encoding to allow content on persistent connections to be streamed rather than buffered.
HTTP pipelining further reduces lag time, allowing clients to send multiple requests before waiting for each
response. Another improvement to the protocol was byte serving, where a server transmits just the portion of a

resource explicitly requested by a client.

HTTP session state

HTTP is a stateless protocol. A stateless protocol does not require the server to retain information or status about

each user for the duration of multiple requests.

But some web applications may have to track the user's progress from page to page, for example when a web server

is required to customize the content of a web page for a user. Solutions for these cases include:

* the use of HTTP cookies.

e server side sessions,

* hidden variables (when the current page contains a form), and
e URL-rewriting using URI-encoded parameters, e.g.,

/index.php?session_id=some_unique_session_code.
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Secure HTTP

There are three methods of establishing a secure HTTP connection: HTTP Secure, Secure Hypertext Transfer
Protocol and the HTTP/1.1 Upgrade header. Browser support for the latter two is, however, nearly non-existent, so

HTTP Secure is the dominant method of establishing a secure HTTP connection.

Request message
The request message consists of the following:

* A request line, for example GET /images/logo.png HTTP/1.1, which requests a resource called
/images/logo.png from the server.

e Headers, such as Accept-Language: en

* Anempty line.

* An optional message body.

The request line and headers must all end with <CR><LF> (that is, a carriage return character followed by a line

feed character). The empty line must consist of only <CR><LF> and no other whitespace.[lg] In the HTTP/1.1

protocol, all headers except Host are optional.

A request line containing only the path name is accepted by servers to maintain compatibility with HTTP clients
before the HTTP/1.0 specification in RFC 1945 [

Response message
The response message consists of the following:

e A Status-Line (for example HTTP/1.1 200 OK, which indicates that the client's request succeeded)
e Headers, such as Content-Type: text/html

* Anempty line

* An optional message body

The Status-Line and headers must all end with <CR><LF> (a carriage return followed by a line feed). The empty

line must consist of only <CR><LF> and no other whitespace.[lg]

Example session

Below is a sample conversation between an HTTP client and an HTTP server running on www.example.com, port
80.

Client request

GET /index.html HTTP/1.1\r\n
Host: www.example.com\r\n

\r\n

A client request (consisting in this case of the request line and only one header) is followed by a blank line, so that
the request ends with a double newline, each in the form of a carriage return followed by a line feed. The "Host"
header distinguishes between various DNS names sharing a single IP address, allowing name-based virtual hosting.
While optional in HTTP/1.0, it is mandatory in HTTP/1.1.
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Server response

HTTP/1.1 200 OK

Date: Mon, 23 May 2005 22:38:34 GMT

Server: Apache/1.3.3.7 (Unix) (Red-Hat/Linux)
Last—-Modified: Wed, 08 Jan 2003 23:11:55 GMT
Etag: "3f80f-1b6-3elcb03b"

Accept—-Ranges: none

Content-Length: 438

Connection: close

Content-Type: text/html; charset=UTF-8

The ETag (entity tag) header is used to determine if a cached version of the requested resource is identical to the
current version of the resource on the server. Content-Type specifies the Internet media type of the data conveyed by
the HTTP message, while Content-Length indicates its length in bytes. The HTTP/1.1 webserver publishes its ability

to respond to requests for certain byte ranges of the document by setting the header Accept-Ranges: bytes. This is

[2

useful, if the client needs to have only certain portions  of a resource sent by the server, which is called byte

serving. When Connection: close is sent in a header, it means that the web server will close the TCP connection

immediately after the transfer of this response.

Most of the header lines are optional. When Content-Length is missing the length is determined in other ways.
Chunked transfer encoding uses a chunk size of 0 to mark the end of the content. Identity encoding without

Content-Length reads content until the socket is closed.

A Content-Encoding like gzip can be used to compress the transmitted data.
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SKkype protocol

The Skype protocol is a proprietary Internet telephony network based on peer-to-peer architecture, used by Skype.
The protocol's specifications have not been made publicly available by Skype and official applications using the

protocol are closed-source.

The Skype network is not interoperable with most other VoIP networks without proper licensing from Skype.
Digium, the main sponsor of Asterisk PBX released a driver licensed by Skype dubbed 'Skype for Asterisk' to
interface as a client to the Skype network, however this still remains closed source.! Numerous attempts to study
and/or reverse engineer the protocol have been undertaken to reveal the protocol, investigate security or to allow

unofficial clients.

Peer-to-peer architecture

Skype was the first peer-to-peer IP telephony network,[z] requiring minimal centralized infrastructure. The Skype

user directory is decentralized and distributed among the clients, or nodes, in the network.

The network contains three types of entities: supernodes, ordinary nodes, and the login server. Each client maintains

a host cache with the IP address and port numbers of reachable supernodes.

Any client with good bandwidth, no restriction due to firewall or NAT, and adequate processing power can become a
supernode. This puts an extra burden on those who connect to the Internet without NAT, as Skype may use their
computers and Internet connections as third party for UDP hole punching (to directly connect two clients both
behind NAT) or to completely relay other users' calls. Skype does not choose to supply server power with associated
bandwidth required to provide the relay service for every client who needs it, instead it uses the resource of Skype

clients. (3]

Supernodes relay communications on behalf of two other clients, both of which are behind firewalls or "one to
many" Network address translation. The reason that relaying is required is that without relaying clients with firewall
or NAT difficulties, the two clients would be unable to make or receive calls from other. Skype tries to get the two
ends to negotiate the connection details directly, but what can happen is that the sum of problems at both ends can

mean that two cannot establish direct conversation.

The problems with firewalls and NAT can be
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* The external port numbers or IP address are not derivable, because NAT rewrites them,

* The firewall and NAT in use prevents the session being received

e UDP is not usable due to NAT issues, such as timeout

* firewalls block many ports

* TCP through many to one NAT is always "outward only" by default - Adding Port Forwarding settings to the
NAT router can allow receiving TCP sessions

Supernodes are grouped into slots (9-10 supernodes), and slots are grouped into blocks (8 slots).

Protocol

Signaling is encrypted using RC4; however, the method only obfuscates the traffic as the key can be recovered from

the packet. Voice data is encrypted with AES.¥

The Skype client's application programming interface (API) opens the network to software developers. The Skype

API allows other programs to use the Skype network to get "white pages" information and manage calls.

The Skype code is closed source, and the protocol is not standardized.'®! Parts of the client use Internet Direct (Indy),

an open source socket communication library.

8 July 2012, a searcher from Benin, Ouanilo Medegan, released articles and a proof of concept client source code,

results of reverse engineering on the Skype client®.

Protocol detection

Many networking and security companies claim to detect and control Skype's protocol for enterprise and carrier
applications. While the specific detection methods used by these companies are often proprietary, Pearson's
chi-squared test and stochastic characterization with Naive Bayes classifiers are two approaches that were published
. 71

in 2007.!

Preliminaries
Abbreviations that are used:

* SN: Skype network
* SC: Skype client
* HC: host cache

Skype client

The main functions of a Skype client are:
* login

e user search

* start and end calls

* media transfer

* presence messages

¢ video conference
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Login
A Skype client authenticates the user with the login server, advertises its presence to other peers, determines the type
of NAT and firewall it is behind and discovers nodes that have public IP addresses.

To connect to the Skype network, the host cache must contain a valid entry. A TCP connection must be established

(i.e. to a supernode) otherwise the login will fail.

1. start

2. send UDP packet (s) to HC

3. 1f no response within 5 seconds then

4. attempt TCP connection with HC

5. if not connected then

6. attempt TCP connection with HC on port 80 (HTTP)
7. if not connected then

8. attempt TCP connection with HC on port 443 (HTTPS)
9. if not connected then
10. attempts++
11. if attempts==5 then
12. fail
13. else
14. wait 6 seconds
15. goto step 2
16. Success

After a Skype client is connected it must authenticate the username and password with the Skype login server. There
are many different Skype login servers using different ports. An obfuscated list of servers is hardcoded in the Skype

executable.
Skype servers are:

* dirl.sd.skype.net:9010
e dir2.sd.skype.net:9010
 dir3.sd.skype.net:9010
e dir4.sd.skype.net:9010
 dir5.sd.skype.net:9010
e dir6.sd.skype.net:9010
 dir7.sd.skype.net:9010
e dir8.sd.skype.net:9010
* httpl.sd.skype.net:80
* http2.sd.skype.net:80
* http3.sd.skype.net:80
* http4.sd.skype.net:80
* http5.sd.skype.net:80
* http6.sd.skype.net:80
* http7.sd.skype.net:80
* http8.sd.skype.net:80

Skype-SW connects randomly to 1-8.

On each login session, Skype generates a session key from 192 random bits. The session key is encrypted with the
hard-coded login server's 1536-bit RSA key to form an encrypted session key. Skype also generates a 1024-bit
private/public RSA key pair. An MDS5 hash of a concatenation of the user name, constant string ("\nSkyper\n") and



http://en.wikipedia.org/w/index.php?title=Authentication
http://en.wikipedia.org/w/index.php?title=Computer_port_%28software%29
http://en.wikipedia.org/w/index.php?title=Obfuscate
http://en.wikipedia.org/w/index.php?title=RSA_%28algorithm%29
http://en.wikipedia.org/w/index.php?title=MD5

Skype protocol

78

password is used as a shared secret with the login server. The plain session key is hashed into a 256-bit AES key that
is used to encrypt the session's public RSA key and the shared secret. The encrypted session key and the AES
encrypted value are sent to the login server.

On the login server side, the plain session key is obtained by decrypting the encrypted session key using the login
server's private RSA key. The plain session key is then used to decrypt the session's public RSA key and the shared
secret. If the shared secret match, the login server will sign the user's public RSA key with its private key. The
signed data is dispatched to the super nodes.

Upon searching for a buddy, a super node will return the buddy's public key signed by Skype. The SC will
authenticate the buddy and agree on a session key by using the mentioned RSA key.

UDP
UDP packets:

IP

UDP

Skype SoF

Skype Crypted DataOlOl

The Start of Frame (SoF) consists of:
1. frame ID number (2 bytes)
2. payload type (1 byte)

* obfuscated payload

* Ack/NAck packet

* payload forwarding packet

* payload resending packet

e other

Obfuscation Layer

The RC4 encryption algorithm is used to obfuscate the payload of datagrams.

1. The CRC32 of public source and destination IP, Skype's packet ID are taken

2. Skype obfuscation layer's initialization vector (IV).

The XOR of these two 32-bit values is transformed to an 80-byte RC4 key using an unknown key engine.

A notable misuse of RC4 in Skype can be found on TCP streams (UDP is unaffected). The first 14 bytes (10 of

which are known) are XOR-ed with the RC4 stream. Then, the cipher is reinitialized to encrypt the rest of the TCP

stream.[8]
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TCP
TCP packets:

TCP
Skype Init TCP packet

The Skype Init TCP packet contains

* the seed (4 bytes)
* init_str string 00 01 00 00 01 00 00 00 01/03

Low-level datagrams

Almost all traffic is ciphered. Each command has its parameters appended in an object list. The object list can be

compressed.
/ Object List oo =
Enc -> Cmd —-> Encod
~ \ Compressed List ... —|
Frag | |
| ———— D S |
Ack
NAck

Forward -> Forwarded..Message

Object Lists

An object can be a number, string, an IP:port, or even another object list. Each object has an ID. This ID identifies

which command parameter the object is.

Object:
Number
L2 3 1P@IEE
List of numbers
String
RSA key

Object List
List Size (n)
Object 1

Object n
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Packet compression

Packets can be compressed. The algorithm is a variation of arithmetic compression that uses reals instead of bits.

Legal issues

Reverse engineering of the Skype protocol by inspecting/disassembling binaries is prohibited by the terms and
conditions of Skype's license agreement. However there are legal precedents when the reverse-engineering is aimed

at interoperability of file formats and protocols.[g][lo][“] In the United States, the Digital Millennium Copyright Act
[12]13]

[14]

grants a safe harbor to reverse engineer software for the purposes of interoperability with other software. In

addition, many countries specifically permit a program to be copied for the purposes of reverse engineering.

Notes

[1] Skype for Asterisk — Production Released! (http://blogs.digium.com/2009/08/31/skype-for-asterisk-production-released/), By pengler,
August 31st, 2009, Digium - The Asterisk Company

[2] Page 11 in Salman A. Baset; Henning Schulzrinne (2004). "An analysis of the Skype peer-to-peer Internet telephony protocol”.
arXiv:cs/0412017v1 [cs.NIJ.

[3] Skype "3.3 Utilization of Your Computer" (http://www.skype.com/intl/en/legal/eula/#you_expect), End User License Agreement,
August 2010

[4] Introduction Skype analysis Enforcing anti-Skype policies (http://www.ossir.org/windows/supports/2005/2005-11-07/
EADS-CCR_Fabrice_Skype.pdf), Skype uncovered Security study of Skype, Desclaux Fabrice, 7/11/2005, EADS CCR/STI/C

[5] http://support.skype.com/en_US/faq/FA153/Which-protocols-does-Skype-use

[6] http://www.oklabs.net/category/skype-reverse/

[7] Dario Bonfiglio et al. “Revealing Skype Traffic: When Randomness Plays with You,” ACM SIGCOMM Computer Communication Review,
Volume 37:4 (SIGCOMM 2007), p. 37-48 (https://www.dpacket.org/articles/revealing-skype-traffic-when-randomness-plays-you)

[8] Fabrice Desclaux, Kostya Kortchinsky (2006-06-17). "Vanilla Skype part 2" (http://www.recon.cx/en/f/vskype-part2.pdf). RECON2006.

[9] Sega vs Accolade, 1992

[10] Sony vs Connectix, 2000

[11] Pamela Samuelson and Suzanne Scotchmer, "The Law and Economics of Reverse Engineering", 111 Yale Law Journal 1575-1663 (May
2002) (http://www.yalelawjournal.org/pdf/111-7/SamuelsonFINAL.pdf)

[12] 17 U.S.C. Sec. 1201(f).

[13] WIPO Copyright and Performances and Phonograms Treaties Implementation Act

[14] In the French "intellectual property" law set, there is an exception that allows any software user to reverse engineer it. See code de la
propriété intellectuelle (http://legifrance.gouv.fr/affichCodeArticle.do?cidTexte=LEGITEXT0000060694 14 &
idArticle=LEGIARTI000006278920& date Texte=20080329&categorieLien=cid) (French). This law is the national implementation of a
piece of EU legislation: Council Directive 91/250/EEC (http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:31991L.0250:EN:NOT), since then repealed by Directive 2009/24/EC of the European Parliament and of the Council of 23
April 2009 on the legal protection of computer programs (http://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=CELEX:32009L0024:EN:NOT) which also has a very similar provision allowing reverse engineering/decompilation for the purposes

of development and testing of independent but inter-operating programs).
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BitTorrent

BitTorrent is a protocol that underpins the practice of peer-to-peer file sharing and is used for distributing large
amounts of data over the Internet. BitTorrent is one of the most common protocols for transferring large files and it
has been estimated that, collectively, peer-to-peer networks have accounted for approximately 43% to 70% of all

Internet traffic (depending on geographical location) as of February 2009.11

Programmer Bram Cohen designed the protocol in April 2001 and released the first available version on July 2,

2001.1% Currently, numerous BitTorrent clients are available for a variety of computing platforms.

As of January 2012, BitTorrent is utilized by 150 million active users (according to BitTorrent, Inc.). Based on this
figure, the total number of monthly BitTorrent users can be estimated at more than a quarter of a billion.*! At any
given instant, BitTorrent has, on average, more active users than YouTube and Facebook combined (this refers to the
number of active users at any instant and not to the total number of unique users).[4] 51 Research has also shown that,

since 2010, more than 200,000 users of the protocol have been sued.[6]

Description

The BitTorrent protocol can be used to reduce the server and network impact of distributing large files. Rather than
downloading a file from a single source server, the BitTorrent protocol allows users to join a "swarm" of hosts to
download and upload from each other simultaneously. The protocol is an alternative to the older single source,
multiple mirror sources technique for distributing data, and can work over networks with lower bandwidth so many

small computers, like mobile phones, are able to efficiently distribute files to many recipients.

A user who wants to upload a file first creates a small forrent descriptor file that they distribute by conventional
means (web, email, etc.). They then make the file itself available through a BitTorrent node acting as a seed. Those
with the torrent descriptor file can give it to their own BitTorrent nodes which, acting as peers or leechers, download

it by connecting to the seed and/or other peers.

The file being distributed is divided into segments called pieces. As each peer receives a new piece of the file it
becomes a source (of that piece) for other peers, relieving the original seed from having to send that piece to every
computer or user wishing a copy. With BitTorrent, the task of distributing the file is shared by those who want it; it
is entirely possible for the seed to send only a single copy of the file itself and eventually distribute to an unlimited

number of peers.

Each piece is protected by a cryptographic hash contained in the torrent descriptor.m This ensures that any
modification of the piece can be reliably detected, and thus prevents both accidental and malicious modifications of
any of the pieces received at other nodes. If a node starts with an authentic copy of the torrent descriptor, it can

verify the authenticity of the entire file it receives.
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Pieces are typically downloaded non-sequentially and are rearranged into the correct order by the BitTorrent Client,
which monitors which pieces it needs, and which pieces it has and can upload to other peers. Pieces are of the same
size throughout a single download (for example a 10 MB file may be transmitted as ten 1 MB Pieces or as forty
256 KB Pieces). Due to the nature of this approach, the download of any file can be halted at any time and be
resumed at a later date, without the loss of previously downloaded information, which in turn makes BitTorrent
particularly useful in the transfer of larger files. This also enables the client to seek out readily available pieces and
download them immediately, rather than halting the download and waiting for the next (and possibly unavailable)

piece in line, which typically reduces the overall length of the download.

When a peer completely downloads a file, it becomes an additional seed. This eventual shift from peers to seeders
determines the overall "health" of the file (as determined by the number of times a file is available in its complete

form).

The distributed nature of BitTorrent can lead to a flood like spreading of a file throughout many peer computer
nodes. As more peers join the swarm, the likelihood of a complete successful download by any particular node
increases. Relative to traditional Internet distribution schemes, this permits a significant reduction in the original

distributor's hardware and bandwidth resource costs.

Distributed downloading protocols in general provide redundancy against system problems, reduces dependence on
the original distributor'™ and provides sources for the file which are generally transient and therefore harder to trace
by those who would block distribution compared to the situation provided by limiting availability of the file to a

fixed host machine (or even several).

One such example of BitTorrent being used to reduce the distribution cost of file transmission is in the BOINC
Client-Server system. If a BOINC distributed computing application needs to be updated (or merely sent to a user) it
can be done so with little impact on the BOINC Server.
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Operation

A BitTorrent client is any program that

implements the BitTorrent protocol.
Each client is capable of preparing,
requesting, and transmitting any type

of computer file over a network, using

the protocol. A peer is any computer

running an instance of a client.

To share a file or group of files, a peer

first creates a small file called a
"torrent” (e.g. MyFile.torrent). This
file contains metadata about the files to

be shared and about the tracker, the

computer that coordinates the file

distribution. Peers that want to

download the file must first obtain a

torrent file for it and connect to the 1oz

specified tracker, which tells them ||||

from which other peers to download ses B

the pieces of the file. In this animation, the colored bars beneath all of the 7 clients in the animation above

. . represent the file, with each color representing an individual piece of the file. After the
Though both ultimately transfer files L )
initial pieces transfer from the seed (large system at the bottom), the pieces are

over a network, a BitTorrent download individually transferred from client to client. The original seeder only needs to send out
differs from a classic download (as is one copy of the file for all the clients to receive a copy.

typical with an HTTP or FTP request,

for example) in several fundamental ways:

* BitTorrent makes many small data requests over different TCP connections to different machines, while classic
downloading is typically made via a single TCP connection to a single machine.

ll[9]

* BitTorrent downloads in a random or in a "rarest-first""”' approach that ensures high availability, while classic

downloads are sequential.

Taken together, these differences allow BitTorrent to achieve much lower cost to the content provider, much higher
redundancy, and much greater resistance to abuse or to "flash crowds" than regular server software. However, this
protection, theoretically, comes at a cost: downloads can take time to rise to full speed because it may take time for
enough peer connections to be established, and it may take time for a node to receive sufficient data to become an
effective uploader. This contrasts with regular downloads (such as from an HTTP server, for example) that, while

more vulnerable to overload and abuse, rise to full speed very quickly and maintain this speed throughout.

In general, BitTorrent's non-contiguous download methods have prevented it from supporting "progressive
downloads" or "streaming playback". However, comments made by Bram Cohen in January 2007 [10] suggest that
streaming torrent downloads will soon be commonplace and ad supported streaming (] appears to be the result of
those comments. In January 2011 Cohen demonstrated an early version of BitTorrent streaming, saying the feature

was projected to be available by summer 201 1.2
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Creating and publishing torrents

The peer distributing a data file treats the file as a number of identically sized pieces, usually with byte sizes of a
power of 2, and typically between 32 kB and 16 MB each. The peer creates a hash for each piece, using the SHA-1
hash function, and records it in the torrent file. Pieces with sizes greater than 512 kB will reduce the size of a torrent

1121 When another peer later

file for a very large payload, but is claimed to reduce the efficiency of the protocol.
receives a particular piece, the hash of the piece is compared to the recorded hash to test that the piece is
error-free.! 1! Peers that provide a complete file are called seeders, and the peer providing the initial copy is called

the initial seeder.

The exact information contained in the torrent file depends on the version of the BitTorrent protocol. By convention,
the name of a torrent file has the suffix .torrent. Torrent files have an "announce" section, which specifies the
URL of the tracker, and an "info" section, containing (suggested) names for the files, their lengths, the piece length
used, and a SHA-1 hash code for each piece, all of which are used by clients to verify the integrity of the data they

receive.

Torrent files are typically published on websites or elsewhere, and registered with at least one tracker. The tracker
maintains lists of the clients currently participating in the torrent.!!™! Alternatively, in a trackerless system
(decentralized tracking) every peer acts as a tracker. Azureus was the first BitTorrent client to implement such a
system through the distributed hash table (DHT) method. An alternative and incompatible DHT system, known as
Mainline DHT, was later developed and adopted by the BitTorrent (Mainline), pTorrent, Transmission, rTorrent,

KTorrent, BitComet, and Deluge clients.

After the DHT was adopted, a "private" flag — analogous to the broadcast flag — was unofficially introduced,
telling clients to restrict the use of decentralized tracking regardless of the user's desires. ' The flag is intentionally
placed in the info section of the torrent so that it cannot be disabled or removed without changing the identity of the
torrent. The purpose of the flag is to prevent torrents from being shared with clients that do not have access to the
tracker. The flag was requested for inclusion in the official specification in August, 2008, but has not been accepted

yet.[ls] Clients that have ignored the private flag were banned by many trackers, discouraging the practice.[l6]

Downloading torrents and sharing files

Users find a torrent of interest, by browsing the web or by other means, download it, and open it with a BitTorrent
client. The client connects to the tracker(s) specified in the torrent file, from which it receives a list of peers currently
transferring pieces of the file(s) specified in the torrent. The client connects to those peers to obtain the various

pieces. If the swarm contains only the initial seeder, the client connects directly to it and begins to request pieces.

Clients incorporate mechanisms to optimize their download and upload rates; for example they download pieces in a
random order to increase the opportunity to exchange data, which is only possible if two peers have different pieces
of the file.

The effectiveness of this data exchange depends largely on the policies that clients use to determine to whom to send
data. Clients may prefer to send data to peers that send data back to them (a tit for tat scheme), which encourages fair
trading. But strict policies often result in suboptimal situations, such as when newly joined peers are unable to
receive any data because they don't have any pieces yet to trade themselves or when two peers with a good
connection between them do not exchange data simply because neither of them takes the initiative. To counter these
effects, the official BitTorrent client program uses a mechanism called "optimistic unchoking", whereby the client
reserves a portion of its available bandwidth for sending pieces to random peers (not necessarily known good
partners, so called preferred peers) in hopes of discovering even better partners and to ensure that newcomers get a

chance to join the swarm.[!7!

Although swarming scales well to tolerate flash crowds for popular content, it is less useful for unpopular content.

Peers arriving after the initial rush might find the content unavailable and need to wait for the arrival of a seed in
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order to complete their downloads. The seed arrival, in turn, may take long to happen (this is termed the seeder
promotion problem). Since maintaining seeds for unpopular content entails high bandwidth and administrative costs,
this runs counter to the goals of publishers that value BitTorrent as a cheap alternative to a client-server approach.
This occurs on a huge scale; measurements have shown that 38% of all new torrents become unavailable within the
first month.'¥! A strategy adopted by many publishers which significantly increases availability of unpopular

[

content consists of bundling multiple files in a single swarm. 1 More sophisticated solutions have also been

proposed; generally, these use cross-torrent mechanisms through which multiple torrents can cooperate to better

share content.[zo]

BitTorrent does not offer its users anonymity. It is possible to obtain the IP addresses of all current and possibly
previous participants in a swarm from the tracker. This may expose users with insecure systems to attacks.!' "' It may
also expose users to the risk of being sued, if they are distributing files without permission from the copyright
holder(s). However, there are ways to promote anonymity; for example, the OneSwarm project layers

privacy-preserving sharing mechanisms on top of the original BitTorrent protocol.

Adoption

A growing number of individuals and organizations are using BitTorrent to distribute their own or licensed material.
Independent adopters report that without using BitTorrent technology and its dramatically reduced demands on their

private networking hardware and bandwidth, they could not afford to distribute their files. 21!

Film, video, and music

* BitTorrent Inc. has obtained a number of licenses from Hollywood studios for distributing popular content from
their websites.

* Sub Pop Records releases tracks and videos via BitTorrent Inc.*? to distribute its 1000+ albums. Babyshambles
and The Libertines (both bands associated with Pete Doherty) have extensively used torrents to distribute
hundreds of demos and live videos. US industrial rock band Nine Inch Nails frequently distributes albums via
BitTorrent.

* Podcasting software is starting to integrate BitTorrent to help podcasters deal with the download demands of their
MP3 "radio" programs. Specifically, Juice and Miro (formerly known as Democracy Player) support automatic
processing of .torrent files from RSS feeds. Similarly, some BitTorrent clients, such as pTorrent, are able to
process web feeds and automatically download content found within them.

* DGM Live purchases are provided via BitTorrent.!**!

* Vodo, a service which distributes "free-to-share" movies and TV show BitTorrent.[24] (251126]

Broadcasters

* In 2008, the CBC became the first public broadcaster in North America to make a full show (Canada's Next Great

Prime Minister) available for download using BitTorrent.*”!

* The Norwegian Broadcasting Corporation (NRK) has since March 2008 experimented with bittorrent distribution,
available online.!*®! Only selected material in which NRK owns all royalties are published. Responses have been
very positive, and NRK is planning to offer more content.

* The Dutch VPRO broadcasting organization released four documentaries under a Creative Commons license

using the content distribution feature of the Mininova tracker.!?”!
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Personal material

* The Amazon S3 "Simple Storage Service" is a scalable Internet-based storage service with a simple web service
interface, equipped with built-in BitTorrent support.

* Blog Torrent offers a simplified BitTorrent tracker to enable bloggers and non-technical users to host a tracker on
their site. Blog Torrent also allows visitors to download a "stub" loader, which acts as a BitTorrent client to
download the desired file, allowing users without BitTorrent software to use the protocol.BO] This is similar to the

concept of a self-extracting archive.

Software

* Blizzard Entertainment uses BitTorrent (via a proprietary client called the "Blizzard Downloader") to distribute

content and patches for Diablo III, StarCraft II and World of Warcraft, including the games themselves.>!!

* Many software games, especially those whose large size makes them difficult to host due to bandwidth limits,
extremely frequent downloads, and unpredictable changes in network traffic, will distribute instead a specialized,
stripped down bittorrent client with enough functionality to download the game from the other running clients and
the primary server (which is maintained in case not enough peers are available).

* Many major open source and free software projects encourage BitTorrent as well as conventional downloads of
their products (via HTTP, FTP etc.) to increase availability and to reduce load on their own servers, especially

when dealing with larger files.*!

Government

* The UK government used BitTorrent to distribute details about how the tax money of UK citizens was
[33][34]
spent.

Education

* The Florida State University uses BitTorrent to distribute large scientific data sets to its researchers.*!

* Many universities that have BOINC distributed computing projects have used the BitTorrent functionality of the
client-server system to reduce the bandwidth costs of distributing the client side applications used to process the

scientific data.

Others

* Facebook uses BitTorrent to distribute updates to Facebook servers.>®!

» Twitter uses BitTorrent to distribute updates to Twitter servers. 3711381

* The Internet Archive added Bittorrent to its file download options for over 1.3 million existing files, and all newly
uploaded files, in August 2012.51400 Thig method is the fastest means of downloading media from the

Archive, P14

As of 2011 BitTorrent has 100 million users and a greater share of network bandwidth than Netflix and Hulu
combined.[ 1142

At any given instant of time BitTorrent has, on average, more active users than YouTube and Facebook combined.

(This refers to the number of active users at any instant and not to the total number of registered users.) (451

CableLabs, the research organization of the North American cable industry, estimates that BitTorrent represents 18%
of all broadband traffic.** In 2004, CacheLogic put that number at roughly 35% of all traffic on the Internet.**! The
discrepancies in these numbers are caused by differences in the method used to measure P2P traffic on the

Internet.[45]

Routers that use network address translation (NAT) must maintain tables of source and destination IP addresses and

ports. Typical home routers are limited to about 2000 table entries while some more expensive routers have larger
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table capacities. BitTorrent frequently contacts 20—30 servers per second, rapidly filling the NAT tables. This is a

common cause of home routers locking up.[46]

Indexing

The BitTorrent protocol provides no way to index torrent files. As a result, a comparatively small number of
websites have hosted a large majority of torrents, many linking to copyrighted material without the authorization of
copyright holders, rendering those sites especially vulnerable to lawsuits.[*”! Several types of websites support the

discovery and distribution of data on the BitTorrent network.

Public torrent-hosting sites such as The Pirate Bay allow users to search and download from their collection of
torrent files. Users can typically also upload torrent files for content they wish to distribute. Often, these sites also
run BitTorrent trackers for their hosted torrent files, but these two functions are not mutually dependent: a torrent file

could be hosted on one site and tracked by another, unrelated site.

Private host/tracker sites operate like public ones except that they restrict access to registered users and keep track of

the amount of data each user uploads and downloads, in an attempt to reduce leeching.

Search engines allow the discovery of torrent files that are hosted and tracked on other sites; examples include
Mininova, BTDigg, BTJunkie, Torrentz, The Pirate Bay, Eztorrent, and isoHunt. These sites allow the user to ask for
content meeting specific criteria (such as containing a given word or phrase) and retrieve a list of links to torrent files
matching those criteria. This list can often be sorted with respect to several criteria, relevance (seeders-leechers ratio)
being one of the most popular and useful (due to the way the protocol behaves, the download bandwidth achievable
is very sensitive to this value). Bram Cohen launched a BitTorrent search engine on http://www.bittorrent. com/

48] Metasearch engines allow one to search several

search that co-mingles licensed content with search results.
BitTorrent indices and search engines at once. DHT search engines monitors the DHT network and indexes torrents

via metadata exchange from peers.

However, recently some P2P, decentralized alternatives to Torrent search engines have emerged, see decentralized

keyword search further down the page.

Technologies built on BitTorrent

The BitTorrent protocol is still under development and therefore may still acquire new features and other

enhancements such as improved efficiency.

Distributed trackers

On May 2, 2005, Azureus 2.3.0.0 (now known as Vuze) was released,[49] introducing support for "trackerless"
torrents through a system called the "distributed database." This system is a DHT implementation which allows the
client to use torrents that do not have a working BitTorrent tracker. The following month, BitTorrent, Inc. released
version 4.2.0 of the Mainline BitTorrent client, which supported an alternative DHT implementation (popularly

[50]

known as "Mainline DHT", outlined in a draft on their website) that is incompatible with that of Azureus.

Current versions of the official BitTorrent client, pTorrent, BitComet, Transmission and BitSpirit all share
compatibility with Mainline DHT. Both DHT implementations are based on Kademlia.®" As of version 3.0.5.0,
Azureus also supports Mainline DHT in addition to its own distributed database through use of an optional

application plugin.[sz] This potentially allows the Azureus client to reach a bigger swarm.

Another idea that has surfaced in Vuze is that of virtual torrents. This idea is based on the distributed tracker
approach and is used to describe some web resource. Currently, it is used for instant messaging. It is implemented
using a special messaging protocol and requires an appropriate plugin. Anatomic P2P is another approach, which

uses a decentralized network of nodes that route traffic to dynamic trackers.
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Most BitTorrent clients also use Peer exchange (PEX) to gather peers in addition to trackers and DHT. Peer
exchange checks with known peers to see if they know of any other peers. With the 3.0.5.0 release of Vuze, all major

BitTorrent clients now have compatible peer exchange.

Web seeding

Web seeding was implemented in 2006 as the ability of BitTorrent clients to download torrent pieces from an HTTP
source in addition to the swarm. The advantage of this feature is that a website may distribute a torrent for a
particular file or batch of files and make those files available for download from that same web server; this can
simplify long-term seeding and load balancing through the use of existing, cheap, web hosting setups. In theory, this
would make using BitTorrent almost as easy for a web publisher as creating a direct HTTP download. In addition, it
would allow the "web seed" to be disabled if the swarm becomes too popular while still allowing the file to be

readily available.
This feature has two distinct and incompatible specifications.

The first was created by John "TheSHADOW" Hoffman, who created BitTornado.[SS][M] From version 5.0 onward,

the Mainline BitTorrent client also supports web seeds, and the BitTorrent web site had!>!

[56]

a simple publishing tool
that creates web seeded torrents.” " uTorrent added support for web seeds in version 1.7. BitComet added support
for web seeds in version 1.14. This first specification requires running a web service that serves content by info-hash

and piece number, rather than filename.

The other specification is created by GetRight authors and can rely on a basic HTTP download space (using byte

serving).[57][58]

In September 2010, a new service named Burnbit was launched which generates a torrent from any URL using

Webseeding.[sg]

There exist server-side solutions that provide initial seeding of the file from the webserver via standard BitTorrent
protocol and when the number of external seeders reach a limit, they stop serving the file from the original

[60]
source.

RSS feeds

A technique called broadcatching combines RSS with the BitTorrent protocol to create a content delivery system,
further simplifying and automating content distribution. Steve Gillmor explained the concept in a column for
Ziff-Davis in December, 2003.°! The discussion spread quickly among bloggers (Ernest Miller,[62] Chris Pirillo,
etc.). In an article entitled Broadcatching with BitTorrent, Scott Raymond explained:

I want RSS feeds of BitTorrent files. A script would periodically check the feed for new items, and use them
to start the download. Then, I could find a trusted publisher of an Alias RSS feed, and "subscribe" to all new
episodes of the show, which would then start downloading automatically — like the "season pass" feature of

the TiVo.

—Scott Raymond, scottraymond.net[63]

The RSS feed will track the content, while BitTorrent ensures content integrity with cryptographic hashing of all
data, so feed subscribers will receive uncorrupted content.

One of the first and popular software clients (free and open source) for broadcatching is Miro. Other free software

clients such as PenguinTV and KatchTV are also now supporting broadcatching.

The BitTorrent web-service MoveDigital had the ability to make torrents available to any web application capable of
parsing XML through its standard REST-based interface,[64] although this has since been discontinued. Additionally,
Torrenthut is developing a similar torrent API that will provide the same features, as well as further intuition to help
bring the torrent community to Web 2.0 standards. Alongside this release is a first PHP application built using the

API called PEP, which will parse any Really Simple Syndication (RSS 2.0) feed and automatically create and seed a
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torrent for each enclosure found in that feed.[(’s]

Throttling and encryption

Since BitTorrent makes up a large proportion of total traffic, some ISPs have chosen to throttle (slow down)
BitTorrent transfers to ensure network capacity remains available for other uses. For this reason, methods have been

developed to disguise BitTorrent traffic in an attempt to thwart these efforts.[6®!

Protocol header encrypt (PHE) and Message stream encryption/Protocol encryption (MSE/PE) are features of some
BitTorrent clients that attempt to make BitTorrent hard to detect and throttle. At the moment Vuze, Bitcomet,
KTorrent, Transmission, Deluge, uTorrent, MooPolice, Halite, rTorrent and the latest official BitTorrent client (v6)

support MSE/PE encryption.

In September 2006 it was reported that some software could detect and throttle BitTorrent traffic masquerading as
HTTP traffic.*”

Reports in August 2007 indicated that Comcast was preventing BitTorrent seeding by monitoring and interfering
with the communication between peers. Protection against these efforts is provided by proxying the client-tracker
traffic via an encrypted tunnel to a point outside of the Comcast network.!®® Comcast has more recently called a
"truce" with BitTorrent, Inc. with the intention of shaping traffic in a protocol-agnostic manner.'®! Questions about

the ethics and legality of Comcast's behavior have led to renewed debate about net neutrality in the United States.”"!

In general, although encryption can make it difficult to determine what is being shared, BitTorrent is vulnerable to
traffic analysis. Thus, even with MSE/PE, it may be possible for an ISP to recognize BitTorrent and also to
determine that a system is no longer downloading but only uploading data, and terminate its connection by injecting
TCP RST (reset flag) packets.

Multitracker

Another unofficial feature is an extension to the BitTorrent metadata format proposed by John Hoffman!""! and
implemented by several indexing websites. It allows the use of multiple trackers per file, so if one tracker fails,
others can continue to support file transfer. It is implemented in several clients, such as BitComet, BitTornado,
BitTorrent, KTorrent, Transmission, Deluge, uTorrent, rtorrent, Vuze, Frostwire. Trackers are placed in groups, or
tiers, with a tracker randomly chosen from the top tier and tried, moving to the next tier if all the trackers in the top

tier fail.

2]

Torrents with multiple trackers'’?! can decrease the time it takes to download a file, but also has a few consequences:

e Poorly implementedUS] clients may contact multiple trackers, leading to more overhead-traffic.
* Torrents from closed trackers suddenly become downloadable by non-members, as they can connect to a seed via

an open tracker.

Decentralized keyword search

Even with distributed trackers, a third party is still required to find a specific torrent. This is usually done in the form
of a hyperlink from the website of the content owner or through indexing websites like isoHunt, Torrentz, BTDigg or
The Pirate Bay.

The Tribler BitTorrent client is the first to incorporate decentralized search capabilities. With Tribler, users can find
.torrent files that are hosted among other peers, instead of on a centralized index sites. It adds such an ability to the
BitTorrent protocol using a gossip protocol, somewhat similar to the eXeem network which was shut down in 2005.

The software includes the ability to recommend content as well. After a dozen downloads the Tribler software can

roughly estimate the download taste of the user and recommend additional content.™¥

In May 2007 Cornell University published a paper proposing a new approach to searching a peer-to-peer network for

[75]

inexact strings, ~ which could replace the functionality of a central indexing site. A year later, the same team
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implemented the system as a plugin for Vuze called Cubit!’®!

[77]
success.

and published a follow-up paper reporting its

A somewhat similar facility but with a slightly different approach is provided by the BitComet client through its
"Torrent Exchange"[78] feature. Whenever two peers using BitComet (with Torrent Exchange enabled) connect to
each other they exchange lists of all the torrents (name and info-hash) they have in the Torrent Share storage (torrent

files which were previously downloaded and for which the user chose to enable sharing by Torrent Exchange).

Thus each client builds up a list of all the torrents shared by the peers it connected to in the current session (or it can
even maintain the list between sessions if instructed). At any time the user can search into that Torrent Collection list
for a certain torrent and sort the list by categories. When the user chooses to download a torrent from that list, the
.torrent file is automatically searched for (by info-hash value) in the DHT Network and when found it is downloaded

by the querying client which can after that create and initiate a downloading task.

Implementations

The BitTorrent specification is free to use and many clients are open source, so BitTorrent clients have been created
for all common operating systems using a variety of programming languages. The official BitTorrent client,

pTorrent, Xunlei, Vuze and BitComet are some of the most popular clients.[””!

Some BitTorrent implementations such as MLDonkey and Torrentflux are designed to run as servers. For example,
this can be used to centralize file sharing on a single dedicated server which users share access to on the network. 8!
Server-oriented BitTorrent implementations can also be hosted by hosting providers at co-located facilities with high
bandwidth Internet connectivity (e.g., a datacenter) which can provide dramatic speed benefits over using BitTorrent

from a regular home broadband connection.

Services such as ImageShack can download files on BitTorrent for the user, allowing them to download the entire
file by HTTP once it is finished.

The Opera web browser supports BitTorrent,[gu

as does Wyzo. BitLet allows users to download Torrents directly
from their browser using a Java applet. An increasing number of hardware devices are being made to support

BitTorrent. These include routers and NAS devices containing BitTorrent-capable firmware like OpenWrt.

Proprietary versions of the protocol which implement DRM, encryption, and authentication are found within

managed clients such as Pando.

Development

An unimplemented (as of February 2008) unofficial feature is Similarity Enhanced Transfer (SET), a technique for
improving the speed at which peer-to-peer file sharing and content distribution systems can share data. SET,
proposed by researchers Pucha, Andersen, and Kaminsky, works by spotting chunks of identical data in files that are
an exact or near match to the one needed and transferring these data to the client if the "exact" data are not present.
Their experiments suggested that SET will help greatly with less popular files, but not as much for popular data,
where many peers are already downloading it.®2 Andersen believes that this technique could be immediately used

by developers with the BitTorrent file sharing system.[83]

As of December 2008, BitTorrent, Inc. is working with Oversi on new Policy Discover Protocols that query the ISP
for capabilities and network architecture information. Oversi's ISP hosted NetEnhancer box is designed to "improve
peer selection" by helping peers find local nodes, improving download speeds while reducing the loads into and out
of the ISP's network.*#!
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Legal issues

There has been much controversy over the use of BitTorrent trackers. BitTorrent metafiles themselves do not store
file contents. Whether the publishers of BitTorrent metafiles violate copyrights by linking to copyrighted material

without the authorization of copyright holders is controversial.

Various jurisdictions have pursued legal action against websites that host BitTorrent trackers. High-profile examples
include the closing of Suprnova.org, TorrentSpy, LokiTorrent, BTJunkie, Mininova, Demonoid and Oink's Pink
Palace. The Pirate Bay torrent website, formed by a Swedish group, is noted for the "legal" section of its website in
which letters and replies on the subject of alleged copyright infringements are publicly displayed. On 31 May 2006,
The Pirate Bay's servers in Sweden were raided by Swedish police on allegations by the MPAA of copyright

infringement;[gs] however, the tracker was up and running again three days later.

In the study used to value NBC Universal in its merger with Comcast, Envisional found that all of the top 10,000

torrents on the BitTorrent network violated copyright.[86]

Between 2010 and 2012, 200,000 people have been sued by copyright trolls for uploading and downloading

copyrighted content through BitTorrent.[!

In 2011, 18.8% of North American internet traffic was used by peer-to-peer networks which equates to 132 billion

music file transfers and 11 billion movie file transfers on the BitTorrent network.[87]

On April 30, 2012 the UK High Court ordered five ISPs to block BitTorrent search engine The Pirate Bay.[88]

BitTorrent and malware

Several studies on BitTorrent have indicated that a large portion of files available for download via BitTorrent
contain malware. In particular, one small sample[89] indicated that 18% of all executable programs available for
download contained malware. Another study B9 ¢laims that as much as 14.5% of BitTorrent downloads contain
zero-day malware, and that BitTorrent was used as the distribution mechanism for 47% of all zero-day malware they
have found.
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Encapsulation (networking)

In computer networking,

encapsulation is a method of

designing modular communication Data Application

protocols in which logically separate

functions in the network are abstracted UDP | uDP

from their underlying structures by header| data Transport

inclusion or information hiding within

higher level objects.
'8 v ) Le IP data Internet
header

The physical layer is responsible for

physical transmission of the data. Link
encapsulation allows local area gz Frame data LOiEETe Link
header footer

networking and IP provides global
addressing of individual computers; Encapsulation sequence of user data in the TCP/IP protocol stack.
UDP adds application or process

selection, i.e., the port specifies the service such as a Web or TFTP server.

In discussions of encapsulation, the more abstract layer is often called the upper layer protocol while the more
specific layer is called the lower layer protocol. Sometimes, however, the terms upper layer protocols and lower

layer protocols are used to describe the layers above and below IP, respectively.

Encapsulation is a characteristic feature of most networking models, including the OSI Model and TCP/IP suite of

protocols.

External links

« How Encapsulation Works Within the TCP/IP Model '

* Animation of router encapsulation and decapsulation 21
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Packet switching

Packet switching is a digital networking communications method that groups all transmitted data — regardless of
content, type, or structure — into suitably sized blocks, called packets. Packet switching features delivery of
variable-bit-rate data streams (sequences of packets) over a shared network. When traversing network adapters,
switches, routers and other network nodes, packets are buffered and queued, resulting in variable delay and

throughput depending on the traffic load in the network.

Packet switching contrasts with another principal networking paradigm, circuit switching, a method which sets up a
limited number of dedicated connections of constant bit rate and constant delay between nodes for exclusive use
during the communication session. In case of traffic fees (as opposed to flat rate), for example in cellular
communication services, circuit switching is characterized by a fee per time unit of connection time, even when no

data is transferred, while packet switching is characterized by a fee per unit of information.

Two major packet switching modes exist; (1) connectionless packet switching, also known as datagram switching,
and (2) connection-oriented packet switching, also known as virtual circuit switching. In the first case each packet
includes complete addressing or routing information. The packets are routed individually, sometimes resulting in
different paths and out-of-order delivery. In the second case a connection is defined and preallocated in each
involved node during a connection phase before any packet is transferred. The packets include a connection
identifier rather than address information, and are delivered in order. See below.

Packet mode communication may be utilized with or without intermediate forwarding nodes (packet switches or
routers). In all packet mode communication, network resources are managed by statistical multiplexing or dynamic
bandwidth allocation in which a communication channel is effectively divided into an arbitrary number of logical
variable-bit-rate channels or data streams. Statistical multiplexing, packet switching and other store-and-forward
buffering introduces varying latency and throughput in the transmission. Each logical stream consists of a sequence
of packets, which normally are forwarded by the multiplexers and intermediate network nodes asynchronously using
first-in, first-out buffering. Alternatively, the packets may be forwarded according to some scheduling discipline for
fair queuing, traffic shaping or for differentiated or guaranteed quality of service, such as weighted fair queuing or
leaky bucket. In case of a shared physical medium, the packets may be delivered according to some packet-mode

multiple access scheme.

History

The concept of switching small blocks of data was first explored by Paul Baran in the early 1960s. Independently,
Donald Davies at the National Physical Laboratory (NPL) in the UK had developed the same ideas a few years later
(Abbate, 2000).

Leonard Kleinrock conducted early research in queueing theory which would be important in packet switching, and
published a book in the related field of digital message switching (without the packets) in 1961; he also later played
a leading role in building and management of the world's first packet-switched network, the ARPANET.

Baran developed the concept of message block switching during his research at the RAND Corporation for the US
Air Force into survivable communications networks, first presented to the Air Force in the summer of 1961 as
briefing B-265'"1 then published as RAND Paper P-2626 21'in 1962 and then including and expanding somewhat
within a series of eleven papers titled On Distributed Communications B31in 1964. Baran's P-2626 paper described a
general architecture for a large-scale, distributed, survivable communications network. The paper focuses on three
key ideas: first, use of a decentralized network with multiple paths between any two points; and second, dividing
complete user messages into what he called message blocks (later called packets); then third, delivery of these

messages by store and forward switching.
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Baran's study made its way to Robert Taylor and J.C.R. Licklider at the Information Processing Technology Office,
both wide-area network evangelists, and it helped influence Lawrence Roberts to adopt the technology when Taylor
put him in charge of development of the ARPANET.

Baran's work was similar to the research performed independently by Donald Davies at the National Physical
Laboratory, UK. In 1965, Davies developed the concept of packet-switched networks and proposed development of
a UK wide network. He gave a talk on the proposal in 1966, after which a person from the Ministry of Defence
(MoD) told him about Baran's work. A member of Davies' team met Lawrence Roberts at the 1967 ACM
Symposium on Operating System Principles, bringing the two groups together.

Interestingly, Davies had chosen some of the same parameters for his original network design as Baran, such as a
packet size of 1024 bits. In 1966 Davies proposed that a network should be built at the laboratory to serve the needs
of NPL and prove the feasibility of packet switching. The NPL Data Communications Network entered service in
1970. Roberts and the ARPANET team took the name "packet switching" itself from Davies's work.

The first computer network and packet switching network deployed for computer resource sharing was the Octopus
Network at the Lawrence Livermore National Laboratory that began connecting four Control Data 6600 computers
to several shared storage devices (including an IBM 2321 Data Cell' in 1968 and an IBM Photostore!®! in 1970)

and to several hundred Teletype Model 33 ASR terminals for time sharing use starting in 1968.16!

In 1973 Vint Cerf and Bob Kahn wrote the specifications for Transmission Control Protocol (TCP), an

internetworking protocol for sharing resources using packet-switching among the nodes.

Connectionless and connection-oriented packet switching

The service actually provided to the user by networks using packet switching nodes can be either connectionless
(based on datagram messages), or virtual circuit switching (also known as connection oriented). Some
connectionless protocols are Ethernet, IP, and UDP; connection oriented packet-switching protocols include X.25,
Frame relay, Multiprotocol Label Switching (MPLS), and TCP.

In connection-oriented networks, each packet is labeled with a connection ID rather than an address. Address
information is only transferred to each node during a connection set-up phase, when the route to the destination is
discovered and an entry is added to the switching table in each network node through which the connection passes.
The signalling protocols used allow the application to specify its requirements and the network to specify what
capacity etc. is available, and acceptable values for service parameters to be negotiated. Routing a packet is very
simple, as it just requires the node to look up the ID in the table. The packet header can be small, as it only needs to
contain the ID and any information (such as length, timestamp, or sequence number) which is different for different
packets.

In connectionless networks, each packet is labeled with a destination address, source address, and port numbers; it
may also be labeled with the sequence number of the packet. This precludes the need for a dedicated path to help the
packet find its way to its destination, but means that much more information is needed in the packet header, which is
therefore larger, and this information needs to be looked up in power-hungry content-addressable memory. Each
packet is dispatched and may go via different routes; potentially, the system has to do as much work for every packet
as the connection-oriented system has to do in connection set-up, but with less information as to the application's
requirements. At the destination, the original message/data is reassembled in the correct order, based on the packet
sequence number. Thus a virtual connection, also known as a virtual circuit or byte stream is provided to the
end-user by a transport layer protocol, although intermediate network nodes only provides a connectionless network

layer service.
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Packet switching in networks

Packet switching is used to optimize the use of the channel capacity available in digital telecommunication networks
such as computer networks, to minimize the transmission latency (the time it takes for data to pass across the

network), and to increase robustness of communication.

The best-known use of packet switching is the Internet and most local area networks. The Internet is implemented by
the Internet Protocol Suite using a variety of Link Layer technologies. For example, Ethernet and Frame Relay are

common. Newer mobile phone technologies (e.g., GPRS, I-mode) also use packet switching.

X.25 is a notable use of packet switching in that, despite being based on packet switching methods, it provided
virtual circuits to the user. These virtual circuits carry variable-length packets. In 1978, X.25 provided the first
international and commercial packet switching network, the International Packet Switched Service (IPSS).
Asynchronous Transfer Mode (ATM) also is a virtual circuit technology, which uses fixed-length cell relay

connection oriented packet switching.

Datagram packet switching is also called connectionless networking because no connections are established.
Technologies such as Multiprotocol Label Switching (MPLS) and the resource reservation protocol (RSVP) create
virtual circuits on top of datagram networks. Virtual circuits are especially useful in building robust failover

mechanisms and allocating bandwidth for delay-sensitive applications.

MPLS and its predecessors, as well as ATM, have been called "fast packet" technologies. MPLS, indeed, has been
called "ATM without cells".m Modern routers, however, do not require these technologies to be able to forward

variable-length packets at multigigabit speeds across the network.

X.25 vs. Frame Relay packet switching

Both X.25 and Frame Relay provide connection-oriented packet switching, also known as virtual circuit switching.
A major difference between X.25 and Frame Relay packet switching is that X.25 is a reliable protocol, based on
node-to-node automatic repeat request, while Frame Relay is a non-reliable protocol, maximum packet length is
1000 bytes. Any retransmissions must be carried out by higher layer protocols. The X.25 protocol is a network layer
protocol, and is part of the X.25 protocol suite, also known as the OSI protocol suite. It was widely used in switching
networks during the 1980s and early 1990s, for example as an alternative to circuit mode terminal switching, and for
automated teller machines. Frame relay is a further development of X.25. The simplicity of Frame Relay made it
considerably faster and more cost effective than X.25 packet switching. Frame relay is a data link layer protocol, and
does not provide logical addresses and routing. It is only used for "semi-permanent" connections, while X.25
connections also can be established for each communication session. Frame Relay was used to interconnect LANs or
LAN segments, mainly in the 1990s by large companies that had a requirement to handle heavy telecommunications

[81:250 Despite the benefits of frame relay packet switching, many international

traffic across wide area networks.
companies are staying with the X.25 standard. In the United States, X.25 packet switching was used heavily in
government and financial networks that use mainframe applications. Many companies did not intend to cross over to
Frame Relay packet switching because it is more cost effective to use X.25 on slower networks. In certain parts of

the world, particularly in Asia-Pacific and South America regions, X.25 was the only technology available."”!
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» Packet Switching History and Design (http://www.livinginternet.com/i/iw_packet.htm), site reviewed by
Baran, Roberts, and Kleinrock

» Paul Baran and the Origins of the Internet (http://www.rand.org/about/history/baran.html)

* A Brief History of the Internet (http://www.isoc.org/internet/history/brief.shtml)

This article is based on material taken from the Free On-line Dictionary of Computing prior to 1 November 2008 and

incorporated under the "relicensing" terms of the GFDL, version 1.3 or later.

Hostname

A hostname is a label that is assigned to a device connected to a computer network and that is used to identify the
device in various forms of electronic communication such as the World Wide Web, e-mail or Usenet. Hostnames
may be simple names consisting of a single word or phrase, or they may have appended a domain name, which is a
name in a Domain Name System (DNS), separated from the host specific label by a period (dot). In the latter form,
the hostname is also called a domain name. If the domain name is completely specified including a top-level domain

of the Internet, then the hostname is said to be a fully qualified domain name (FQDN).

Example: 'saturn' and 'jupiter' could be the hostnames of a couple of devices connected to a network called Alpha.
Within Alpha the devices are reached by their hostname. Alpha could be configured so that its domain name is
'alpha’ (in lower case letters). In that case, the mentioned devices' hostnames, including the domain-name, would be:
'saturn.alpha’ and 'jupiter.alpha’, respectively. With these names they could be reached in a private network of
networks, each with its own domain name. If alpha is registered and can be reached as alpha.net on the Internet, then

the fully qualified domain names for the devices would be: 'saturn.alpha.net' and 'jupiter.alpha.net’

Hostnames that include DNS domains are often stored in the Domain Name System together with the IP addresses of

the host they represent for the purpose of mapping the hostname to an address, or the reverse process.

Overview

Hostnames are human-readable nicknames that correspond to the address of a device connected to a network. They
are used by various naming systems, e.g., Network Information Service (NIS), Domain Name System (DNS), Server
Message Block (SMB), and the meaning of hostname will vary according to the naming system used. A hostname
meaningful to a Microsoft NetBIOS workgroup may be an invalid Internet hostname. When presented with a
hostname without any context, it is usually safe to assume that the network is the Internet and the hostname's naming
system is the DNS.

Host names are typically used in an administrative capacity and may appear in computer browser lists, active

directory lists, IP address to hostname resolutions, email headers, etc.

Internet hostnames

On the Internet, a hostname is a domain name assigned to a host computer. This is usually a combination of the
host's local name with its parent domain's name. For example, en.wikipedia.org consists of a local hostname (en) and
the domain name wikipedia.org. This kind of hostname is translated into an IP address via the local hosts file, or the
Domain Name System (DNS) resolver. It is possible for a single host computer to have several hostnames; but

generally the operating system of the host prefers to have one hostname that the host uses for itself.

Any domain name can also be a hostname, as long as the restrictions mentioned below are followed. So, for
example, both en.wikipedia.org and wikipedia.org are hostnames because they both have IP addresses assigned to

them. The domain name pmtpa.wikimedia.org is not a hostname since it does not have an IP address (as of now), but
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rr.pmtpa.wikimedia.org is a hostname. A hostname may be a domain name, if it is properly organized into the
domain name system. A domain name may be a hostname if it has been assigned to an Internet host and associated
with the host's IP address.

Restrictions on valid host names

Hostnames are composed of series of labels concatenated with dots, as are all domain names. For example,

[1]

"en.wikipedia.org" is a hostname. Each label must be between 1 and 63 characters long," ' and the entire hostname

(including the delimiting dots) has a maximum of 255 characters.

The Internet standards (Request for Comments) for protocols mandate that component hostname labels may contain
only the ASCII letters 'a' through 'z' (in a case-insensitive manner), the digits '0' through '9', and the hyphen ('-'). The
original specification of hostnames in RFC 952, mandated that labels could not start with a digit or with a hyphen,
and must not end with a hyphen. However, a subsequent specification (RFC 1123) permitted hostname labels to start

with digits. No other symbols, punctuation characters, or white space are permitted.

While a hostname may not contain other characters, such as the underscore character (_), other DNS names may
contain the underscore.!?! Systems such as DomainKeys and service records use the underscore as a means to assure
that their special character is not confused with hostnames. For example, _http._sctp.www.example.com
specifies a service pointer for an SCTP capable webserver host (www) in the domain example.com. Note that some

applications (e.g. IE) won't work correctly if any part of the hostname will contain an underscore character'".

One common cause of non-compliance with this specification is that neither Microsoft Windows nor Android
smartphones enforce the rule against using an underscore in hostnames. Since some systems will reject invalid
hostnames while others will not, the use of invalid hostname characters may cause subtle problems in systems that
connect to standards-based services. For example, RFC-compliant mail servers will refuse to deliver mail for MS

Windows computers with names containing underscores.

The hostname en.wikipedia.org is composed of the DNS labels en (hostname or leaf domain), wikipedia
(second-level domain) and org (top-level domain). Labels such as 2600 and 3abc may be used in hostnames, but -hi-

and *hi* are invalid.

A hostname is considered to be a fully qualified domain name (FQDN) if all the labels up to and including the
top-level domain name (TLD) are specified. The hostname en.wikipedia.org terminates with the top-level
domain org and is thus fully qualified. Depending on the operating system DNS software implementation, an
unqualified hostname such as csail or wikipedia may be automatically combined with default domain names
configured into the system, in order to determine the fully qualified domain name. As an example, a student at MIT
may be able to send mail to "joe@csail" and have it automatically qualified by the mail system to be sent to

Jjoe@csail. mit.edu.

General guidelines on choosing good hostnames are outlined in RFC 1178.

References

[1] RFC 1034, Section 3.1 "Name space specifications and terminology" (http://tools.ietf.org/html/rfc1034#section-3.1)
[2] "Underscores in DNS" (http://domainkeys.sourceforge.net/underscore.html). . Retrieved 2011-07-20.
[3] Internet Explorer Cookie Internals (FAQ) (http://blogs.msdn.com/b/ieinternals/archive/2009/08/20/wininet-ie-cookie-internals-faq.

aspx)



http://en.wikipedia.org/w/index.php?title=DNS_label
http://en.wikipedia.org/w/index.php?title=Domain_Name
http://en.wikipedia.org/w/index.php?title=Request_for_Comments
http://en.wikipedia.org/w/index.php?title=ASCII
http://en.wikipedia.org/w/index.php?title=Hyphen
http://en.wikipedia.org/w/index.php?title=DomainKeys
http://en.wikipedia.org/w/index.php?title=SRV_record
http://en.wikipedia.org/w/index.php?title=SCTP
http://en.wikipedia.org/w/index.php?title=Internet_Explorer
http://en.wikipedia.org/w/index.php?title=Microsoft_Windows
http://en.wikipedia.org/w/index.php?title=Android_%28operating_system%29
http://en.wikipedia.org/w/index.php?title=Smartphones
http://en.wikipedia.org/w/index.php?title=Top-level_domain_name
http://tools.ietf.org/html/rfc1034#section-3.1
http://domainkeys.sourceforge.net/underscore.html
http://blogs.msdn.com/b/ieinternals/archive/2009/08/20/wininet-ie-cookie-internals-faq.aspx
http://blogs.msdn.com/b/ieinternals/archive/2009/08/20/wininet-ie-cookie-internals-faq.aspx

End-to-end principle 102

End-to-end principle

The end-to-end principle is a classic design principle of computer networking,m first explicitly articulated in a
1981 conference paper by Saltzer, Reed, and Clark.!?! B

The end-to-end principle states that application-specific functions ought to reside in the end hosts of a network rather
than in intermediary nodes — provided they can be implemented "completely and correctly” in the end hosts. Going
back to Baran's work on obtaining reliability from unreliable parts in the early 1960s, the basic intuition behind the
original principle is that the payoffs from adding functions to the network quickly diminish, especially in those cases
where the end hosts will have to re-implement functions for reasons of "completeness and correctness" anyway
(regardless of the efforts of the network).w Moreover, there is an unfair performance penalty paid by all network

clients when application functions of just a few clients are pushed into the intermediate nodes of a network.

The canonical example for the end-to-end principle is that of arbitrarily reliable file transfer between two
communication end points in a distributed network of nontrivial size®!. The only way two end points can obtain
perfect reliability for this file transfer is by positive acknowledgment of end-to-end checksums over the final file in
the destination storage locations on the destination machine. In such a system, lesser checksum and acknowledgment
(ACK/NACK) protocols are justified only as a performance optimization, useful to the vast majority of clients, but
are incapable of anticipating the reliability requirement of the transfer application itself (because said requirements
may be arbitrarily high).

As an example of the end-to-end principle in practice, to reach Six Sigma reliability, file servers made by NetApp
were forced to implement end-to-end checksums (making the disk drive checksums redundant) because the

checksums used by certain disk makers were insufficient to meet a guarantee of Six Sigma reliability.

In debates about network neutrality a common interpretation of the end-to-end principle is that it implies a neutral or

"dumb" network.

Basic content of the principle

The fundamental notion behind the end-to-end principle is that for two processes communicating with each other via
some communication means, the reliability obtained from that means cannot be expected to be perfectly aligned with
the reliability requirements of the processes. In particular, meeting or exceeding very high reliability requirements of
communicating processes separated by networks of nontrivial size is more costly than obtaining the required degree
of reliability by positive end-to-end acknowledgements and retransmissions (referred to as PAR or ARQ).[é] Put
differently, it is far easier and more tractable to obtain reliability beyond a certain margin by mechanisms in the end
hosts of a network rather than in the intermediary nodes,m especially when the latter are beyond the control of and
accountability to the former.® An end-to-end PAR protocol with infinite retries can obtain arbitrarily high reliability

from any network with a higher than zero probability of successfully transmitting data from one end to another.!

The end-to-end principle does not trivially extend to functions beyond end-to-end error control and correction. E.g.,
no straightforward end-to-end arguments can be made for communication parameters such as latency and

throughput. Based on a personal communication with Saltzer (lead author of the original end-to-end paper[s])

Blumenthal and Clark in a 2001 paper note:! %!

[Flrom the beginning, the end-to-end arguments revolved around requirements that could be implemented
correctly at the end-points; if implementation inside the network is the only way to accomplish the

requirement, then an end-to-end argument isn't appropriate in the first place. (p. 80)
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History

The meaning of the end-to-end principle has been continuously reinterpreted ever since its initial articulation. Also,
noteworthy formulations of the end-to-end principle can be found prior to the seminal 1981 Saltzer, Reed, and Clark

paper.[S]

The basic notion: reliability from unreliable parts

In the 1960s Paul Baran and Donald Davies in their pre-Arpanet elaborations of networking made brief comments

about reliability that capture the essence of the later end-to-end principle. To quote from a 1964 Baran paper:[1 1

Reliability and raw error rates are secondary. The network must be built with the expectation of heavy damage

anyway. Powerful error removal methods exist. (p. 5)
Similarly, Davies notes on end-to-end error control:!?!

It is thought that all users of the network will provide themselves with some kind of error control and that
without difficulty this could be made to show up a missing packet. Because of this, loss of packets, if it is

sufficiently rare, can be tolerated. (p. 2.3)

Early trade-offs: experiences in the Arpanet

The Arpanet was the first large-scale general-purpose packet switching network — implementing several of the basic
notions previously touched on by Baran and Davies, and demonstrating a number of important aspects to the
end-to-end principle:

Packet switching pushes some logical functions toward the communication end points

If the basic premise of a distributed network is packet switching, then functions such as reordering and
duplicate detection inevitably have to be implemented at the logical end points of such network. Consequently,
the Arpanet featured two distinct levels of functionality — (1) a lower level concerned with transporting data
packets between neighboring network nodes (called IMPs), and (2) a higher level concerned with various
end-to-end aspects of the data transmission.!'>! Dave Clark, one of the authors of the end-to-end principle
paper, concludes:!'* "The discovery of packets is not a consequence of the end-to-end argument. It is the
success of packets that make the end-to-end argument relevant" (slide 31).

No arbitrarily reliable data transfer without end-to-end acknowledgment and retransmission mechanisms

The Arpanet was designed to provide reliable data transport between any two end points of the network —
much like a simple I/O channel between a computer and a nearby peripheral device.!"> In order to remedy any
potential failures of packet transmission normal Arpanet messages were handed from one node to the next
node with a positive acknowledgment and retransmission scheme; after a successful handover they were then
discarded,[16] no source to destination retransmission in case of packet loss was catered for. However, in spite
of significant efforts, perfect reliability as envisaged in the initial Arpanet specification turned out to be
impossible to provide — a reality that became increasingly obvious once the Arpanet grew well beyond its
initial four node topology.m] The Arpanet thus provided a strong case for the inherent limits of network based

hop-by-hop reliability mechanisms in pursuit of true end-to-end reliability.[lg]

Trade-off between reliability, latency, and throughput

The pursuit of perfect reliability may hurt other relevant parameters of a data transmission — most importantly
latency and throughput. This is particularly important for applications that require no perfect reliability, but
rather value predictable throughput and low latency — the classic example being interactive real-time voice
applications. This use case was catered for in the Arpanet by providing a raw message service that dispensed
with various reliability measures so as to provide faster and lower latency data transmission service to the end

hosts.“gl
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The canonical case: TCP/IP

In the Internet the IP protocol — a connectionless datagram service with no delivery guarantees and effectively no
QoS parameters — is used for nearly all communications. Arbitrary protocols may sit on top of IP. It turns out that
some applications (such as voice, in many cases) do not need reliable retransmission, and so the only reliability in IP
is in the checksum of the IP header (which is necessary to prevent bit errors from sending packets on wild routing
paths.) End-to-end acknowledgment and retransmission is relegated to the connection-oriented TCP which sits on
top of IP. The functional split between IP and TCP exemplifies proper application of the end-to-end principle to
transport protocol design. In addition, to function properly networks must also have methods for shedding or
rejecting loads that would cause the network to thrash and collapse (think "busy signal” on a telephone network.)
The vast majority of applications on the Internet use TCP for communications. It was surprising that it took fully 7
years after TCP was standardized for Van Jacobsen and Karels to invent end-to-end congestion control algorithms
for TCP, which adaptively and in a distributed fashion, scale back transmission rates to shed load from an

overloaded Internet.

Limitations of the principle

The most important limitation of the end-to-end principle is that its basic conclusion — put functions in the

application end points rather than the intermediary nodes — is not trivial to operationalize. Specifically:

* it assumes a notion of distinct application end points as opposed to intermediary nodes that makes little sense
when considering the structure of distributed applications;

* itassumes a dichotomy between non-application-specific and application-specific functions (the former to be part
of the operations between application end points and the latter to be implemented by the application end points
themselves) while arguably no function to be performed in a network is fully orthogonal to all possible
application needs;

* it remains silent on functions that may not be implemented "completely and correctly” in the application end
points and places no upper bound on the amount of application specific functions that may be placed with

intermediary nodes on grounds of performancy considerations, economic trade-offs, etc.

Notes

[1] See Denning's Great Principles of Computing

[2] Saltzer,J. H., D. P. Reed, and D. D. Clark (1981) "End-to-End Arguments in System Design". In: Proceedings of the Second International
Conference on Distributed Computing Systems. Paris, France. April 8—10, 1981. IEEE Computer Society, pp. 509-512.

[3] The 1981 paper was published in ACM's TOCS in an updated version in 1984.Saltzer, J. H. (1980). End-to-End Arguments in System
Design. Request for Comments No. 185, MIT Laboratory for Computer Science, Computer Systems Research Division. ( Online copy (http://
web.mit.edu/Saltzer/www/publications/rfc/csr-rfc-185.pdf)).

[4] The full quote from the Saltzer, Reed, Clark paper reads:

In a system that includes communications, one usually draws a modular boundary around the
communication subsystem and defines a firm interface between it and the rest of the system. When
doing so, it becomes apparent that there is a list of functions each of which might be implemented in any
of several ways: by the communication subsystem, by its client, as a joint venture, or perhaps
redundantly, each doing its own version. In reasoning about this choice, the requirements of the
application provide the basis for the following class of arguments: The function in question can
completely and correctly be implemented only with the knowledge and help of the application standing
at the endpoints of the communication system. Therefore, providing that questioned function as a feature
of the communication system itself is not possible, and moreover, produces a performance penalty for
all clients of the communication system. (Sometimes an incomplete version of the function provided by
the communication system may be useful as a performance enhancement.) We call this line of reasoning

against low-level function implementation the end-to-end argument. (p. 278)
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[5] Saltzer,J. H., D. P. Reed, and D. D. Clark (1984) "End-to-End Arguments in System Design". In: ACM Transactions on Computer Systems
2.4, pp. 277-288. (See also here (http://web.mit.edu/Saltzer/www/publications/endtoend/endtoend.pdf) for a version from Saltzer's MIT
homepage.)

[6] In fact, even in local area networks there is a non-zero probability of communication failure — "attention to reliability at higher levels is
required regardless of the control strategy of the network".

[7] Putin economics terms, the marginal cost of additional reliability in the network exceeds the marginal cost of obtaining the same additional
reliability by measures in the end hosts. The economically efficient level of reliability improvement inside the network depends on the specific
circumstances; however, it is certainly nowhere near zero:

Clearly, some effort at the lower levels to improve network reliability can have a significant effect on

application performance. (p. 281)

[8] The possibility of enforceable contractual remedies notwithstanding, it is impossible for any network in which intermediary resources are
shared in a non-deterministic fashion to guarantee perfect reliability. At most, it may quote statistical performance averages.

[9] More precisely:

A correctly functioning PAR protocol with infinite retry count never loses or duplicates messages.
[Corollary:] A correctly functioning PAR protocol with finite retry count never loses or duplicates
messages, and the probability of failing to deliver a message can be made arbitrarily small by the sender.
-3

[10] Blumenthal, M. S. and D. D. Clark (2001). "Rethinking the Design of the Internet: The End-to-End Arguments vs. the Brave New World".
In: ACM Transactions on Internet Technology 1.1, pp. 70—109. ( Online pre-publication version (http://mia.ece.uic.edu/~papers/
Networking/pdf00002.pdf)).

[11] Baran, P. (1964). "On Distributed Communications Networks". In: IEEE Transactions on Communications 12.1, pp. 1-9.

[12] Davies, D. W., K. A. Bartlett, R. A. Scantlebury, and P. T. Wilkinson (1967). "A Digital Communication Network for Computers Giving
Rapid Response at Remote Terminals". In: SOSP '67: Proceedings of the First ACM Symposium on Operating System Principles. Gatlinburg,
TN. October 14, 1967. New York, NY: ACM, pp. 2.1-2.17.

[13] In accordance with the Arpanet RFQ (pp. 47 f.) the Arpanet conceptually separated certain functions. As BBN point out in a 1977 paper:
[TThe ARPA Network implementation uses the technique of breaking messages into packets to minimize
the delay seen for long transmissions over many hops. The ARPA Network implementation also allows
several messages to be in transit simultaneously between a given pair of Hosts. However, the several
messages and the packets within the messages may arrive at the destination IMP out of order, and in the
event of a broken IMP or line, there may be duplicates. The task of the ARPA Network
source-to-destination transmission procedure is to reorder packets and messages at their destination, to
cull duplicates, and after all the packets of a message have arrived, pass the message on to the

destination Host and return an end-to-end acknowledgment. (p. 284)

[14] Clark, D. D. (2007). Application Design and the End-to-End Arguments. MIT Communications Futures Program Bi-Annual Meeting.
Philadelphia, PA. May 30-31, 2007. Presentation slides. ( Online copy (http://cfp.mit.edu/events/may07/presentations/CLARK
Application Design.ppt)).

[15] This requirement was spelled out in the Arpanet RFQ:

From the point of view of the ARPA contractors as users of the network, the communication subnet is a
self-contained facility whose software and hardware is maintained by the network contractor. In
designing Interconnection Software we should only need to use the I/0 conventions for moving data into
and out of the subnet and not otherwise be involved in the details of subnet operation. Specifically, error
checking, fault detection, message switching, fault recovery, line switching, carrier failures and carrier
quality assessment, as required to guarantee reliable network performance, are the sole responsibility of
the network contractor. (p. 25)
[16] Notes Walden in a 1972 paper:

Each IMP holds on to a packet until it gets a positive acknowledgment from the next IMP down the line
that the packet has been properly received. It is gets the acknowledgment, all is well; the IMP knows
that the next IMP now has responsibility for the packet and the transmitting IMP can discard its copy of

the packet. (p. 11)
[17] By 1973, BBN acknowledged that the initial aim of perfect reliability inside the Arpanet was not achievable:
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Initially, it was thought that the only components in the network design that were prone to errors were
the communications circuits, and the modem interfaces in the IMPs are equipped with a CRC checksum
to detect "almost all" such errors. The rest of the system, including Host interfaces, IMP processors,
memories, and interfaces, were all considered to be error-free. We have had to re-evaluate this position

in the light of our experience. (p. 1)
In fact, as Metcalfe summarizes by 1973, "there have been enough bits in error in the Arpanet to fill this quota [one undetected transmission
bit error per year] for centuries" (p. 7-28). See also BBN Report 2816 (pp. 10 ff.) for additional elaboration about the experiences gained in the
first years of operating the Arpanet.

[18] Incidentally, the Arpanet also provides a good case for the trade-offs between the cost of end-to-end reliability mechanisms versus the
benefits to be obtained thusly. Note that true end-to-end reliability mechanisms would have been prohibitively costly at the time, given that the
specification held that there could be up to 8 host level messages in flight at the same time between two end points, each having a maximum
of more than 8000 bits. The amount of memory that would have been required to keep copies of all those data for possible retransmission in
case no acknowledgment came from the destination IMP was too expensive to be worthwhile. As for host based end-to-end reliability
mechanisms — those would have added considerable complexity to the common host level protocol (Host-Host Protocol). While the
desirability of host-host reliability mechanisms was articulated in RFC 1, after some discussion they were dispensed with (although higher
level protocols or applications were, of course, free to implement such mechanisms themselves). For a recount of the debate at the time see
Birwolff 2010, pp. 56-58 and the notes therein, especially notes 151 and 163.

[19] Early experiments with packet voice date back to 1971, and by 1972 more formal ARPA research on the subject commenced. As
documented in RFC 660 (p. 2), in 1974 BBN introduced the raw message service (Raw Message Interface, RMI) to the Arpanet, primarily in
order to allow hosts to experiment with packet voice applications, but also acknowledging the use of such facility in view of possibly
internetwork communication (cf. a BBN Report 2913 at pp. 55 f.). See also Barwolff 2010, pp. 80-84 and the copious notes therein.
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Finite-state machine

A finite-state machine (FSM) or finite-state automaton (plural: automata), or simply a state machine, is a
mathematical model of computation used to design both computer programs and sequential logic circuits. It is
conceived as an abstract machine that can be in one of a finite number of states. The machine is in only one state at a
time; the state it is in at any given time is called the current state. It can change from one state to another when
initiated by a triggering event or condition, this is called a transition. A particular FSM is defined by a list of its

states, and the triggering condition for each transition.

The behavior of state machines can be observed in many devices in modern society which perform a predetermined
sequence of actions depending on a sequence of events they are presented with. Simple examples are vending
machines which dispense products when the proper combination of coins are deposited, elevators which drop riders
off at upper floors before going down, traffic lights which change sequence when cars are waiting, and combination

locks which require the input of combination numbers in the proper order.

Finite-state machines can model a large number of problems, among which are electronic design automation,
communication protocol design, language parsing and other engineering applications. In biology and artificial
intelligence research, state machines or hierarchies of state machines have been used to describe neurological

systems and in linguistics—to describe the grammars of natural languages.

Considered as an abstract model of computation, the finite state machine is weak; it has less computational power
than some other models of computation such as the Turing machine.!! That is, there are tasks which no FSM can do
but a Turing machine can do. This is because the FSM has limited memory. The memory is limited by the number of
states.

FSMs are studied in the more general field of automata theory.

Example: a turnstile

An example of a very simple mechanism that can
be modeled by a state machine is a turnstile. 23! A
turnstile, used to control access to subways and
amusement park rides, is a gate with three rotating
arms at waist height, one across the entryway.

Initially the arms are locked, barring the entry,

preventing customers from passing through.
Depositing a coin or token in a slot on the turnstile 2]
. State diagram for a turnstile
unlocks the arms, allowing them to rotate by

one-third of a complete turn, allowing a single
customer to push through. After the customer
passes through, the arms are locked again until

another coin is inserted.

The turnstile has two states: Locked and
Unlocked.””) There are two inputs that affect its
state: putting a coin in the slot (coirn) and pushing
the arm (push). In the locked state, pushing on the
arm has no effect; no matter how many times the

input push is given it stays in the locked state.

A turnstile



http://en.wikipedia.org/w/index.php?title=Model_of_computation
http://en.wikipedia.org/w/index.php?title=Computer_programs
http://en.wikipedia.org/w/index.php?title=Sequential_logic
http://en.wikipedia.org/w/index.php?title=Abstract_machine
http://en.wikipedia.org/w/index.php?title=State_%28computer_science%29
http://en.wikipedia.org/w/index.php?title=Vending_machine
http://en.wikipedia.org/w/index.php?title=Vending_machine
http://en.wikipedia.org/w/index.php?title=Elevator
http://en.wikipedia.org/w/index.php?title=Traffic_light
http://en.wikipedia.org/w/index.php?title=Combination_lock
http://en.wikipedia.org/w/index.php?title=Combination_lock
http://en.wikipedia.org/w/index.php?title=Electronic_design_automation
http://en.wikipedia.org/w/index.php?title=Communication_protocol
http://en.wikipedia.org/w/index.php?title=Parsing
http://en.wikipedia.org/w/index.php?title=Biology
http://en.wikipedia.org/w/index.php?title=Artificial_intelligence
http://en.wikipedia.org/w/index.php?title=Artificial_intelligence
http://en.wikipedia.org/w/index.php?title=Neurology
http://en.wikipedia.org/w/index.php?title=Neurology
http://en.wikipedia.org/w/index.php?title=Linguistics
http://en.wikipedia.org/w/index.php?title=Languages
http://en.wikipedia.org/w/index.php?title=Turing_machine
http://en.wikipedia.org/w/index.php?title=Computer_memory
http://en.wikipedia.org/w/index.php?title=Automata_theory
http://en.wikipedia.org/w/index.php?title=File%3ATurnstile_state_machine_colored.svg
http://en.wikipedia.org/w/index.php?title=File%3ATorniqueterevolution.jpg
http://en.wikipedia.org/w/index.php?title=Turnstile
http://en.wikipedia.org/w/index.php?title=Token_coin

Finite-state machine

108

Putting a coin in, that is giving the machine a coin input, shifts the state from Locked to Unlocked. In the unlocked
state, putting additional coins in has no effect; that is, giving additional coin inputs does not change the state.
However, a customer pushing through the arms, giving a push input, shifts the state back to Locked.

The turnstile state machine can be represented by a state transition table, showing for each state the new state and the
output (action) resulting from each input

Current State | Input | Next State Output

Locked coin | Unlocked |Release turnstile so customer can push through

push | Locked None

Unlocked |coin | Unlocked | None

push | Locked When customer has pushed through lock turnstile

It can also be represented by a directed graph called a state diagram (above). Each of the states is represented by a
node (circle). Edges (arrows) show the transitions from one state to another. Each arrow is labeled with the input
that triggers that transition. Inputs that don't cause a change of state (such as a coin input in the Unlocked state) are
represented by a circular arrow returning to the original state. The arrow into the Locked node from the black dot
indicates it is the initial state.

Concepts and vocabulary

A state is a description of the status of a system that is waiting to execute a transition. A transition is a set of actions
to be executed when a condition is fulfilled or when an event is received. For example, when using an audio system
to listen to the radio (the system is in the "radio" state), receiving a "next" stimulus results in moving to the next
station. When the system is in the "CD" state, the "next" stimulus results in moving to the next track. Identical

stimuli trigger different actions depending on the current state.
In some finite-state machine representations, it is also possible to associate actions with a state:

* Entry action: performed when entering the state,

» Exit action: performed when exiting the state.

Representations

For an introduction, see State diagram.

heating -
entry / heater_on(); b
exit / heater_off(); {

ing ™ ——DOOR_OPEN:
State/EVent table entry / arm_time_event(me->toast_color);
exit / disarm_time_event(); door_open

en_try / internal_lamp_on();
Several state transition table types are used. The most DO BAKING—— LDO_TOASTING— it /internal lamp_off():
. . baki
common representation is shown below: the o A le-DOOR cLOSE

entry / set_temperature(me->temperature);
exit / set_temperature(0);

combination of current state (e.g. B) and input (e.g. Y)

shows the next state (e.g. C). The complete actions Fig. | UML state chart example (a toaster oven)
information is not directly described in the table and

can only be added using footnotes. A FSM definition including the full actions information is possible using state
tables (see also VFSM).
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DCL
mylariable TNTEGER:

@
mylarisble := 0 conReqT imer % canCanf

confeq myVariable = mVarisble + L ( connected )

myVariable < 10
true ;E

SET(S. conReqTimer!

connecting

SET{S, conReqTimer)

cannecting

Fig. 2 SDL state machine example

state

Opened

E: open door

transition

close_door open_door

transition condition

E: close door

entry action

Fig. 3 Example of a simple finite state machine
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State transition table

Current State A | State B | State C
state —
Input }

Input X

Input Y State C

Input Z

UML state machines

The Unified Modeling Language has a notation for describing state machines. UML state machines overcome the
limitations of traditional finite state machines while retaining their main benefits. UML state machines introduce the
new concepts of hierarchically nested states and orthogonal regions, while extending the notion of actions. UML
state machines have the characteristics of both Mealy machines and Moore machines. They support actions that
depend on both the state of the system and the triggering event, as in Mealy machines, as well as entry and exit

actions, which are associated with states rather than transitions, as in Moore machines.

SDL state machines

The Specification and Description Language is a standard from ITU which includes graphical symbols to describe

actions in the transition:

¢ send an event

e receive an event

e start a timer

e cancel a timer

e start another concurrent state machine

e decision

SDL embeds basic data types called Abstract Data Types, an action language, and an execution semantic in order to
make the finite state machine executable.

Other state diagrams

There are a large number of variants to represent an FSM such as the one in figure 3.

Usage

In addition to their use in modeling reactive systems presented here, finite state automata are significant in many
different areas, including electrical engineering, linguistics, computer science, philosophy, biology, mathematics,
and logic. Finite state machines are a class of automata studied in automata theory and the theory of computation. In
computer science, finite state machines are widely used in modeling of application behavior, design of hardware

digital systems, software engineering, compilers, network protocols, and the study of computation and languages.
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Classification

There are two different groups of state machines: Acceptors/Recognizers and Transducers.

Acceptors and recognizers

Acceptors and recognizers (also
sequence detectors) produce a binary
output, saying either yes or no to
answer whether the input is accepted
by the machine or not. All states of the
FSM are said to be either accepting or
not accepting. At the time when all
input is processed, if the current state
is an accepting state, the input is
accepted; otherwise it is rejected. As a
rule the input are symbols (characters);

actions are not used. The example in

figure 4 shows a finite state machine Fig. 4 Acceptor FSM: parsing the word "nice"

which accepts the word "nice". In this

FSM the only accepting state is number 7.

The machine can also be described as defining a language, which would contain every word accepted by the machine

but none of the rejected ones; we say then that the language is accepted by the machine. By definition, the languages

accepted by FSMs are the regular languages—that is, a language is regular if there is some FSM that accepts it.

Start state

The start state is usually shown drawn with an arrow "pointing at it from any where" (Sipser (2006) p. 34).

Accept (or final) states

Accept states (also referred to as accepting or final states)
are those at which the machine reports that the input string, as
processed so far, is a member of the language it accepts. It is

usually represented by a double circle.

An example of an accepting state appears in the diagram to
the right: a deterministic finite automaton (DFA) that detects
whether the binary input string contains an even number of
0's.

S | (which is also the start state) indicates the state at which an
even number of 0's has been input. S | is therefore an accepting

state. This machine will finish in an accept state, if the binary

string contains an even number of 0's (including any binary

1 1

AP Ne
\6/

Fig. 5: Representation of a finite-state machine; this example
shows one that determines whether a binary number has an

odd or even number of 0's, where 5" 11s an accepting state.

string containing no 0's). Examples of strings accepted by this DFA are epsilon (the empty string), 1, 11, 11..., 00,

010, 1010, 10110, etc...
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Transducers

Transducers generate output based on a given input and/or a state using actions. They are used for control

applications and in the field of computational linguistics. Here two types are distinguished:
Moore machine

The FSM uses only entry actions, i.e., output depends only on the state. The advantage of the Moore model is
a simplification of the behaviour. Consider an elevator door. The state machine recognizes two commands:
"command_open" and "command_close" which trigger state changes. The entry action (E:) in state "Opening"
starts a motor opening the door, the entry action in state "Closing" starts a motor in the other direction closing
the door. States "Opened" and "Closed" stop the motor when fully opened or closed. They signal to the outside

world (e.g., to other state machines) the situation: "door is open" or "door is closed".
Mealy machine

The FSM uses only input sensor_closed

actions, i.e., output depends on . 2
input and state. The use of a Closed
Mealy FSM leads often to a !

reduction of the number of j : zensor_opened
states. The example in figure 7 :
shows a Mealy FSM

implementing the same

Fig. 7 Transducer FSM: Mealy model example

behaviour as in the Moore

example (the behaviour depends on the implemented FSM execution model and will work, e.g., for virtual
FSM but not for event driven FSM). There are two input actions (I:): "start motor to close the door if
command_close arrives" and "start motor in the other direction to open the door if command_open arrives".

The "opening" and "closing" intermediate states are not shown.

[of what?]

In practice mixed models are often used.

More details about the differences and usage of Moore and Mealy models, including an executable example, can be
found in the external technical note "Moore or Mealy model?" 141

Determinism

A further distinction is between deterministic (DFA) and non-deterministic (NFA, GNFA) automata. In
deterministic automata, every state has exactly one transition for each possible input. In non-deterministic automata,
an input can lead to one, more than one or no transition for a given state. This distinction is relevant in practice, but
not in theory, as there exists an algorithm (the powerset construction) which can transform any NFA into a more

complex DFA with identical functionality.

The FSM with only one state is called a combinatorial FSM and uses only input actions. This concept is useful in
cases where a number of FSM are required to work together, and where it is convenient to consider a purely

combinatorial part as a form of FSM to suit the design tools.

Alternative semantics

There are other sets of semantics available to represent state machines. For example, there are tools for modeling and
designing logic for embedded controllers.! They combine hierarchical state machines, flow graphs, and truth tables
into one language, resulting in a different formalism and set of semantics.'® Figure 8 illustrates this mix of state
machines and flow graphs with a set of states to represent the state of a stopwatch and a flow graph to control the

(71

ticks of the watch. These charts, like Harel's original state machines, ' support hierarchically nested states,
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orthogonal regions, state actions, and transition actions.[g]

FSM logic

The next state and output of an FSM is a function of the input and INPUTS
of the current state. The FSM logic is shown in Figure 8.

4]

State

In accordance with the general classification, the following formal transistion

Mathematical model

definitions are found: conditions

* A deterministic finite state machine or acceptor deterministic l

finite state machine is a quintuple (35, S, sq, 4, F'), where:

e .is the input alphabet (a finite, non-empty set of symbols).
State

e Gis a finite, non-empty set of states.

e Spis an initial state, an element of § . |

e is the state-transition function: § :+ § x ¥ — S (ina
nondeterministic finite automaton it would be \J l

d: S x L —P(S).ie., § would return a set of states). Output
e F'is the set of final states, a (possibly empty) subset of § . conditions

For both deterministic and non-deterministic FSMs, it is l

conventional to allow § to be a partial function, i.e. § (q, 3;) does

not have to be defined for every combination of g € S and OUTPUTS

x € Y. If an FSM Jfis in a state 4, the next symbol is z and Fig. 8 FSM Logic (Mealy)

8{g, x)is not defined, then }f can announce an error (i.e. reject

the input). This is useful in definitions of general state machines, but less useful when transforming the machine.
Some algorithms in their default form may require total functions.

A finite-state machine is a restricted Turing machine where the head can only perform "read" operations, and always

moves from left to right.[9]

* A finite state transducer is a sextuple (33, T, S, 59, 6, w) , where:
e :is the input alphabet (a finite non empty set of symbols).
* T is the output alphabet (a finite, non-empty set of symbols).
e Gis a finite, non-empty set of states.
e Spis the initial state, an element of § . In a nondeterministic finite automaton, Sgis a set of initial states.
e is the state-transition function: § : § x ¥, — §.
e wis the output function.

If the output function is a function of a state and input alphabet ( (v : § x ¥ — IT') that definition corresponds to
the Mealy model, and can be modelled as a Mealy machine. If the output function depends only on a state (
w: 9 — T') that definition corresponds to the Moore model, and can be modelled as a Moore machine. A

finite-state machine with no output function at all is known as a semiautomaton or transition system.

If we disregard the first output symbol of a Moore machine, w(so), then it can be readily converted to an
output-equivalent Mealy machine by setting the output function of every Mealy transition (i.e. labeling every edge)
with the output symbol given of the destination Moore state. The converse transformation is less straightforward
because a Mealy machine state may have different output labels on its incoming transitions (edges). Every such state

needs to be split in multiple Moore machine states, one for every incident output symbol.[lo]



http://en.wikipedia.org/w/index.php?title=File%3AFinite_State_Machine_Logic.svg
http://en.wikipedia.org/w/index.php?title=Tuple
http://en.wikipedia.org/w/index.php?title=Alphabet_%28computer_science%29
http://en.wikipedia.org/w/index.php?title=Nondeterministic_finite_automaton
http://en.wikipedia.org/w/index.php?title=Partial_function
http://en.wikipedia.org/w/index.php?title=Turing_machine
http://en.wikipedia.org/w/index.php?title=Finite_state_transducer
http://en.wikipedia.org/w/index.php?title=Sextuple
http://en.wikipedia.org/w/index.php?title=Alphabet_%28computer_science%29
http://en.wikipedia.org/w/index.php?title=Nondeterministic_finite_automaton
http://en.wikipedia.org/w/index.php?title=Mealy_machine
http://en.wikipedia.org/w/index.php?title=Moore_machine
http://en.wikipedia.org/w/index.php?title=Semiautomaton
http://en.wikipedia.org/w/index.php?title=Transition_system

Finite-state machine 114

Optimization
Optimizing an FSM means finding the machine with the minimum number of states that performs the same function.
The fastest known algorithm doing this is the Hopcroft minimization algorithm.[“][lz] Other techniques include

using an implication table, or the Moore reduction procedure. Additionally, acyclic FSAs can be minimized in linear
time Revuz (1992).1'%]

Implementation

Hardware applications

In a digital circuit, an FSM may be built using a

programmable logic device, a programmable logic

DCD_HEX

controller, logic gates and flip flops or relays. More

specifically, a hardware implementation requires a

|
_,\ZD"
z 7as080 1

register to store state variables, a block of

combinational logic which determines the state

451070 7481670

transition, and a second block of combinational logic
that determines the output of an FSM. One of the %

classic hardware implementations is the Richards
Fig. 9 The circuit diagram for a 4-bit TTL counter, a type of state

controller. ,
machine

Mealy and Moore machines produce logic with

asynchronous output, because there is a propagation delay between the flip-flop and output. This causes slower
operating frequencies in FSM. A Mealy or Moore machine can be convertible to a FSM which output is directly
from a flip-flop, which makes the FSM run at higher frequencies. This kind of FSM is sometimes called Medvedev
FSM.I" A counter is the simplest form of this kind of FSM.

Software applications
The following concepts are commonly used to build software applications with finite state machines:

e Automata-based programming
* Event driven FSM
* Virtual FSM (VFSM)
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Finite Markov chain processes

"We may think of a Markov chain as a process that moves successively through a set of states s ;S e

8 if it is in state S, it moves on to the next stop to state 5; with probability P These probabilities can
be exhibited in the form of a transition matrix" (Kemeny (1959), p. 384)

Finite Markov-chain processes are also known as subshifts of finite type.
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machine) description of Finite State Machines

NIST Dictionary of Algorithms and Data Structures (http://www.nist.gov/dads/HTML/finiteStateMachine.
html) description of Finite State Machines

Video lecture (http://video.google.com/videoplay ?docid=-5837841629284334824)



http://en.wikipedia.org/w/index.php?title=Markov_chain
http://en.wikipedia.org/w/index.php?title=Subshifts_of_finite_type
http://blog.manuvra.com/modeling-a-simple-ai-behavior-using-a-finite-state-machine/
http://blog.manuvra.com/modeling-a-simple-ai-behavior-using-a-finite-state-machine/
http://foldoc.doc.ic.ac.uk/foldoc/foldoc.cgi?query=finite+state+machine
http://foldoc.doc.ic.ac.uk/foldoc/foldoc.cgi?query=finite+state+machine
http://www.nist.gov/dads/HTML/finiteStateMachine.html
http://www.nist.gov/dads/HTML/finiteStateMachine.html
http://video.google.com/videoplay?docid=-5837841629284334824
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