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General disclaimer

Cauton. I am not a lawyer. All materials used are 
copyright of their respectve owners and used here for informatve or 
educaton purposes only. Presentaton is provided "as is" without any 
warrantes.
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Why?

• We want to be sure on what the sofware 
does

• We are by law enttled to understand the 
protocol and other concepts of our sofware 
(“fun” and “educaton”)

• Team-work is much easier without hiding 
yourself and your work

• Speaking openly about your project allows you 
to recruit other interested partcipants
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When Skype fnds out

• You get an overnight signed-for notfcaton 
asking to sign ...

this ...
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What now?

• Stay calm
• Call your lawyer, if you have one
• Do not fll any “consent forms” they send you
• If you signed for the receipt of the leter, don't 

even think about ignoring it
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Reacton

• Thank you for your cooperaton
• Let's talk by e-mail/phone/whatever
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Communicate only in writng
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Answer their enquiries

• If they ask you to explain how you did what 
you did,
– Explain it to them:
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Or don't...

• “I can't give you the requested informaton, 
because your request violates <some law>”

• “Please show proof that you're enttled to this”
• “Please specify what is exactly what you want”
• In case you enjoy frivolous lawsuits, you might 

want to try the PirateBay approach :)
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Stay in your jurisdicton

• Inform them what jurisdicton IYO you're in
– Even if that does not mater now you might need 

that later
– If there are signifcant diferences do not go any 

further before the queston about the jurisdicton 
is setled
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Atack! (1/3)

• In a separate communicaton pose questons 
and accuse them of
– Making vain legal threats
– Illegal processing of your data
– Anything else they did

• Don't try to accuse them of stuf they have not 
done
– It's a crime in some jurisdictons
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Atack! (2/3)

• Contact the respectve Bar Associaton and 
express your concern
– Make sure to include your address for processing
• “I hereby allow you to store and process my <address> 

for the sole purpose of communicatng with me 
regarding this complaint. You are not permited to give 
this address or any other of my personal informaton to 
any third partes.”
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Atack! (3/3)

• Complain to your Data Protecton Agency
• File a criminal case with the prosecuton
– Only if you truly believe they've commited a 

criminal ofense (and you have writen proof or 
witnesses)
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Partes

• Skype (sofware owner)
– Станислав Карчебный, Linux C++ devel
– Andrew Macks, Linux UI devel
– Adrian Asher, Chief Informaton SO

• Vinge (their lawyers)
– In Sweden, Belgium, Hong Hong, China

• Diferent government insttutons
• Some partes yet unknown to me at this tme
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Soluton for wimps

• Work alone
• Don't talk to Skype about your work
• Publish anonymously
• Don't present your results at conferences
• Don't receive or address follow-up questons 
• Hire bodyguards just in case :)
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Soluton for heroes

• When working on project – have a legal 
geek/hacker with you

• If it's a thesis / scientfc publicaton make it a 
cross-subject research: CS & law

• Involve Skype people early
– Do not talk with them online
– Involve other partes on your side

• Be in control of the process
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Skype's Bag of Legal Tricks

By Kirils Solovjovs

• More info:
– kirils@jabber.org
– research@kirils.org
– htp://kirils.org/skype

IANAL

All materials used are copyright of their respectve owners and used here for informatve or educaton purposes only

mailto:kirils@jabber.org
mailto:research@kirils.org
http://kirils.org/skype

	The first slide, right? Right
	Slide 2
	Slide3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19

