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1. INTRODUCTION

An n-bit hash is a map from arbitrary length messages to n-bit hash values. An n-bit
cryptographic hash is a n-bit hash which is one-way and collision-resistant. Current SHA hashes are
of length 256, 384 and 512 bits, and therefore can provide no more than 128, 192 or 256 bits of
security, respectively, against collision attacks. I have the feeling that should-be 256 bits of security is
not enough in the long run.

SASH-1280 is a 1280-bit hash that is based on SHA and should provide 640 bits of security
against collision attacks. It accepts messages of maximum length of 1 Yib (yobibit) minus 1 bit, that
is, approx. 151 ZB (zetabyte).

With 64-bit CPUs coming into the market and processing powers rising, the hash computation
time may be raised. SASH-1280 uses 10, instead of 8, registers and a more sophisticated compression
function, therefore takes longer to compute. That provides more security when confronted with a
brute-force attack.



2. DESCRIPTION

The message is padded in such way that it's length is a multiple of 2048bits and the divides the
message into 2048-bit message blocks. Last 80 bits of the last message block are used to store the
length (in bits) of the original message. Intermediate hash values are initialized with the initial hash
values and then encrypted using each message block as a key. Finally, intermediate hash values are

concatenated to obtan SASH-1280 hash of the message.

All values are stored and processed in big-endan notation and all registers are 128-bit wide.

2.1. Notation

2.1.3. Operations

2.1.2. Variables and

- bitwise complement (negate)

A bitwise AND

) bitwise XOR

+ modulus 2'*® addition

* multiplication

Yn right shift by n bits

On right rotate by n bits

& concatenate

constants

X X, in base b, which has exactly s bits
M message to be hashed

M, bits 128%*1, 128*i+1, ..., 128*i+127 of M,
H, intermediate hash registers

B, expanded message blocks

R the final hash value



2.2.

Constants

2.2.1. Initial hash values

Initial hash values are 128-bit words I, ..., Io:

Io=c2230d75cce92d4a43c840eclc3eb998
I, =dd0721a872ab5d9d1£32715fbb39%e48c
I, =26bed1a981976df68768f448aef13131
I3 =13988a32b9%eb6£495d89ce92d003b7734
[4=014£f50ef7£295622504b6baec54d2d139
Is=72ea1e8090bdeca9ca’22eebb04b00518
Is=651795cb8dda6c6167d4fbf876774eaf
I;=29d884f8ab76462d53875cdf£51d36£5
Is =e8d3a3f7d895a25b820e3af6£f0ab5b29
Is=c096111daa8c06e6e7d61d3af8fb7384

These values are obtained by taking 128 bits, starting at the 5 bit, of the fractional parts of the

5™-roots of the first 10 primes — 2, 3, 5, 7, 11, 13,17, 19, 23, 29.

2.2.2. Constant keys

1s Ky):

SASH-1280 uses a sequence 128-bit words K, ..., Ki27 (the top word in the right hand column

438da575945a21bb22041308befebeb’
64cledcd7db36588cfl77360e2f8cdbac
771baddlaff50daed435817189089%cceb
4bedda5818do66dd7ab0£26b54d482030
58ce9%e960d88950c9£528579£2576297
10£1d489065ad20402efd636135923ed
28d2ef6e08cld4ed0aB87ad0faf870b245
839a8c83f4b0ff6£f£02a25£39d8873f6
0b344490£81¢c304b31b54255eb30b079
8c31lef2bb265e011ae70885610b26e42
eda71b8197544dfa92074ac8d2388408
9fd15c7e60ce93b44f1£faf921974541a
6774ee06labfl5e651cfc06975be8ede
e50586b173dc0£f480ace71e637834987
7a7belObbeca8f450bc2a5cf9e3e3bdald
24078ea7af848b193bd0£fc87e73212c9
c418f2f3d9%4bd6ca2adddeaabaecef93e5
10ebeed95567e5c23c9%94el2a2a357f9%a
bca97eedel8ac7bca7253dabfa28b7a6
755d1e1233e4837c330bac4d72729dfeb6
b7c1d0f6e66c0c30e75af706fa%aecad
0e09cd2017a898395a01a418c37feb2e
b37af2b8fl64ca3ledel8dd71951695fF
29dcb7ab5edfc56feafba28adcf5200d7
764af2d98909%b0c12808fd93a63e94838
ae62379ddc44689e1ab6a50e0d885285
85052b183¢c338fac3643070886474c11
b86cb7d42a3b5d676£04030b635dchd9
4db9dc68b459e86f694d2e6b55a6aa8d
ccbd49%9a2f3afl11af18868e28dfl7cbcd5
fb07fa65f346e4014084e94eb52clblf

9a0ae3e569e23e866737fdfcal09d770
c3d318b8146148bbc779676c914fb71a
6ceaebdl139cb3b851c65d50dfaed995a
91£30£fe0fb3ba2b084ec906201500294
d50e5310b437f6cbfl1911ea239%908401b
bc895d846b0d0e5497014elco09%9a71lad
c326a57fd0f2b29c2e3e28a4dl7461ed
dec6344d8a5ccfd291e003949d8844af
61e3b804eb25205¢c54££02235684575f
ded8fl0eedl6f2albbec943e4dd83cbc
3650615de69a6254d1ceb992368b6f28
c21b2ale91bb70cd61108cb8186aaeba
8761428ed70142900fe349ed0385¢cb29
3fadfd3baf7a04ca20134029a179cb81
d0845b5£10242261d7828fcc944£0843
3£55847690037b2cd8afd927c0e8leobf
ddeebaddec86bfflbf2eededae0a77397
2a158bd17b003c675e6589e3faa6fd70
4842c5d0ed2dbl188b56b1994baf4d0la
8ba906df2d5caed53d4c034c0dlc40£f4
£f8b368f9%019164eflal3c57e6737a35ff
7680946d4544bc91e93da73e9¢c693656
ef40002890cfal32bb24b24c556343d30
3d268fb3907d91ef39d29f6339%9e0cb22
9bcd08£f44743d675d8ca2ba3dbc92bf9
09a48891d187576d88cB8a633cfa86bble
a762692aal66f809%padbddle9ddecd0d
da3a21b241a5da4all1709d203e0ef7a8
7df2941ad645d6d75d02£9428£48e190
dc391fd71fdlaa256442e9015fc6d40d
28afd0c5193b9679d2eb3963f74aa786



648ddcfl170bb13718fad7a398cebeb23
bcda72de939%af55f4edb5d269%9ef6454e
039%aabcl4e0d324afcel8d04c1073845
572274a417504370d4eldb656bc9%e5bd
d07fb6cl4b3abl86ed84cfd93df9d733
lef2d6ab72413621b038e99¢c19577263
5236ef177396fc91b62262c633072959
912ec9796874e5d20f3ffebc0a%4al139
db2d4da58ced4b849af22bab56b45ccdof
ff8e8cbcd4d8b99¢c2b9135b5ad075292
75ff46fc136£f84516caf89ef374eadbd
bb1314ad6d99b15233e988dffecbfd71
£38f46d7253aceafa671cd349a7134d47
410fc8f9742cl6672711ace22adl5427
cle0dc39a95621844ceb48d91e2913cd
15171207f6cal3lefded2171d8c00cf55
3df039ad7dc4d32£038d655£f0482880c¢
8e2f3716elccB8b61824419c72ddf722e
c925ca4d472328ab0604e421167bceedf5
efeb5792baf77£f44762f0ed4lae2fd6c04
1fb8b0441ae5f1d01£fdc2f1991adceds
619287073635fef88b520ee8b3f1ad37
9906d489258958f9cbad0al54df8eedd
c690a6lccb7590e5ea5f0c36472e3b48
ea913c372648bdabc34fd4dcObbelabb
317725946730c12206a27d44a5£9357d
6e552bdffc84e9bfbf2£239d0d8£49e9
bb0eb5e651dfflcf78d0112b826ed60a3
0620b4cl7596476dc8ff6al790bblbea
374b911d5dedcd598fd5a6b01a5d9fdl
67c870ea8b94d89%abfb3e7ee660397cc
8fafd4dad4831f69b8cal8c84d0529%acl3f
befabbld4e3c946e27c2f913365af3adb

90b9947ecdl11069£25d642d£80dc05b1
d901e8cl546af37947e4b4fblf5c245d
3b8832e6c1469chbdd00e6£87539¢c6146
8da395f9f538adld89bfae8f894ablbd
ddb4da8ad40ebcblbaa88d95916d1ldc57
2bd750340700a12¢c78935138a590c884
6b8cd457dee39ccd4el7684d865c532¢c7e
c2b2953a5481cda242d4ce23583b4£f8b
e7593426c16b28c712399713c5e41243
47216bd6f2d08ae746aa649%9b6672abl8
8d2efal06d673f7866338db84e217cfb
dlc8b4ela50655646de9fed26294e3a0
3619823e2fa6d0269%9a49d2ed2c64fdfb
a222a8bd400b667e431073dadbd3bd7d
£6204aed4f£f98b40a%9a061be9d09flefe
33c5c45d712£f61ee5009a550b12a696a
5¢c40£fe075b1432328d3e2bc0262al197a
abcb3b0895d3a7b6lc6d49b47a50d66e
d2e04ee29112590089ff3df6c22deab3
Ocabf56£d9d874d1b410bdf877460e28
2934e6269063a91e1006bfc30055dbc8
8fd8a319835dada6ed20b9f0e366dc43
ab507ae46901998de00446212f16c8c3
e19a1704f17b4dc3d5b0da3644b05615
1fe06c2b4e33427644552549ff6745el
4baea97alae81d14077f9%9e7aebad59%e4
992a58f3a3fecc2ed3f3allfoecebebc
ed4f62a0243920e2ebd2a863bcabc00fb
lecc36f25ad4dbd4af2f3adb96ee642a06
478843ec25a6323af4faa89b51000ea9
7£c73eb2d35364470£fcc72¢c19f19cdc8
af48aecd49cbB8e4a02382301b21b81b2b
£55d4bbd7a8cda09d24c6e378a920£0d

These values are obtained by taking 128 bits, starting at the 5™ bit, of the fractional parts of the
7"™-roots of 128 subsequent primes — 31, ..., 787.

2.3. Function definitions

Wy(x) = 0s(X) ® 017(X) ® »o(X)

Wi(x) = 0111(X) ® 0s(X) ® »29(X)
G) (X) = 824(X) &) 674(X) &) ag 1(X)
= (X) = 810(X) &) 614(X) &) 883(X)

/_\ (W,x,y,2)=(w x )W y)®(W 200X y)®(X 2)d(y Xx)
A (WXy,z)=W x)o(W y)d(X 2)&(y 2



2.4. Algorithm

Save message length (in bits).
L « length(M)

Pad the message with 8 bits — 1010101 0.
M «— M & 0xAA®
fori=L+1to X
M« M & 0,
M— M & L6
X is the smallest non-negative number such that length(M) is a muliple of 2048 at this point.

Divide the message into 2048-bit blocks M,, M., ..., M.
M] &Mz&&MqHM

Load the initial values into the intermediate hash registers.
fork=0to 9
Hk <« Ik

Process each 2048-bit message block.
forj=1toa
fork=0to9
Tk «— Hk

Generate 128-bit expanded message blocks.
form=0to 15

Bm = Mj[m]
form=16to 127

B =Wi(Bn2) + Bus + Wo(Bu-is) + Bm-i6

Process each 128-bit expanded message bbck.
for1=0to 127
S] <« T9 + E(Ts) + A(Té, T7, Tg, T9) + K] + B]
Sz «— O(To) + /\(To, Tl, Tz, T3)
Tg <« Tg
Tg <« T7
T7 «— T6
T(, «— T5
Ts —Ts+ S
T4 «— T3
T3 <« Tz
Tz «— T1
T] <« To
To «— Sl + Sz
fork=0to 9
Hy «— Hy + Ty
R—Hy&H &H;, &H; & H, & Hs & Hs & H; & Hs & Hy



3. ExaAMPLES

3.1. Hash values

Message

Hash

(134

(empty string)

4e5532bddc9£609dfdad4c7dd42b090f
8d4030264c6e91455f01a941d359f113
c26af96e4635£3157fa0611e673a1df0
0d62fca87cd79237e33c798220f4fdcc
21adc53734308cfbedd0127bacbcbl40

734522fb66c40a70909¢cc9c891a50d28
787a56a7dafe251635edd%b43e817114
9e529688c739bedfdcaad9fa910£f8e92f
538049931e20ffelef489a0a384£9034
15ba2d360e2c5d1lbc0da38854dd0842f

(13 2

abc

03la4d4lc9a825fea38c304da3cbbf54ct
27a5f4c8d6624bbe9493b£f811e937£17
b299dc89c06dd4690760919672dff644
ccc9311aee8023c0a084b9d143bb383a
91c18d365ebl08c25f2eb8fb4c8d4ab5s

8694ad8696a4b7642abc8918£2£11667
10d621dc04743bcfldc7972bld7723af
d278904168c84029%9a475e66585784d3e
15ef6c903c0a44b65e628818ed5e5e51
8ce631a6a289c4£3985ab2cd2£f1b92b2

“abcedefghabcedefghabedefgh” &
“abcdefghabcedefghabedefgh” &
“abcdefghabcedefghabedefgh” &
“abcdefghabcedefghijklmnop”
“abcdefghjklmnopabedefgh”
“ijjklmnopabedefghijklmnop”
“abedefghjklmnopabedefgh”
“jklmnopqgrstuvwxyzabcdet”
“ghijklmnopqrstuvwxyzabc”
“defghijklmnopqrstuvwxyz”
“123456789”

PR

7585e70d331187¢c34a52d4971c7b4191
74c8887£15862767784£3bf278359fda
5db2d73cc4bc5e851c05915c6£2fe047
309010c25520d187£9247246£fbc6808d
4cf1d5¢cf9a0a901£9d15279e8d018adl

c03558eae82b2beb685c7cab7ab42961c
bba33bb6783fac4215864b920£01623d
dd29372ac85bed668c916d626d4fad53
37e1de2dad4b900b4417e2c0a3d724331
453f6d89d3eb76954b64514c320e4dlc

“The quick brown fox jumps ”
& “over the lazy dog”

4acaz2065110£fbb9d89%ec96b6d55b8ef5
ffe55e452e0110dcaafd2ded66facbce
c232fbab7c736c65a4d4cfb9ff4£7298
34d5e443e79fca7cfa9964e849070bd60
bd8774269427bfcdf0e3b973e37f7ecO

9ffc8a58597dd04ee782e14363£480eb
d08d6lel7bc22baadd0ff74184dace26
b5f05fee36cl0ff7eab6dl98e2441dba
4e28ad4c2bf974c39c780586ee8561ff
3b3346927b68b79cbd8196923acbceeb

“The quick brown fox jumps ”
& “over the lazy dog.”

378f1cd4£f1d9013e8edbdlcdecc6b4b9a
a5f65fba383fc43bc02677£644885a6¢
e72ac98971ace36e72032e93f7ed7b87
£2£902769080c42c32904eff47b2a38b
439a49f30b508cc2lebb2ed4a68ald242

38d8b8d7bf4548a2730afb54b£f04d3c9
12d331005e438b8756258bd2£87dedl7
62e53f7ad77£5241704499da545%46¢ca
£f126aafe93b7049£22632c32al04a8ed
5e407d329d5aaa32cl154b884e33aa366

“Kirils”

1£f746164a0de87dc746¢c5c07e3cafblo
d5c00d357d8£752cd4b0ffbcdb7778be
b23759e779b2d17b168bb4d1a8293486
6c45£32967d5bc704cdbcab300£78de2
£65e526f0cclflclf304£f9fca207dddf

53429badl81440a81b8b3d4edblcc9ab
147cd847fa648b79c29ef452eda670cb
£d12302771b84c413aedc87ae275ff1f
1c3fdc03a36fc9ed2eb9fdbal2ce7674b
e38d43527a04925ef22c6cb3cb325ff1

“kirils”

36079730£081dcc3313da0f3631laf5ea
713a990491f869a7e85dd04b6b90£f295
de341b3c46£2d1033c£320397b1d9970
d8d89£f750e37580ec3cc3baldebl0fbs
465415f29d9c4cfed303c80cdblbbac?

ddb5efbf819eal43al7424b4£685b6ff
15339963d33cf6bb0d5d01£9a%9a169c0
6608b0b6c3ad5b77d18164d2f15a2681
6ccalal2d3c7£51ed90255e6869de81c
cac0922f1629a50641959200650fa8fe

“kirils.org”

7£3775251aca02982a4£890810c91c95
60bb66eeceddc5dea51642288a92alab2
a28882ad5b9%eeb598ba22cb32a84£f65fa
9c2df0dl2a70a4ala7706e6551e27fa8
3ec924f8bf46736e1930ee6466708095

d79d0e59ba2272c4adb96cca83b4dldia
£1977087106bc6fa5f9e83e87£5a5£19
3f6£81384bc0a08ac381303fb3b7d510
c3134599eb6c5976ea98e44d84693b05
b503e1545953804953ad4ae6bf2a03957

“orgkirils.”

79£61371440344b9cb2b3d2£5493d5d3
e06f405a605c51ec52cf081flbc21b73
3109£f2d00df6192e310613a50e678923
ada9ff6c492a058e7b8a477£4056bd48
17£8£49622067012b24e2f4c21799%e17

9b674213febc36fbl12ba069e53a415e3
85b43cf38f3a8addd50b84dlald47£fdf
01e963637af8accc4978bd0673decbdl
0703dc6ded69eed9fbf431de3c980c28
813273dbee0639d410ec519b7822ea90




3.2. Hash computations

3.2.1. Sample computation 1

The message is an 80-bit string “kirils.org”. Converted to hexadecimalbase, it reads

6b6972696c732e6f

7267aa.

The padded message is

6b6972696c732e6f
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

72672a0000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000050.

Hash calculation.

i=1;

init

T, = c2230d75¢cce92d4a43c840eclc3eb998, T = dd0721a872ab5d9d1£32715fbb39%e48c,
T, = 26bedla981976d£68768£448aef13131, T, 6= 3988a32b9%eb6£495d89ce92d003b7734,
T, = b14£50ef7£295622504b6bae54d2d139, T, = 72eale8090bdeca9ca?22eebb04b00518,
T = 651795cb8dda6c6167d4fbf876774eaf, T, = a9d884£8ab76462d53875cdf£51d36£5,
T, = e8d3a3£7d895a25b820e3af6£0ab5b29, T, = c096111daaBc06ebe7d61d3af8£b7384;
1 = 000:

S, = 084ef266bb7e8a57e83fc39101902abe, S, = fa3bebc0lobbee5db3ca54f6d19505df,
T, = 028ade26d23a78b59c0a1887d325309d, T = c2230d75cce92d4a43c840eclc3eb998,
T, = dd0721a872ab5d9d1£32715fbb39%e48c, T, = 26bedla981976df68768f448aef13131,
T, = 3988a32b9%eb6£495d89ce92d003b7734, T, = b99%e43563aa7e07a388b2£3£5662fb1L7,
T, = 72eal1le8090bdeca9ca22eebb04b00518, T = 651795cb8ddabc6l67d4fbf876774eaf,
T, = a9d884£8ab76462d53875cdff51d36£5, T, = e8d3a3£7d895a25b820e3af6£0ab5b29;
1 = 001:

S, = 5e3cd3ce8d9%of0afl1132f0c643744£fb9, S, = fabb2f0£f7a247c0c24el1073eabdcfled,
T, = 58£802de07c06cbb3613£804ef5141a6, T = 028ade26d23a78b59c0al1887d325309d,
T, = c2230d75cce92d4a43c840eclc3eb998, T, = dd0721a872ab5d9d1£32715fbb39%e48¢c,
T, = 26bedla%981976df68768£448aefl13131, T, = 97c576fa2c52e544e9cfd9f343afcbed,
T = b99e43563aa7e07a388b2f3f5662fbf7, T = 72eale8090bdeca9ca?22eebb04b00518,
T, = 651795cb8ddab6c6lo7d4tbE876774eat, T, = a9d884£8ab76462d53875cdff51d36£5;
1 = 002:
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= fa95ecbl1477715278e86fbbac87a38be,
= b80ecd5b71b4d26487019%9abb7flee7eb,
cc8562b7bb02b3e0£95e4184af07cf£8g,
= 193ac0al3ff613499711876d8£4c0410,
= £46dd036aec779626bce9130£9%9a4c5d3;

IN)

-

w

w

7

H 3 3 3 3 W
Il

9

Block 1 is processed. Intermediate hash values are

Hy = ¢2230d75cce92d4a43c840eclc3eb998
7£3775251aca02982a4f890810c91c95,
H, = dd0721a872ab5d9d1£32715fbb39%e48¢c
d79d0e59ba2272c4adb96cca83b4ld4a,
H, = 26bedla981976df68768f448aefl13131
60bb6beeeddcbdeab1642288a92alab2,
H; = 3988a32b9%eb6£495d89¢ce92d003b7734
£1977087106bc6fa5f%9e83e87£f5a5f19,
Hy, = bl14£f50ef7£295622504b6bae54d2d139
a28882ad5b9%ee598ba22cb32a84f65fa,
Hs = 72eale8090bdeca9ca22eebb04b00518

+ bdl467af4de0d54de68748cbf48a62fd =
+ fa95ecbl4d77715278e86fb6ac87a38be =
+ 39fc95456c44eff3c9fb2e3ffa38e981 =
+ b80ecd5b71b4d2648701%abb7flee7e5 =
+ £13931bddc758£7669d75£84537c94cl =

+ cc8562b7bb02b3e0£95e4184af07cf£f8 =
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3£6£81384bc0a08ac381303fb3b7d510,

H¢ = 651795cb8dda6c6l67d4fbf876774eaf + 37165b059¢c9638403£9bp726cdb6b30£9

9c2df0dl2a70a4ala7706e6551e27£a8,

H;, = a9d884£8ab76462d53875cdff51d36£5 + 193ac0al3ff613499711876d8£4c0410

c3134599eb6c5976ea98e44d84693b05,

He = e8d3a3£7d895a25b820e3af6f0ab5b29 + 55£58100e6b0d1129722b36d75d0256¢c

3ec924£8bf46736e1930ee64667b8095,

Hy = c096111daa8cObebe7d61ld3af8fb7384 + £46dd036aec779626bce9130£%a4c5d3

p503e1545953804953a4ae6bf2a03957.

Therefore the message hash is

7£3775251aca02982a4£8%90810c91c95
60bb6beeeddcbdea51642288a9%92alab2
a28882ad5b9%eeb598ba22cb32a84f65fa
9c2df0dl2a70ad4ala7700e6551e27fas8
3ec924f8bf46736e1930ee64667b8095

d79d0eb59%va2272c4adb96ccal8l3bdldia
£1977087106bc6fab5f9%9e83e87£5a5f19
3f6£81384bc0a08ac381303fb3b7d510
c3134599eb6c5976€a98e44d84693b05
b503e1545953804953a4ae6bf2a03957.
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3.2.2. Sample computation 2

The message is an 1976-bit string “abcdefghabcdefghabedefghabedefghabedefghab” &
“cdefghabcdefghabedefghabedefghabedefghabedefghijkmnopabedefghijkimnopabedefghijkl” &
“mnopabcdefghijklmnopabcdefghijkimnopabedefghiklmnopqrstuvwxyzabedefghijklmnopqrst” &
“uvwxyzabcdefghjklmnopqrstuvwxyz123456789”. Converted to hexadecimal base, it reads

6162636465666768
6162636465666768
6162636465666768
6162636465666768
6162636465666768
6162636465666768
6768696abbbcodoe
6doe6£f7071727374

6162636465666768
6162636465666768
6162636465666768
696a6bbcodbe6f70
696a6b6c6d6e6f70
696a6b6c6d6e6f70
6£70717273747576
75767778797a3132

The padded message is

6162636465666768
6162636465666768
6162636465666768
6162636465666768
6162636465666768
6162636465666768
6768696a6bbcbdbe
6d6e6£7071727374

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

Hash calculation.

6162636465666768
6162636465666768
6162636465666768
696a6b6c6d6e6f70
696a6b6c6d6e6f70
696a6b6c6d6e6f70
6£70717273747576
75767778797a3132

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

6162636465666768
6162636465666768
6162636465666768
6162636465666768
6162636465666768
7172737475767778
7778797a61626364
333435363738309.

6162636465666768
6162636465666768
6162636465666768
6162636465666768
6162636465666768
71727374757677778
7778797a61626364
3334353637383%aa

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

6162636465666768
6162636465666768
696a6b6c6d6e6f70
696a6bbcodbe6f70
696a6b6c6d6e6f70
797a616263646566
65666768696abbbc

6162636465666768
6162636465666768
696a6b6c6d6e6f70
696a6b6c6d6e6f70
696a6b6c6d6e6f70
797a616263646566
65666768696a6b6ec
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
00000000000007b8.

j=1;

init:

T = ¢2230d75cce92d4a43c840eclc3eb998, T = dd0721a872ab5d9d1£32715fbb39%e48c,
T, = 26bedla981976df68768£448aef13131, T, = 3988a32b9%eb6£495d89¢ce92d003b7734,
T, = bl14£50ef7£295622504b6bae54d2d139, T, = 72eale8090bdeca9ca?22eebb04b00518,
T, = 651795cb8ddab6c6lo7d4tbE876774eat, T, = a%d884£8ab76462d53875cdf£51d36£5,
T, = e8d3a3£7d895a25b820e3af6f0abbb29, T, = c09611lldaaBclbebe’d61d3at8tb7384;
1 = 000:

S, = £e47e361b471c350d73a7c£566£69226, S, = fa3bebcll6bbee5db3ca54£6d19505df,
T, = £883cf2lcb2dblae8b04dlec388b9805, T = c2230d75cce92d4a43c840eclc3eb998,
T, = dd0721a872ab5d9d1£32715fbb3%e48c, T, = 26bedla981976df68768f448aef13131,
T, = 3988a32b9%eb6£495d89ce92d003b7734, T, = af973451339b19732785e8a3bbc9635¢,
T = 72eal1le8090bdeca9ca22eebb04b00518, T = 651795cb8ddabc6l67d4fbf876774eaf,
T, = a9d884£8ab76462d53875cdff51d36£5, T, = e8d3a3£7d895a25b820e3af6£0ab5b29;
1 = 001:
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Oblaaf9badedOe3ec7/eba6bf55a82ebce,
42adfd7409d2aaa63521cad33c72682d,
c2230d75cce92d4a43c840eclc3eb998,
26bedl1a981976df68768f448aef13131,
af973451339019732785e8a3bbc9635f,
651795cb8dda6c6167d4fbf876774eat,

= 002:
= b16719£4003350c7e43d173£f£f2cb56b8,

dac485eac87b0520£04a551b9979£f2c4,
£883cf2lcb2dblae8b04dlec388b9805,
dd0721a872ab5d9d1£32715fbb39%e48c,
44a352c74ca402d4a08890225abe6302,
72eale8090bdeca9ca?22eebb04b00518,

= 003:
= eafb6ecd342c6fclc38dl12dal376270e75,

38£d6393adb121d35f6bbc560cb56867,
42adfd7409d2aaa63521cad33c72682d,
c2230d75cce92d4a43c840eclc3eb998,
d825eb9d81lcabebebbas0b88albc87e9,
af973451339b19732785e8a3bbc9635f,

= 004:
= 81513205d8906206a73db172736a87ca,

cdl15335bdl57bc5ac385ffcae7056¢cc7,
dac485eac87b0520£04a551b9979f2c4,
£883cf21lcb2dblae8b04dlec388b9805,
c7fe0e7bb572590958039£033160£301,
4423352c74ca402d4a08890225abe6302,

= 005:
= bafeledd75bb95c58f4b664c29181426,

63e95d49580f2ccl56e45f2bb1339%4ac,
38£d6393adb121d35f6bbc560cb56867,
42adfd7409d2aaa63521cad33c72682d,
43743f70a5798£f50eb05£25e8fa94162,
d825eb9d81lcabebebbasc0b88albc87e9,

= 006:
= 44cda99%a2ff5ea92c5hdcd4c8e8a2fccb,

d66cde7cl1598£58b4c2e42dd60124ddb,
cd15335bd157bc5ac385ffcae7056¢cc7,
dac485eac87b0520£f04a551b9979£f2c4,
b38ledff40e947741a50383861a3ac2b,
c7fe0e7bb572590958039£033160£301,

= 007:
= £9947ab72541d64390492a381132d249,

03ed7064fdca3cae79272565d4e3£f0c9,
63e95d49580£f2ccl56e45f2bb1339%4ac,
38£d6393adb121d35f6bbc560cb56867,
877ba70e39c89538fafel761c6a234a8,
43743f70a5798£f50eb05f25e8fa94162,

= 008:
= 416255a831£1923346d9dc5d22786a5f,

df89813£2688e16e669631209dd4d06c,
de6cde7cl598£58b4c2e42dd60124ddb,

H H 13 13 3 W» H H 13 13 3 W» H H 13 13 3 W0 H H 13 13 3 W» H H 13 13 3 W0 H H 3 13 3 W

H H 13 13 3 W»
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w

©
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w

©
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©
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©
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w

©
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37934dd85be59c676d3623ddelef7cht,
£883cf21lcb2dblae8b04dlec388b9805,
dd0721a872ab5d9d1£32715fbb39%e48c,
44a352c74ca402d4a08890225abe6302,
72eale8090bdeca9ca?22eebb04b00518,
a9d884f8ab76462d53875cdff51d36£f5;

295d6bf6c84704590c0d3ddbabae9cOc,
42adfd7409d2aaa63521cad33c72682d,
c2230d75cce92d4a43c840eclc3eb998,
d825eb9d81lcabebetba60b88albc87e9,
af973451339019732785e8a3bbc9635f,
651795cb8ddabc6l67d4fbf876774eaf;

4e06760c006aea25b7269%9a8eb2968e59£2,
dac485eac87b0520£f04a551b9979£f2c4,
£883cf21cb2dblae8b04dlec388b9805,
c7fe0e7bb572590958039£033160£301,
44a352c74ca402d4a08890225abe6302,
72eale8090bdeca9ca?22eebb04b00518;

4bc40155f8c75a541c484e5873%ae4dfd,
38£d6393adb121d35f6bbc560cb56867,
42adfd7409d2aaa63521cad33c72682d,
43743f7ba5798£50eb05f25e8fa94162,
d825eb9d8lcabebetba60b88albc87e9,
af973451339b19732785e8a3bbc9635f;

a8eb3e6be25396fbc798£8df881b8086,
cd15335bdl57bc5ac385ffcae7056¢cc7,
dac485eac87b0520£04a551b9979£f2c4,
b381ledff40e947741a50383861a3ac2b,
c7fe0e7bb572590958039£f033160£301,
44a352c74ca402d4a08890225abe6302;

919f34ele5a30af88651f64ed5e28160,
63e95d49580f2ccl56e45f2bb1339%4ac,
38fd6393adb121d35f6bbc560cb56867,
877ba70e39c89538fafel761c6ba234a8,
43743f7ba5798£50eb05f25e8fa94162,
d825eb9d8lcabebetbat0b88albc87e9;

0a58f5addB888666ae8ddfb2dc3bl1e80,
d66cde7cl1598£58b4c2e42dd60124ddb,
cd15335bd157bc5ac385ffcae7056¢cc7,
d45900aledbcdb6480937f53aaacc50d,
b38ledff40e947741a50383861la3ac2b,
c7fe0e7bb572590958039£f033160£301;

9e272b9%6£4974£3b1fbc54c37b5c660d,
03ed7064fdca3cae’79272565d4e3£0c9,
63e95d49580£f2ccl56e45£f2bb1339%4ac,
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cd15335bdl157bc5ac385ffcae7056cc7,
d45900aledbcdb6480937£f53aaacc50d,
b38ledff40e947741a50383861la3ac2b,

= 0009:
= b9404e2749f0a6844c655e11d393blct,

8£2525bda0a9896c86e8b941e2ee9895,
03ed7064fdca3cae79272565d4e3£0c9,
63e95d49580£f2ccl56e45f2bb1339%4ac,
7a5fb93bdfa2b406a64598b32f2dd2cé6,
877ba70e39c89538fafel761c6a234a8,

= 010:
= 8edl97dd3418427f5eadeedd797a247a,

ddcefalcl31737d78d£c82a08380b92b,
df89813£2688e16e669631209dd4d06c,
de6cde7cl598£58b4c2e42dd60124ddb,
865581831b4862df0feb5ddcba991e9¢6,
d45900aledbcdb6480937£53aaacc50d,

= 011:
= 70a0849fece770a7e67d70d819a98ace3,

3e4007dccbfd7666592b09b6£47£8295,
8£2525bda0a9896c86e8b941e2ee9895,
03ed7064fdca3cae79272565d4e3£f0c9,
f2baf5268c276£40b5924e092aadb926,
7a5fb93bdfa2b406a64598b32f2dd2c6,

= 012:
= 4c55f46b9£f2903d8248637£84bdl1ffa3,

7d4b8f86ec48b4178df85b11a3ab544b7,
ddcefal0cl131737d78d£fc82a08380b92b,
df89813f2688e16e669631209dd4d06c,
470d631c028000090405505efaaafabe,
865581831b4862df0feb5ddcbad991e96,

= 013:
= 2eacff9a37cbc0627£f6d0£777320f56a,

lca8becac6393645d46ea6f4b53403ca,
3e4007dccbfd7666592b09b6£47£8295,
8f2525bda0a9896c86e8b9%41e2ee9895,
504364d09cf340869dad5d5e20b5f06¢c,
f2baf5268c276£40b5924e092aadb926,

= 014:
= 415c0e4062b0e668755024c130c9d150,

el7b07917917¢c6191d7b1224ebfloef3,
7d4b8f86ec48b4178df85b11a3a544b7,
ddcefal0cl131737d78d£fc82a08380b92b,
0e3680d95e54a1d0e603409810£5c5d6,
470d631c02800009b405505efaaafabe,

= 015:
= dclebd9587£532492aefe7c0el19b5721,

edaf6a8cb2a23d7b248abad655£57b29,
lca8becac6393645d46ea6f4b53403ca,
3e4007dccbfd7666592b09b6£47£8295,
d08133£fe035a6£d4£fc38de0313b869e5,
504364d09cf340869dad5d5e20b5£f06¢,
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7a5fb93bdfa2b406a64598b32f2dd2co6,
877ba70e39c89538fafel761c6ba234a8,
43743f70a5798f£50eb05£25e8fa94162;

d5e4d79656b8e2e83a835b300f5ae6ch6,
df89813f2688e16e669631209dd4d06c,
d66cde7cl598£58b4c2e42dd60124ddb,
865581831b4862df0feb5ddcbad991e96,
d45900aledbcdb6480937f53aaacc50d,
b381edff40e947741a50383861a3ac2b;

4efd622edefef5582£f4e93c30a0694b1,
8f2525bda0a9896c86e8b941e2ee9895,
03ed7064fdca3cae79272565d4e3£0c9,
f2baf5268c276£40b5924e092aadb926,
7a5fb93bdfa2b406a64598b32£2dd2c6,
877ba70e39c89538fafel761cb6a234a8;

cd9£833cdfl66be7£153fc3559e6d5b2,
ddcefal0cl131737d78d£fc82a08380b92b,
df89813f2688e16e669631209dd4d06c,
470d631c028000090405505efaaafabe,
865581831b4862df0feb5ddcbad991e96,
d45900aledbcdb6480937f53aaacc50d;

30£59b1b4d1£fb03£6972231957d34514,
3e4007dccbfd7666592b09b6£47£8295,
8£2525bda0a9896c86e8b941e2ee9895,
504364d09¢c£340869dad5d5e20b5£f06¢,
f2baf5268c276£40b5924e092aadb926,
7a5fb93bdfa2b406a64598b32£2dd2c6;

edfbbf308e6d75e35501977d42130e60,
7d4b8f86ecd8b4178df85b11a3a544b7,
ddcefal0cl131737d78dfc82a08380b92b,
0e3680d95e54a1d0e603409810£5c5d6,
470d631c02800009p405505efaaafabe,
865581831b4862df0feb5ddcba991e96;

a0lef9511666dfb0a82aed63bb279da3,
lca8becac6393645d46ea6f4b53403ca,
3e4007dccbfd7666592b09b6£47£8295,
d08133fe035a6fd4£c38de0313b869e5,
504364d09cf£340869dad5d5e20b5f06¢c,
f2baf5268c276£40b5924e092aadb926;

1190acf72aad0b31£99%9ad315745a2408,
el7b07917917c6191d7b1224ebflbef3,
7d4b8f86ec48b4178d£f85b11a3a544b7,
b9edb7al9b0c6a20bB8ecbabl651cl04c,
0e3680d95e54a1d0e603409810£5c5d6,
470d631c02800009p405505efaaafabe;
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= 0le6:
= 638fed5c3b76e94341bb7c6ea82e0e38,

16832a71814776b8b1811b8d3bd3a5be,
el7b07917917¢c6191d7b1224ebfloef3,
7d4b8f86ec48b4178df85b11a3a544b7,
b9%edb7al9b0c6a20b8ecba6lo51cl04c,
0e3680d95e54a1d0e603409810£5c5d6,

= 017:
= 3308d8a708£f09f9c7df6£7a8d8641579,

£7898clle9ca2a982e0ec3d45f8calb9,
edaf6a8cb2a23d7b248abad655f57b29,
lca8becac6393645d46ea6f4b53403ca,
alcfec3907745fa9%9ae686259cad90cd,
d08133£fe035a6£d4£fc38de0313b869e5,

= 018:
= 6¢c7d654fdababdad4abd00e9fdd397371,

a40dcl21£1£2194ddde729£a2860953c¢c,
16832a71814776b8b1811b8d3bd3abbe,
el7b07917917c6191d7b1224ebfl6ef3,
b054682d£f53953b40bef52ba7c095a30,
b%edb7al9b0c6a20b8ecta6l651cll4c,

= 019:
= d90ed592665del0b4alcd29elell3747£,

Obe26b6lbffd4deelffS5aaaa’/edcea’6b,
£7898clle9ca2a982e0ec3d45£f8calb9,
edaf6a8cb2a23d7b248abad655£57b29,
8926241aa0f3f3ea803eb594926d773b,
alcfec3907745fa9%9ae686259cad90cd,

= 020:
= 1c22fbe73bce0155853c5a5f0e96e9ef,

25572963d34865410245a2733dda938a,
a40dcl21£f1£2194ddde729fa2860953¢c,
16832a71814776b8b1811b8d3bd3abbe,
ba89dd23df75a7246797e4c30a04e372,
b054682d£53953b40bef52ba7c095a30,
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558191a44671c80ccB8a219cff8419ff0,

= 1lle6:
= 13d0004c2e86111c170£73441bafb077,

d3257fb5a8901a3a5d53e7c2ccfbdels,
053eff9cl118b£f784a8b14304dbl2bdd>5,
baa%ebc941653bce982834b14113393d,
650da05bald439c£538f35faebedbd7a,
f5a0feedc3c3d0co677f19adl62alc25b,

= 117:
= 9437289%dab5d2eal2bf7df71dcf950ec,

e429a7¢c8b4270149e01541e034ac8143,
7a4dc47£03d3b243e82808ba9%c49fc81,
97211ab4b30857a2b5b406dedad571£2,
4363d3443835ea3435d64b93732£4b0a,
93618beb08bb281c4c25ea6d30ac9cel,

= 118:
= 5adfc86986618bb308f63b1395faba’’,

d06b7b26295038c128813093a77£f1c22,
d3257£fb5a8901a3a5d53e7c2ccfb4el5,
053eff9cl118b£f784a8b14304dbl2bdd>5,
4eelld651bc26a6ecd2014231e0cB8a29,
650da05bald439c£538f35faebed5bd7a,

= 119:
= 90cda02d9f9ddde2643eac3becb3a84o,

9671370a214c428022edcl1729%9ad55744a,
el429a7c8b4270149e01541e034ac8143,
7a4dc47£03d3b243e82808ba9%9c49fc81,
£200e31e3969e355beaadl1£2703£dc69,
4363d3443835ea3435d64b93732£4b0a,

= 120:
= ablacccbcla2c7e5665f211d0da3alaz,

4f830a0bl171fd4cd04765a67816£3211,
d06b7b26295038c128813093a77£1c22,
d3257£fb5a8901a3ab5d53e7c2ccfb4e05,
960c9fc9b129d5670cefef40c7cb6661lb,
4eelld651bc26a6ecd2014231e0cB8a29,

= 121:
= 6582c67715405453769522c0b329481d,

£2029263827935889%al19febbdcbe8b5b,
9671370a214c428022edcl729%ad5574a,

H H 13 13 3 W» H H 13 13 3 W» H H 13 13 3 W0 H H 13 13 3 W» H H 13 13 3 W0 H H 3 13 3 W

H H 13 13 3 W»

0n

w

w

©

IN)

-

w

w

©

N}

-

w

w

©

IN)

-

w

o

©

N}

-

w

w

©

IN)

[

w

o

©

w = N
[ |

w

62

43be9%e489fb343a86901fe62f3c7afle,
97211ab4b30857a2bb5b406dedad571£2,
2£93d2£809afd918lec6dB84£577£9a93,
93618beb08bb281lc4c25eabd30ac9cel,
558191a44671c80cc8a219cf£f8419ff£0,
7800699764£fd875da715af2634a79869;

c811a6896efb23c65d10a067c4ell8ca,
053eff9c118bf784a8b14304dbl2bdd5,
baa%9ebc941653bce982834b14113393d,
650da05bald439cf538f35fae5edbd7a,
f5al0feed4c3c3d0c677£1%adl62alc25b,
£3da518ebd2267ec0b79d5abb0c81482;

bf557£697a0a091e4644747eb14b9d8e,
7a4dc47£03d3b243e82808ba9%9c49fc81,
97211ab4b30857a2b5b406dedad571£2,
4363d3443835ea3435d64b93732£4b0a,
93618beb08bb281lcd4c25eao6d30ac9cel,
558191a44671c80cc8a219cf£f8419ff0;

4££27£f2cd9c9d2a9%b41d626e57033057,
d3257fb5a8901a3a5d53e7c2ccfbdel5,
053eff9c118bf784a8b14304dbl2bdd5,
4eelld651bc26a6ecd42014231e0c8a29,
650da05bald439cf538f35fae5ed5d7a,
f5al0feedc3c3d0c677£1%adlb2alc25b;

758bb2bcal2eeadl0elf8af5801184blab,
e429a7c8b4270149e01541e034ac8143,
7a4dc47£03d3b243e82808ba%c49fc81,
£200e31e3969e355beaadl£2703£dc69,
4363d3443835ea3435d64b93732f4b0a,
93618beb08bb281cd4c25ea6d30ac9cel;

05a396dc8lae649dbeafl536ae2l1afi4,
d06b7b26295038c128813093a77£f1c22,
d3257fb5a8901a3a5d53e7c2ccfb4el5,
960c9fc90129d5670cefef40c7c6661b,
4eelld651bc26a6ecd2014231e0c8a29,
650da05bald439cf538f35faeb5edbd7a;

aa683d3f567d0ce79e17394a73¢cb906f,
9671370a214c428022edcl1729%ad5574a,
e429a7c8b4270149e01541e034ac8143,
1£68914ac4767a294e8729d7a9%9ed9%23,
£200e31e3969e355beaadlf2703£fdco69,
4363d3443835ea3435d640b93732f4b0a;

8cT7fcbec6d38e1352384dbfb2995433¢,
4£830a0bl171£fd4cd04765a67816£3211,
d06b7b26295038¢128813093a77f1c22,
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= e429a7c8b4270149e01541e034ac8143,
= 1f68914acd4d767a294e8729d7a9%9ed%23,
= £f200e31e3969e355beaadl1f2703fdc69,

= 756bblale007441974f612a52af52d2b,
= 92387b4c569d5ae28a58fed613203133,
= 4f830a0b171fd4cd04765a67816£3211,
= d06b7b26295038c128813093a77£f1c22,
= 38a8462cbdd06e8dd3e90a8380249622,
= 960c9fc9p129d5670cefefd0c7c6661lb,

= c7b13£f969e91al0eb5fcc7af497e3db23a,
= d1c75963a87b84£9506d13c7d08a3fal,
= £2029263827935889al19febbdcbe8b5b,
= 9671370a214c428022edcl729%ad5574a,
= 5995596a942e4563550b54855falaebe,
= 1f68914ac4767a294e8729d7a9%ed%e23,

= 64389cd2d432669640e5e1953334facc,
= add30be229%e7e46267c4aef09e2b430b,
= 92387b4c569d5ae28a58£fed613203133,
= 4f830a0b171fd4cd04765a67816£3211,
981cbabcc7e1d%9a72548dfdd25bccebc,
= 38a8462cbdd06e8dd3e90a8380249622,

= 9a07415£9¢c93256e395d1doe%9e8ded 66,
= cfc665e77£fe642459845da33270dbc35,
= dlc75963a87b84£9506d13c7d08a3fal,
= £202926382793588%al19febbdcbe8b5b,
= faa9d3dcf57ea91663d3a307celab216,
= 5995596a942e4563550b54855falaebe,

= cd273344d269c3a678ae5463e95aal12a,
= eaf79687falf41e087e7a53d8f7c55al,
= add30be229e7e46267c4aef09e2b430b,
= 92387b4c569d5ae28a58fed613203133,
= e98adb6ab3b2fal3b3dd377de6lffdle677,
= 981lcbabcc7e1d%a72548dfdd25bccebc,

= c¢7900£60aeed50d875277457£79%9e5eee,
= db298b36ed56b4cbaab4dc6923de25dt,
= cfc665e77£e642459845da33270dbc35,
= d1c75963a87b84£9506d13c7d08a3fal,
= bf29c5a854e2£92f12c8531£fc6192c85,
= faa9d3dcf57ea91663d3a307celab216,
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Block 2 processed. Intermediate hash values are
+ db298b36ed56b4cbaab4dc6923de25df =

Hy = 9a5c5bd645bad2f79£9d£82d£f89d1bb2

7585e70d331187¢c34a52d4971c7b4191,

H, = d53dc262eelbeal5fde0251albc6407b

c03558eae82b2be685c7cab7ab429%961c,

H, = ab022297959fe521e00961bf5127e3a5

+ eaf79687£falf41e087e7a53d8£f7c55al

H H 13 13 3 W»n H H H3 13 3 » H H 13 13 3 W» H H 13 13 3 »
Il | | Il

H H 3 13 3 W»
I

38a8462cbdd06e8dd3e90a8380249622,
960c9fc90129d5670cefef40c7c6661b,
deelld651bc26a6ecd2014231e0c8a29;

lcccc9aa769616c91562ec30e82b0408,
£2029263827935889%a19febbdcbe8b5b,
9671370a214c428022edcl1729%9ad5574a,
5995596a942e4563550b54855falaebe,
1£68914acd4767a294e8729d7a%9ed%e23,
£200e31e3969e355beaadl1£2703£dc69;

0al619cd09e9%9e41353a5647e524c8d60,
92387b4c569d5ae28a58fed613203133,
4f830a0bl171fd4cd04765a67816£3211,
981lcbabcc7e1d9%a72548dfdd25bcce5bc,
38a8462cbdd06e8dd3e90a8380249622,
960c9fc9b129d5670cefef40c7c6661lb;

499a6f0£55b57dcc26decd5b6af6483f,
d1c75963a870b84£9506d13c7d08a3fal,
£2029263827935889%a19febbdcbe8b5b,
faa9d3dcf57ea91663d3a307celab210,
5995596a942e4563550b54855falaete,
1f68914acd4767a294e8729d7a9%9ed9%e23;

35bf2487e3531cd75ee8bccd4887£fd7ct,
add30be229e7e46267c4aef09e2b430b,
92387b4c569d5ae28a58fed613203133,
e98a4b6ab3b2fa3b3dd377d61££d1677,
981cbabcc7e1d%9a72548dfdd25beccebc,
38a8462cbdd06e8dd3e90a8380249622;

1dd0634327057e3a0£3950d9%a621b477,
cfc665e77fe642459845da33270dbc35,
d1c75963a87b84£9506d13c7d08a3fal,
bf29c5a854e2£92£f12c8531£fc6192c85,
faa9d3dcf57ea91663d3a307cela5216,
5995596a942e4563550b54855falaebe;

13997bd63e6963£3358d68112c3fc6fl,
eaf79687falf41e087e7a53d8f7c55al,
add30be229%e7e46267c4aef09e2b430b,
59c88aad058aabbaff80732e0abe9021,
e98a4b6ab3b2fa3b3dd377d61££d1677,
981cbabcc7e1d9a72548dfdd25bccebe;

+ cfc665e77£e642459845da33270dbc35 =

63



74c8887£15862767784f3b£278359fda,
H; = 0dd02fd44e57c7dfadcl9cal70d61£32
bba33bb6783fac4215864b920£01623d,
H, = 8beb7dd91c40d98bcb987d949%ea5ala’
5db2d73ccd4bc5e851c05915¢c6f2£fe047,
Hs = 8360ac7dc2d141ab8d10fa3462911d32
dd29372ac85bed668c916d626d4fad53,
Hy = 71664b1a003dd858e65¢c1£2735ad5408
309010c25520d187£9247246fbc6808d,
H, = 4e5792c2f106067903aab4341d752cba
37el1de2dad4b900b4417e2c0a3d724331,
Hy = 524801f2a48be70939418496bef738bb
4cf1d5¢cf9a0a901£9d15279e8d018adl,
Hy = ad22b2cd0c099cee261b716f0c517ecO
453f6d89d3eb76954b64514c320e4dlc.

Therefore the message hash is

add30be229%e7e46267c4aef09%e2b430b

dlc75963a87b84£9506d13c7d08a3£fal

59c88aad058aabbaff80732e0abe9021

bf29c5a854e2£92£f12c8531£c6192c85

e98ad4b6ab3b2fa3b3dd377d61££d1677

faa9d3dcf57ea91663d3a307celab216

981cbabcc7eld9%a72548dfdd25bccesbc

7585e70d331187¢c34a52d4971c7b4191
74c8887£15862767784£f3b£278359fda
5db2d73ccd4bc5e851¢c05915co6f2fe047
309010¢c25520d187£9247246fbc6808d
4cf1d5¢cf9a0a901£9d1527%9e8d018adl

c03558eae82b2be685c7cab7ab42961c
bba33bb6783fac4215864b920£01623d
dd29372ac85bed668c916d626d4fad53
37elde2dadb900b4417e2c0a3d724331
453f6d89d3eb76954b64514c320e4dlc
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4. FINAL WORDS
I hope you found the info in ths research paper useful and eduacting.

4.1. Legal

The use of this algorithm is free of charge, but you are obliged to included the line “Uses
SASH-1280 algorithm by Kirils Solovjovs.” in the product's credits. If you use the algorithm in any
publicly available product, please drop me a line.

I provide no guarantees whatsoever that the algorithm will fit for any particular purpose. Use
on your own risk.

4.2. Feedback

Feedbacks and error reports are welcome to research [at] kirils.org.
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