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Some citizens complain about being under surveillance, but they are told 
that if they have nothing to hide, they have nothing to fear.
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Still, news media regularly cover cases where citizens with unusual 
behaviour are put on suspicion lists, even though they have broken no laws.
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Jesper Lund
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∀(p  criminal)  p  hiding ∈ → ∈
  |- 

∀(p  hiding)  p  criminal∈ → ∈
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● Autonomous right to choose
– who processes my info
– how is my info processed
– what info is processed

● Right to decide who I interact with
– right to be left alone
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Got nothing to hide?
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● Data hoarding →
– Blackmail, impersonation
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● Herd immunity

many people not hiding anything

make the few stand out more and draw suspicion

Got
 not

hing
 to 

hide
?



@k@chaos.social · 2023 · https://kirils.org

● Today’s authority might become totalitarian or inhumane
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“We’re afraid of having our data tracked,” the female 
protester said. She added that during the 2014 Umbrella 
Movement protests, this kind of ticket-buying in cash 
wasn’t as prevalent. But five years on, people knew better 
and were wary.

The use of Octopus card data to trace criminal suspects is 
not new. As early as 2010, police used such data to track 
down a suspect in an acid-attack case,  who was later 
convicted. 
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25 January 2020, RTHK
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9 April 2020, Reuters
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4 November 2019, Mac Pierce
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18 January 2020, The New York Times
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22 October 2019, The Guardian

REASON
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22 October 2019, The Guardian

REACTION TIME
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22 October 2019, The Guardian

SCOPE
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22 October 2019, The Guardian

JUSTIFICATION
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22 October 2019, The Guardian

EFFECTS
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22 October 2019, The Guardian

MILITARY TECH
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26 April 2007, Lorelei / Merriam-Webster dictionary

gag verb
● to prevent from exercising freedom of speech 

or expression
● to restrict use of the mouth of by inserting 

something into it to prevent speech or outcry
● to pry or hold open with a gag
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10 July 2023, secureprivacy.ai
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14 October 2023, oag.ca.gov
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● The European Commission wants to turn digital 
communication apps, such as WhatsApp, iMessage, 
Instagram, TikTok and X, into mass surveillance tools so 
that digital communications of all EU citizens, including 
their live conversations, photos and videos, can be 
automatically scanned for criminal offences.
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● On Thursday 14 September, it emerged that there is 
insufficient support in the Council of the European Union 
for her proposal.

● Worryingly, a day later, on 15 September, the Commissioner 
commissioned a paid advertising campaign on X (formerly 
Twitter) targeting the Netherlands, Sweden, Belgium, 
Finland, Slovenia, Portugal and the Czech Republic, 
countries that did not want to vote for the current proposal
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● X’s Transparency Report shows that the European 
Commission also used ‘microtargeting’ to ensure that the 
ads did not appear to people who care about privacy (people 
interested in Julian Assange) and eurosceptics (people 
interested in ‘nexit’, ‘brexit’ and ‘spanexit’ or in Victor 
Orbán, Nigel Farage, or the German political party AfD).[17] 
For unclear reasons, people interested in Christianity were 
also excluded. After excluding critical political and religious 
groups, X’s algorithm was set to find people in the 
remaining population who were indeed interested in the ad 
message, resulting in an uncritical echo chamber.



@k@chaos.social · 2023 · https://kirils.org

The end-of-end-to-end-encryption
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31 July 2019, computing.co.uk

GCHQ has suggested that tech firms' communication services should be 
able to surreptitiously add intelligence agents to conversations or group 
chats

'Five Eyes' member countries have called for technology firms to help 
intelligence agencies by providing them with special, backdoor access to 
WhatsApp and other encrypted communications.

The group has also warned that failing to do so would put lives of thousands 
of people at risk.

"The Five Eyes are united that tech firms should not develop their systems 
and services, including end-to-end encryption, in ways that empower 
criminals or put vulnerable people at risk," British home secretary, Priti 
Patel, said at the conclusion of the two-day meeting of Five Eyes member 
countries in London.
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28 October 2019, Boing Boing
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16 December 2019, golem.de
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28 April 2023, Computer Weekly
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● https://arxiv.org/pdf/2207.09506.pdf
● http://eja.lv/3sq
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9 Mar 2019, India Today
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These days not having a phone number is being treated
like a disease or at the very least — a disability
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● “We don’t need your fingerprint”
● “We only store fingerprint in your passport”
● “We also store its «hash» in a database”

– wsq (FBI’s Wavelet Scalar Quantization algo)

● “Hey, that’s my whole fingerprint!”
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● A privacy zealot, obviously
● Founder at Possible Security, 

Latvia
● Hacking and breaking things:

– Network flow analysis & RE
– Social engineering
– Legal dimension     @k@chaos.social

Follow me! It’s free¹ ;-)
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¹ free as in speech


