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Who?
Kirils Solovjovs
– Institute of Electronics and Computer 

Science
– Possible Security
– Hack Hack Hack!
– kirils.org
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Other research
● 2017 How they SHAttered Latvian eID
● 2020- 2023 WearSec

Latvian Council of Science project no. LZP-
2020/1-0395 “Automated wireless security 
analysis for wearable devices” (WearSec) – 
device identification and vulnerability analysis 
(fingerprinting & fuzzing) 
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What?
● Who is this for?

● How digital signatures work
● How we perceive content
● Attacks
● Disclosure
● What’s next
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Signatures

frevvo.com
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EU Signatures
● PDF
● ASICE  container!←
● eDoc  container!←
● ...
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Dynamic content
● Dynamic OLE objects
● Static object pre-renders
● Remote content
● (for classic document formats)
● but it fully depends on the format. ELF? :)
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DEMO
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Also works
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Does it really matter?
● Apparent tampers
● Fraud prosecution
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WONTFIX
● See previous slide :)
● But what if we could make a 

document that appears a 100% 
legit?
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Remote content!
● :-(
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Can we even fix it?
● It can’t be solved technologically
● It can’t be solved politically
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What are we gonna do about it then?
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Q&A

Slides are available on https://kirils.org
Find me on twitter: @KirilsSolovjovs
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