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EXTRACT!



  



  

37G      Collection 1
365G    Collection #2-#5 & Antipublic
89G    12billion special for xss.is
596G     bigDB
1087G  total
+
1003G  unarchived data



  

2090GB
877GB



  



  



  

GNU coreutils ++
find

cat, grep, wc
sed

progress



  



  

26’713’863’611



  



  

123456
~0.15% / ~0.62%



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  

office
info
milan
dejan
nikola
marko
goran
aleksandar
ivan
dragan
admin

office
info
marko
ivan
dejan
nikola
vlada
milan
jelena
dragan
bane

info
admin
me
mail
contact
hello
david
chris
alex
mark
john

top users

info
janis
admin
andris
alex
maris
edgars
martins
kaspars
office
juris

office
info
sales
admin
jobs
webmaster
support
marketing
contact
hr
ivan

info
contact
aleksandar
goran
dejan
zoran
nikola
admin
maja
ivan
igor



  

123odidol

224odidol

123456

123456789

1234567

12345

19weed

178663a6

66bob

24crow

123456

12345

123456789

1234

59trick

19weed

111111

30media

24crow

123456a

19940224vova

6hw9Yv4csT

123456

ut3Wgr58wE

8wwH19duyJ

jj1307

r1ybhs4O1H

12qw23we

rsUy48w5bD

jjlin

top passwords

123456

qwerty

123456789

111111

12345678

1234567

12345

123123

parole

1234567890

123456

123456789

111111

12345

666666

000000

1234567

qwerty

1234

123123

123456

123456789

blackman

pxh7mx3h

jitro

000000

marija

12345

skopje

111111

0.4%     2.5%        1.2%   6.7%     4.3%   1.0%



  

6hw9Yv4csT
ut3Wgr58wE

 19940224vova



  



  

Recovery questions

● kto ti?
– eta ya

● Нил?
– Да

● Я кто ?
– Камиль

● qwerty
– qwerty

● who are you?
– it’s me

● Nil?
– Yes

● Who am I?
– Camil

● qwerty
– qwerty



  

PASSWORD REUSE



  

STRONG PASSWORDS



  

PASSWORD MANAGERS



  

DEVELOPERS!



  

Salting

DB



  

123456
 

~0.15% overall

~0.32% jan2019



  

About

● Lead researcher at Possible 
Security, Latvia

● Hacking and breaking things
– Network flow analysis
– Reverse engineering
– Social engineering
– Legal dimension

● twitter / @KirilsSolovjovs
● https://kirils.org/

Follow me!

Get my slides
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