


should we fix privacy?
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Some citizens complain about being under surveillance, but they are told 
that if they have nothing to hide, they have nothing to fear.
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Still, news media regularly cover cases where citizens with unusual 
behaviour are put on suspicion lists, even though they have broken no laws.
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Jesper Lund



@KirilsSolovjovs, 2019. https://kirils.org

∀(p  criminal)  p  hiding ∈ → ∈
  |- 

∀(p  hiding)  p  criminal∈ → ∈
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● Autonomous right to choose
– who processes my info
– how is my info processed
– what info is processed

● Right to decide who I interact with
– right to be left alone
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Why are you presenting 
this without a face mask?

You give up your own 
privacy on Facebook every 

day, why worry about 
someone tracking you?

Interesting and also not 
worth it at all. Your time 
on this planet is limited 

you know.

Your phone tracks you 
anyway

It’s pointless, I’ve got nothing to hide.

I'm feeling like you with 
recaptcha

What do we do now?
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Got nothing to hide?
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● Data hoarding →
– Blackmail, impersonation

Got
 not

hing
 to 

hide
?



@KirilsSolovjovs, 2019. https://kirils.org

● Today’s authority might become totalitarian or inhumane
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● Herd immunity

many people not hiding anything

make the few stand out more and draw suspicion
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27 September 2018, The Wall Street Journal



@KirilsSolovjovs, 2019. https://kirils.org

Mov
eme

nt t
rac

king
13 Jun 2019, QUARTZ
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16 November 2013, Mick Amato / Merriam-Webster dictionary

gag verb
● to prevent from exercising freedom of speech 

or expression
● to restrict use of the mouth of by inserting 

something into it to prevent speech or outcry
● to pry or hold open with a gag
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14 June 2019, The Intercept
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7 September 2019, Ars Technica
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The end-of-end-to-end-encryption
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31 Jul 2019, computing.co.uk
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9 Mar 2019, India Today
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● “We don’t need your fingerprint”
● “We only store fingerprint in your passport”
● “We also store its «hash» in a database”

– wsq (FBI’s Wavelet Scalar Quantization algo)

● “Hey, that’s my whole fingerprint!”
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Hey, let’s make a barcode app for shopping in airports!

Boa
rdin

g pa
sse

s in
 sho

ps



@KirilsSolovjovs, 2019. https://kirils.org

Should we fix privacy?



@KirilsSolovjovs, 2019. https://kirils.org

● User demand ☹
● Cookie law 😐
● GDPR for “big data” ☹
● GDPR ☺
● Surveillance tech ☹
● Encryption 😐Cur
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● A privacy zealot, obviously
● Lead researcher at Possible 

Security, Latvia
● Hacking and breaking things:

– Network flow analysis & RE
– Social engineering
– Legal dimension     @KirilsSolovjovs

Follow me! It’s free¹ ;-)

Who
 wa

s th
at g

uy?

¹ free as in speech²

² no, there is no free beer
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