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Jesper Lund

EDRi-gram 300

DIGITAL RIGHTS NEWS FROM 2025
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V(p € criminal) = p € hiding

) e

V(p € hiding) = p € criminal
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DVBNIS rivacy

* Autonomous right to choose
- who processes my info
- how is my info processed

- what info is processed

* Right to decide who I interact with

It

— right to be left alone

NI

—
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35C3 ChaosWest - Toll of personal privacy in 2018

016 views * Published on Dec 28, 2018
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Interesting and also not
worth it at all. Your time
on this planet is limited

I'm feeling like you with
recaptcha

% you know. What do we do now?
=
== It’s pointless, I've got nothing to hide.
You give up your own Your phone tracks you
privacy on Facebook every anyway
day, why worry about Why are you presenting

someone tracking you? this without a face mask?
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23 September 2019, Twitter
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babygirl & @xokoriee - 4 >

23 September 2019, Twitter meE

Replying to @EliDa
If he acting like this you shouldn't even want to see what's in his phone, just
throw the whole man away honestly

— e e
b,

+ 14 L+ Jb w840

O 15 ¥l by P o Y oY ) -~
leplying to @EliDaRuler

This is proof enough that you should just throw that phone in the damn fountain
and dump him Imao

b |

)

Lmaoc omg & & & sis he is running clearly he's doing dirt. That's the answer
sis| Leave that man. Lol

-— - e

i "'\i i
| h
T L 1

—_

Curls Toe-lin' @JeSuisAParis - 5 W

T}

Renlvina to @EliDaRuler (@GawdBody Tt
2 0INg Lo weelidamuier @i sadWwoeoay |l

Whatever you wanted to know sis.. that's the answer right there

Y ) (™)

W 4 L4 145 w o dak
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* Data hoarding -

- Blackmail, impersonation

b0t nothing o e’
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* Today's authority might become totalitarian or inhumane

b0t nothing o e’
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* Herd immunity

many people not hiding anything

make the few stand out more and draw suspicion

I 0 e’

b0t ol
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16 May 2018, Twitter
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16 Jan 2019, Twitter
27 Sep 2019, Twitter
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@

Chinese schools scanning children's brains
to see if they are concentrating

W A

Chinese schools scanning children's brains to see if they are

Headbands that monitor concentration by reading brain signals have been trialled

on thousands of Chinese schoolchildren. The devices could soon be used on milli...

WsJ The Wall Street Journal & o
Some classrooms in China are equipped with
Al cameras and brain-wave trackers. While
many parents and teachers see them as tools
to improve grades, they've become some
children’s worst nightmare. #/VSJWhatsNow

TT————

Under Al's Watchful Eye, China Wants to Raise Smarter Students

Qi B@Le@®
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27 September 2018, The Wall Street Journal

Teachers at
this primary school in China
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13 Jun 2019, QUARTZ Why Hong Kong’s protesters were
afraid to use their metro cards
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22 October 2019, The Guardian
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‘ Under digital surveillance: how

¥ American schools spy on millions of

kids
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22 October 2019, The Guardian

It’s not clear what kind of “chilling effect” the monitoring might have on students’
self-exploration, their group conversations and their academic freedom, Marlow,
the ACLU privacy expert, said. If students know their schools are monitoring their
computer usage, will LGBTQ students in conservative school districts feel
comfortable researching their sexuality? What about young Trump supporters in
liberal school districts who want to do some political research?

“Schools don’t post on a bulletin board outside the principal’s office, ‘Here are the
words we're searching for,” Marlow said. “It forces students to be careful. They
might not write about things or talk about things that are not, in fact, being
monitored.”
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Gaggle
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16 November 2013, Mick Amato / Merriam-Webster dictionary

—

* to prevent from exercising freedom of speech
Or expression

gag verb

* to restrict use of the mouth of by inserting
something into it to prevent speech or outcry

* to pry or hold open with a gag
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14 June 2019, The Intercept

expectation of privacy on Facebook. The simple act of using Facebook,
Snyder claimed, negated any user’s expectation of privacy:

There is no privacy interest, because by sharing with a hundred
- friends on a social media platform, which is an affirmative social
- act to publish, to disclose, to share ostensibly private information
with a hundred people, you have just, under centuries of common

)
o
—)
C:: law, under the judgment of Congress, under the SCA, negated any
c— reasonable expectation of privacy.
R
oy )
[ —)

An outside party can’t violate what you yourself destroyed, Snyder seemed
to suggest. Snyder was emphatic in his description of Facebook as a sort of
privacy anti-matter, going so far as to claim that “the social act of broad-
casting your private information to 100 people negates, as a matter of law,
any reasonable expectation of privacy.” You’d be hard-pressed to come up
with a more elegant, concise description of Facebook than “the social act
of broadcasting your private information” to people. So not only is it Face-
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Facebook

When someone is expressing thoughts of suicide, it's important to get them help as
quickly as possible. Because friends and family are connected through Facebook, we can
help a person in distress get in touch with people who can support them. For years,
people have had the ability to report Facebook posts that they feel indicate someone is
thinking about suicide. This flags the posts for review by trained members of our
Community Operations team, who can connect the poster with support rescurces if
needed.

Last year, we began to use machine learning to expand our ability to get timely help to
people in need. This tool uses signals to identify posts from people who might be at risk,
such as phrases in posts and concerned comments from friends and family.
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Facebook

| c—
i

Signals

0000®

R —
 c—
—
c-:J So much sadness
c—
()
e—)

Classifiers'

— Main text classifier

{

“so”: 0.01,

“much”: 0.02,
“sadness”: 0.90,

“so much”: -0.3,
“much sadness”: 0.88,

“so much sadness”: 0.99,

Post details
e.g. post type, time
posted, day posted

“s”: 0.02,
“0”: 0.04,
“m?: -0.01,
“y”: -0.09,
3

. Comment classifier

{

»

0.892

0.822 —

Random forest
learning algorithms?

|

Post flagged for
additional review

|

Reviewed by
Community Operations

|

Take Action
Send tips + resources

Escalate to local authorities
in serious situations
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Facebook

7

If you're going through a difficult time and want support, we'd like to
help.

Talk to a friend

TalKk with a helpline volunteer

s prevention

| I Get tips and support

NI

—
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7 September 2019, Ars Technica

Facebook dating is now available in the
US. Here's how it works

Rollout includes new updates, including safety features, more Instagram integration.
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16 May 2019, METRO
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The man was fined £90 for pulling his jumper up over his chin and mouth (Picture; BBC Click)

]

A man was fined £90 for refusing to show his face to police trialling
new facial recognition software.

The man pulled his j jumper up above I* is r:hm as he walked past V
fficers tri ial Rec n software in east Londom

Ll

s s

Il

—
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e end-ol-enc-Lo-end-encryplion
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31 Jul 2019, computing.co.uk

GCHQ has suggested that tech firms' communication services should be able to
surreptitiously add intelligence agents to conversations or group chats'Five Eyes'
member countries have called for technology firms to help intelligence agencies
by providing them with special, backdoor access to WhatsApp and other
encrypted communications,

The group has also warned that failing to do so would put lives of thousands of
people at risk.

"The Five Eyes are united that tech firms should not develop their systems and
services, including end-to-end encryption, in ways that empower criminals or put
vulnerable people at risk,” British home secretary, Priti Patel, said at the
conclusion of the two-day meeting of Five Eyes member countries in London,
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@ WhatsApp WHATSAPP WEB FEATURES DOWNLOAD SECURITY

Rooted phones and custorm ROMSs

Custom ROMs and rooted phones aren't supported by WhatsApp. There are too many variations in these
customizations for us to maintain a working product. Furthermore, custom ROMs and rooting don't allow the
WhatsApp security model to function as intended. If you're using a custom ROM or rooted phone, your
messages won't be protected with end-to-end encryption.

For the best WhatsApp experience, please use a stock ROM and remove root. Contact your phone's

manufacturer for specific instructions on how to unroot. WhatsApp




9 Mar 2019, India Today
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News / Techno ogy / News /

WhatsApp tells users to install official
app, warns people using modified apps
will be blocked

WhatsApp on its official has warned people of account ban if they use altered versions of
WhatsApp like GBWhatsApp and WhatsApp Plus.

Priya Pathak

Mew Delhi o @ [

March 7, 2019 UPDATED: March 9, 2019 10:54 IST
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WHATSAPP WEB FEATURES D OWNLOAD SECURITY

About Temporarily Banned Accounts

If you received an in-app message stating your account is "Temporarily banned” this means that you're likely
using an unsupported version of WhatsApp instead of the official WhatsApp app. If you don't switch to the

official app after being temporarily banned, your account might be permanently banned from using WhatsApp.

Unsupported apps, such as WhatsApp Plus, GB WhatsApp, or apps that claim to move your WhatsApp chats
between phones, are altered versions of WhatsApp. These unofficial apps are developed by third parties and
violate our Terms of Service. WhatsApp doesn't support these third-party apps because we can't validate their
security practices.

How to switch to the official WhatsApp app

You might need to backup your chat history before moving to the official WhatsApp app. The name of the

unsupported app you're using determines whether you need to transfer your chat history. Locate the name of the

app by tapping More Options > Settings > Help = App info. Follow the steps below based on the name of the

app: WhatsApp Plus or GB WhatsApp. WhatsApp
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App Store & iTunes Gift Cards by Email

Select a design

Bying apps anonymously
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Jossiane anonymously

Reminder: Registration Lock is enabled for your
phone number. To help you memorize your
Registration Lock PIN, Signal will periodically ask
you to confirm it.
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Latvijas Pasts / C3POST
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http:/fthisgreatwebpage.example/
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«ll Magenta... 4G 18:09 Nie )
Not Secure — explosm.net

)

Ads help us run this site

pre-selected
companies

> Purposes for storing information
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ONSie

b

NITHIG T0

all Magenta... 4G 18:11 ! MD'
& nytimes.com — Private

Celebrity Origins
and Extreme Sports

Each of our Dispatches

so far has offered a unique take on an often fleeting
moment in a highly particular place. But common
themes like sex and migration have emerged, too.

Review our cookie policy

What do we use cookies for?

We use cookies and similar technologies to
recognize your repeat visits and
preferences, as well as to measure the
effectiveness of campaigns and analyze
traffic. To learn more about cookies,
including how to disable them, view our
Cookie Policy.

By clicking "l Accept" or "X" on this banner,
or using our site, you consent to the use of
cookies unless you have disabled them.

I ACCEPT
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«ll Magenta... 4G 18:13 Nie )

AA @ forbes.com @

We want you to experience
the full power of
Forbes.com, but we need
your consent to continue

At Forbes, we are committed to
protecting the personal data of our

audience.

In light of the General Data Protection
asking our audience

in Europe to consent to the use of

cookies by Forbes and its partners to
continue to our site. These cookies are

used to personalize your user

Cookies on Forbe

experience (content and ads) and
support and improve the site. Please
click “I Agree, Continue to Site” below
to consent to the use of this technology
and continue to Forbes.com. Visit our

Privacy Statement to learn more.

NITHIG T0
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AA & washingtonpost.com &)

@he Washington Post

Democracy Dies in Darkness

Free

Browse now
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ONSie

to our Terms of Service.

b

Back to all options
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Hello Mr. Solovijovs,
During the photo deletion process you requested in your
user account your entire account was deleted on our system.

| kindly request that you please

provide to me a telephone number that we may call you at and a few
different days/times that you will be available so that we may have a

customer service agent call you to assist you in adding
a new username to your

| sincerely apologize

to you for this error and want to assure you that takes
pride in our client and test taker relationships.

@KirilsSolovjovs, 2019. https://kirils.org



ol apps

NITHIG T0

a

We kinda need that ...

We use contacts to show you which
friends use Socratic too. No spam, we
promise!

Go to settings

"Socratic” Would Like to
Access Your Contacts

It's only for chatting about homework,

don't worry &

Don't Allow

Search wmil 4G 20:49 9 95%

You are blocked

You will be able to order a taxi
after 31.12.2022

Contact support

ull Elisa 4G 18:43

Enable location serives

We can’t show your pickup point on
map because you have disabled
location services. Please turn it on for
better experience.
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ol apps

NITHIG T0

.1 Magenta... 4G ("9 18:55

Cancel New Chat
WhatsApp doesn't have access to
your phone contacts. Allow

access so you can message them
more easily. Allow access

Enter a phone number to start a new chat

Latvia

+37/7
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Yandex

Ly

Location.

Phone number,

Email.

To determine the pickup location.

To generate a list of fare rates for the
region.

Authorization.

To generate push and SMS
notifications.

To allow the driver to communicate with
the client.

Generate ride reports.

Requires permission to determine your
location using your mobile networl or
GPS.

Transmission of location data can be
disabled in your device's system settings.

The app cannot function without access
to this data. If you do not wish to
transmit this data, do not use
Yandex.Taxi.

You can remove your email address in the

app settings.
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Yandex

User interaction with interface
elements: scrolling, clicking, and
interacting with the menu.

Device technical characteristics: model,
manufacturer, operating system name
and version, screen size, sensor
information, device identifiers.

Android operating system
characteristics: amount of disk space,
system settings, list of installed
applications.

To improve app performance quality.

To improve app performance quality.

To improve app performance quality.

The app cannot function without access
to this data. If you do not wish to
transmit this data, do not use

Yandex. Taxi.

The app cannot function without access
to this data. If you do not wish to
transmit this data, do not use

Yandex. Taxi.

The app cannot function without access
to this data. If you do not wish to
transmit this data, do not use

Yandex. Taxi.
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BILLING INFORMATION

You passed an empty string for 'source_data[owner][name]'. We assume empty values are an attempt to unset a
parameter; however 'source_data[owner][name]' cannot be unset. You should remove 'source_data[owner][name]'
from your request or supply a non-empty value,

AMOUNT BEING PAID
$8.56

CHOOSE PAYMENT METHOD

NAME ON CARD

CARD NUMEER

5342

===
VvisA

OTHG 10 - EE————




CreditOn.lv >

Sveiki! Diemzel Tavs
pieteikums paterina

kreditam ir noraidits.
CreditOn.lv

Laime MAXIMA davanu
karti 50 EUR vertiba!
lenac sava CreditOn.lv
profila, atjauno
informaciju un piedalies
izloze. Vairak
informacijas Tava e-
pasta.

%O
Moe
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“We don’t need your fingerprint” f
“We only store fingerprint in your passport” ;
“We also store its «<hash» in a database” AN

- wsq (FBI's Wavelet Scalar Quantization algo)

kreisais-raditajpirksts.wsg labais-raditajpirksts.wsq
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Airport scamners
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BOOrdlﬂg POSS Wir airberliner sagen DANKE
| / | MR == E ETIHAD

a AIRWAYS

FQTV AB % PARTNER
B A IGHT: BOARD: GATE: SEAT: GROUP: CLASS: SEG:

ECONOMY

TXL/BERLIN - STR/STUTTGART TAKE CARE TSCHUESS AND BYE BYE

¥Gate closes 15 minutes prior to departure. Please observe possible gate changes! :
¥Gate schliesst 15 Minuten vor Abflug. Bitte achten Sie auf moegliche Aenderungen des Flugsteiges!

Hoaring passes i shops

Hey, let’'s make a barcode app for shopping in airports!
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rrent stats

NITHIG T0

We're updating our gri olu,y to bring you a

e've given you even more control over yolN
data.

imise our websitegffContinued use of our website without having changed
your s®tings confirms j(} acceptance ofdfiese cookies. For details of how to change your settings,

please see our privacy policy.

User demand
Cookie law

GDPR for “big data”
GDPR

Surveillance tech
Encryption

i ———

Type to search
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User demand
Cookie law

GDPR

Encryption
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— . * A privacy zealot, obviously
—
=T * Lead researcher at Possible
H . .
= Security, Latvia
T
- * Hacking and breaking things:
i — Network flow analysis & RE
S cm—
— e ! \ — Social engineering
W @KirilsSolovjovs ~ Legal dimension

Follow me! It’s free? ;-)
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