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who am 1?

Lead researcher at Possible
Security, Latvia

Hacking and breaking things
- Network flow analysis

- Reverse engineering

- Social engineering

- Legal dimension
https://kirils.org/

twitter / @KirilsSolovjovs




who manages the zoo?

;&b,

e




RIPE NETWORK CODRDINATION CENTRE

AFRINIC

The Internet Mumbers Registry for Africa

.
o
[ M
s

- -
‘..'



IPv4 exhaustion

RIPE NCC IPv4 Pool — Last 36 Months

21

16

1

0
0 Q,()“Lg 10%610\1 1013 10%110\% 9,0\1 10\1 Q,()'\% 1010% 10%%10'\% Q,()'\% 101%1019 1018 10%9101% Q,Q'\g Q,Q\g
oeP ?‘y‘.\o\' ?‘Saﬁ{l}maf {2‘}@‘:' 13\1\?‘ oep ?’\QGN lxaﬁ‘l},\af ‘l},xa‘:‘ 2 3\1\?’ oep ‘2’@‘.\0\' ‘2‘331\?‘@3‘2 ?‘1\&3‘:' 2 ‘yﬁ\?’ oep ?’\QGN 2
Bl Millions of IPv4 Addresses Reserved
B Millions of IPv4 Addresses Available Outside 185/8

Il Millions of IPv4 Addresses Available in 185/8



RIPE db

objects
- attributes
- other objects



object name

objecttype |\ objects S

poem: POEM-RIPES55-7

form: FORM-LIMERICK

descr: Critical Infrastructure

text: The DNS, the power, whois?

text: Wikipedia or Google it 1is?

- text: No; when I'm in a rush

Other ObJeCtS text: And the loo doesn’t flush

text: Where do I go for a piss?

m‘ LIM1-RIPE
admin-c: LIM1-RIPE
mnt-by: LIM-MNT

4””””””,,'»Created: 200/7-10-26T21: 18: 217
last-modified: 2007-10-26T21:18: 217

attribute name attribute value




Latvian internet?



NIC.

SERVICES
{7 Domain name registration
€J Customer support

£} Reaistrar support

SERVICES POLICIES FAQ ABOUTUS WHOIS

LV Registry / Raina bulv. 29, Riga, LV-1459, Latvia = Tel. +371 67085858 = Fax: +371 67225072 » E-mail: dns@nic.lv

::: IP addresses assigned to organisations

in Latvia

@ For use in scripts download this file or use object AS-NIC-LV from www.ripe.net.

For updates, comments or questions please send e-mail to the address gix@nic.lv or call +371 67085858.

To receive notifications when this page is updated, send your e-mail address to gix@nic.iv.

WULY IVIve
Registration
A Changes
() Payments
3% Registrars

212.142.64.0/18
109.73.96.0/20
46.23.32.0/20
2a01:4e0::/29

"SILALE" LTD.
AS13070

217.145.208.0/20
92.63.112.0/20



as-set:
descr:

admin-c:
tech-c:

mnt-by:

created:

last-modified:

AS-NIC-LV

AS-NIC-LV
AS-s of Latvia

NICo3-RIPE
NICo3-RIPE
lumii-mnt

2010-06-09T07: 56: 497
2019-09-17T10: 23: 087

role: Network Information Centre of LV



as-set:
descr:

admin-c:
tech-c:

mnt-by:

created:

last-modified:

role:

AS-s of Latvia

AS-NIC-LV
AS-s of Latvia

NICo3-RIPE
NICo3-RIPE
lumii-mnt

2010-06-09T07: 56: 497
2019-09-17T10: 23: 087

Network Information Centre of LV

as-set:
descr:

admin-c:
tech-c:
mnt-by:
mnt - lower:
created:

last-modified:

role:

AS-LATVIA
AS-s of Latvia

LN645-RIPE
LN645-RIPE

AS2588 -MNT

LTK
2002-09-17T12: 15: 547
2019-02-27T09: 38: 167

Latnet HostMaster



05 | =] AS-NIC-LV

(=]

0; | 5] AS-LATVIA

members:
members:

members:
members:
members:
members:
members:
members:
members:
members:
members:
members:

members:
members:
members:
members:
members:
members:
members:
members:

members:
members:

members:
members:
members :

members:
members:

members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:

AS12965
AS12993
AS13070
AS513194
AS13244
AS15392
AS15684
AS15721
AS15775
AS15818
AS15827
AS16062
AS16279
AS196644
AS196948
AS197271
AS197446
AS197616
AS198065
AS198343
AS199103
AS199558
AS199577
AS199663
AS200171
AS200658
AS201547
AS201897
AS20509
AS20548
AS20662
AS20777
AS520910
AS20939
AS209517
AS21016
AS21035
AS21061
AS21156
AS21178
AS21325
AS24589
AS24601
AS24620

AS-NIC-LV

members:
+ members:
members:
members:
_members:
4+ members:
members:
members:
members:
members:
members:
members:
members:
« members:
members:
members:
members:
members:
4= members:
members:
members:
members:
members:
members:
members:
members:
+ members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members:
members :
members:

AS12965
AS12983
AS512993
AS13070
AS13244
AS15483
AS15684
AS15721
AS15775
AS15827
AS16062
AS16279
AS197446
AS198514
AS20509
AS20548
AS20662
AS20777
AS20797
AS20910
AS20939
AS21016
AS521035
AS21061
AS21156
AS21178
AS21386
AS524589
AS24601
AS24620
AS24651
AS24870
AS24921
AS24972
AS24981
AS25107
AS25121
AS25241
AS25444
AS2588
AS28699
AS2877
AS28803
AS28843

AS-LATVIA

a




inhetnum:
netname:
geoloc:
country:
admin-c:
tech-c:
status:
mnt-routes:

mnt-domains:

mnt-by:

deolocation, maybe?

212.22.75.0 - 212.22.75. 255
LV-location

56. 9519 24.1221

LV

DM16411-RIPE

DM16411-RIPE

ASSIGNED PA

CTH-DCMSK

CTH-DCMSK

QUADRONET -MNT



et ' Jaunbrunava
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inetnum:
netname:
descr:
country:
admin-c:
tech-c:
status:
mnt-by:
created:

last-modified:

country attribute?

185. 58. 140. 109 - 185. 58. 140. 109
SE-MISSGROUP

MissDomain Group AB

LV

MGN45-RIPE

MGN45-RIPE

ASSIGNED PA

MISSGROUP-NCC

( ) 3.698 ms 3.772 ms 4.147 ms
( ) 4.119 ms 4.092 ms 4.082 ms
( ) 3.944 ms 4.825 ms 4.647 ms

( ) 36.743 ms 34.980 ms 37.339 ms
( y 37.337 ms 37.254 ms 37.330 ms
( ) 38.400 ms 38.399 ms 38.371 ms
( ) 38.343 ms 38.306 ms 38.278 ms
( ) 38.404 ms 'X 38.388 ms

1X *



RIPE db is a mess...

itnetnum: 159. 148. 0. 0 - 159. 148. 255. 255
netname: LV-LATNET-19990315
descr: RIGA 1 /4096
\J
ihetnum: 159. 148. 6. 128 - 159. 148. 6. 143
netname: ROBERTSONBLUMS
descr: Robertson & Blums SIA 1/
2
\J
ihetnum: 159. 148. 6. 136 - 159. 148. 6. 1453
netname: Latnet-infrastructure

descr: LATNET ISP



@ For use in scripts download this file or use object AS-NIC-LV from www.ripe.net.
For updates, comments or questions please send e-mail to the address gix@nic.lv or call +371 67085858.

To receive notifications when this page is updated, send your e-mail address to gix{@nic.lv.



nic.lv/local.net

##H#HHDESCR.  PARTHiHHEHE ###H###ACCT. PARTHtHEH}
##Latvijas Nacionala Biblioteka: www. Lnb. lv: AS201547 159. 148. 0. 0/16

#5. 45. 44.0/22 193. 41. 195. 0/24

##SIA Latnet Serviss: www. ls. Llv: AS2588 193. 41. 33.0/24

#159. 148. 0. 0/16 193. 41. 45. 0/ 24

#85. 254. 0. 0/17 193. 68. 64. 0/19

#85. 254. 128. 0/18 193. 108. 29. 0/24
#79.135.128. 0/19 193. 108. 144. 0/22

#176. 67.32.0/20

#185. 62. 196. 0/22
##I771: www. 1zz1. Lv: AS6851
#194. 8. 42. 0/24

#84. 38.128.0/20
##Hansabanka: www. hansabank. lv: AS9091
#194. 8. 10.0/23

193. 108. 185. 0/24
193. 109. 211. 0/24
193. 110. 8.0/23

193. 110. 164. 0/23
193. 111. 244.0/22
195. 69. 88. 0/22

193. 178. 150. 0/23



nic.lv/local.net

##tHansabanka: www. hansabank. lv: AS9091
#194. 8. 10. 0/253

91. 220. 0. 0/24
91. 221. 98. 0/23

##Eunet (Versija): www. eunet. Lv: AS8285

#194. 8. 5. 0/24 194. 8. 4.0/22
#194.8.6.0/23



not in local.net

inetnum: 185.61.150.0 -

185. 61. 150. 255
netname:

descr:

country:
admin-c:
tech-c:

status:

mnt-by:
created:
last-modified:

Makonix

Makonix SIA

LV

MTC62-RIPE
MTC62-RIPE

ASSIGNED PA

Makonix
2015-09-14T14: 35: 027
2015-09-14T14: 35: 027

route:

descr:

origin:
mnt-by:
created:
last-modified:
source:

185. 61. 150. 0/24
Makonix

AS52173

Makonix
2015-02-12T16: 11: 467
2015-02-12T16: 11: 467
RIPE

$ whois AS-NIC-LV|grep AS52173

members:
members:

AS52173
AS521753



what is in local.net ??



194.8.12.0/23 is in local.net !

inetnum: 0.0.0.0 - 255.255.255. 255

netname: TANA-BLK

descr: The whole IPv4 address space

country: EU # Country field is actually all countries in the world and not just EU countries
org: ORG-IANA1-RIPE

admin-c: TANA1-RIPE

tech-c: TIANA1-RIPE

status: ALLOCATED UNSPECIFIED

remarks: This object represents all IPv4 addresses.

remarks: If you see this object as a result of a single IP query, it
remarks: means that the IP address you are querying is currently not
remarks: assigned to any organisation.

mnt-by: RIPE-NCC-HM-MNT

mnt - lower: RIPE-NCC-HM-MNT



how large is the zoo?

« RIPE e nic.lv/local.net
- country:lv 2002727 - DESCR. 2211904
« 133875 of them not - ACCT. 2212416
innic.lv ¢ 260649 of them don't
- country:lv+ 23040 have country:lv

- total 2025411 - total 2212928



ok, so what to use?

e for historic reasons: local.net ACCT. part
« BGP to be further researched as an option



methodology

1) choose what to scan
2) choose ports and protocols
3) choose date and time

4)grab banners and web
5) analyse everything*®

)
)
)
)
)



tools

whois * Progress
masscan e bash

zmap  GNU coreutils
nmap e chart

parallel http://eja.lv/3c0



allocation type (status attribute)

LEGACY -2.9 %

ALLOCATED PA-18.4 %
ASSIGNED PA -74.0 %
SUB-ALLOCATED PA -0.8 %
LIR-PARTITIONED PA - 0.1 %
ASSIGNED PI - 3.8 %
ASSIGNED ANYCAST - 0.0 %



inetnum:
netname:
descr:
remarks:
country:
admin-c:
tech-c:
status:
mnt -by:
created:

last-modified:

source:

194. 19. 225. 64 - 194. 19. 225,
abbott-TELIALY
Abbott Laboratories Baltics,

M&H#363; kusalas street 101,
|V

[LHM1-RIPE

LHM1-RIPE

AS551igned PA

telialv-mnt
2011-04-15T15: 26: 087
2011-04-13T153: 26: 087

RIPE

1

SIA
KR1ga,

Latvia



dns PTR

$ host 194. 19. 240. 152

152. 240. 19. 194. in-addr. arpa domain
name pointer
beidziet. piesavinaaties. adresti.

telia. Lv. 240. 19. 194. in-addr. arpa.
- “stop appropriating the address”



dns PTR

B OK-18.1 %

S INVALID - 151 %
NONE - 66.7 %

ww FWDNONE - 0.1 %




invalid PTR records (2™ Ivl @gov.lv)

200

150

100

501




overall host response

&

ICMP+UDP - 0.1 %
ICMP - 15.2 %
ICMP+TCP - 10.8 %
TCP-35%

TCP+UDP - 0.0 %

UDP - 0.0 %
TCP+UDP+ICMP - 0.4 %
none - 70.0 %



icmp probe responses

DoW
470000 F— g
—e— Tue
—&— Wed
465000 —e— Thu
—e— [ri
—e&— Sat
%_460000 —®— Sun
455000
450000

hour

01:00 04:00 07:00 10:00 13:00 16:00 19:00 22:00



icmp probe responses

DoW
470000 —¢— Mon
Tue
~ Wed
465000 Thu
3 Fri
 Sat
¥ 460000 ~ Sun
o
455000
450000
hour

01:00 04:00 07:00 10:00 13:00 16:00 19:00 22:00



icmp probe responses

470000

465000

¥ 460000
o

455000

450000

hour




ipv4

2450

mobile users (icmp)

2300+

e
\\\.—,ﬁ\
&Ny
: i

01:00

10:00

13:00

16:00

19:00

DoW
Mon
Tue
Wed
Thu
Fri
Sat
Sun

hour



% of max

100

icmp reachability dynamic per isp

t-et baltcemn balticom Bbité i i

Mon 00:00
(T) Telenet QTEHG TELEz

dautkom latnet latnet

[ANIMATION]

network



% of LV ipv4

tcp port responses: all

—
o
o

tcp port



% of LV ipv4

1.6

t 4

tcp port responses: low ports

1.8{

i : ® :

: * z i
: N opRER wuM * * * *x

6% X xRRR AR AAAX XXRK KHRXE XRAX XXX RAXK AXWX NRXX
20 40 60 80

* tcp port



ipvé4

oh

700000

6000007

5000007

400000

300000+

2000007

100000 1

LV-LMT

LV-VITA

=
—

—_

o

S = N W A~ OO N 0

netname



ipvd

1000007

800007

600001

400007

20000

0000000h...

LV-VITA

=
—

—_

o

S = N W A~ OO N 0

nethname



ipvd

select tcp ports in top isps

140000 1

120000

100000

800007 -

60000 |

40000

20000

port
O/tcp
mysql (3306)
pptp (1723)
smtp (25)
https (443)
sip (5060)
ssh (22)
http (80)
51005/tcp

nethame



ipv4

120000

100000+

80000

60000 1

40000

20000+

top 1sp per port

0\\0?

netname
(other)
LV-TELENET
LV-VERNET
LATTELEKOM
LV-STREAMNET
LV-BALTICOM
LV-NANO
LV-LATNET
LV-BALTKOM
GPRS-TELE2-HR
LV-TELIANET
LT-BITE
LV-TELEKOM

port



ipv4

5000+

4000

3000+

2000+

1000

top isp per port (udp)

netname
(other)
LATTELEKOM
LV-STREAMNET
LV-BALTICOM
LV-NANO
LV-LATNET
LV-BALTKOM
LV-ANDREY
LV-TELIANET
LT-BITE
LV-VITA
LV-TELEKOM
LV-LMT

port



ipvd

select actual ports per service (tcp)

port
175000+
. (othen
150000 143
110
m 3306
125000 L. I ............ e et L £ L L L £ L L L1 L L L L 444 L L L 4 L 34 L 4 £ 4 L L 45 L L £ L L 81501 8443
21
1000001 R
. 8080
75000 1 51005
e 2000
50000 . I ... e eveece et L L L 4 L L L1 L L L L L 44 L L L L 44 L £33 L 4 £ 33 L L L 1 L L L L 81510 22
443
25000+ s 80
e —
N |l W - sonvice

http ssl ssh (other) smtp ftp pop imap vne



1S

Apache - 33.6 %
nginx - 20.5 %
DNVRS-Webs - 5.6 %
Microsoft-11S - 5.2 %
Boa-4.7 %

httpd - 4.4 %

lighttpd - 4.3 %
WebServer - 2.3 %
App-webs - 1.5 %
(other) - 17.9 %

10.0-38.9 %
8.5-26.1%
71.5-229%
6.0-4.9%
8.0-43%
7.0-1.7%
5.1-0.8%
5.0-0.3%
4.0-0.1%

" Apache "

nginx

(unknown) - 22.6 %
2.2.15-30.3 %
24.18-64%
246-63%
24.10-6.0%
2222-41%
24.7-3.8%
24.25-3.6%
2429-29%
(other) - 14.0 %

(unknown) - 62.9 %
1.10.3-7.6 %
1.14.0-41 %
1.122-32%
1.0.15-2.6 %
1.6.2-23%
1.46-2.0%
1.141-16%
1.16.1-13%
(other) - 12.4 %



dropbear - 56.9 %
OpenSSH - 34.6 %
ROSSSH - 6.0 %
Cisco - 0.7 %
(other) - 1.8 %

Exim - 53.7 %
Microsoft - 14.7 %
Sendmail - 9.0 %
Postfix - 4.9 %
MDaemon - 2.3 %
MailEnable - 0.9 %
(other) - 14.5 %

OpenSSH

74-18.0%
53-13.4%
7.2p2-12.3%
7.4p1-7.0%
6.7p1-7.0%
6.6.1p1-6.2 %
7.6p1-54%
6.0p1-45%
6.6.1-3.9%
(other) - 22.3 %

492 -50.1 %
4.91-83%
4.88-72%
4.89-45%
4.901-43%
4.72-42%
(other) - 21.4 %

Exim




ftp servers

PureFTPd - 74.1 %
ZyXEL routers - 5.5 %
MikroTik - 3.4 %
ProFTPD - 3.0 %
vsftpd - 2.7 %
FileZilla - 1.6 %
Microsoft FTP - 0.7 %
AXIS camera- 0.4 %
ASUS - 0.4 %

(other) - 8.2 %



mysql versions

=
I I I —_ I I I I

5.62-0+deb8ul - 18.9 %
6.04.1-43%
7.27-3.8%
5.46-0+deb7ul - 3.6 %
1.73-3.0%
5.60-MariaDB - 2.7 %
8.041-22%
4041-19%
41-log-1.4%

(other) - 58.2 %



Interesting banners

e Ftp firmware update utility
- 271/tcp on 28 broadband routers



Certificates

107093 certs gathered from 50840 ip/ports

56274 non-CA certs from 42600 ip/ports



e 125 use EC
- 2656 bit-110

- 384 bit-15

e 56149 use RSA

Certificates

L T e T e T e T e T e T e T

RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA
RSA

2048 bit) - 57.8 %
1024 bit) - 36.1 %
4096 bit) - 5.3 %
1040 bit) - 0.4 %
3072 bit) - 0.2 %
768 bit) - 0.1 %
512 bit) - 0.1 %
1280 bit) - 0.1 %
1039 bit) - 0.1 %
1023 bit) - 0.0 %
1021 bit) - 0.0 %
1019 bit) - 0.0 %



Certificates

e 38.8% unique

e 61.5% unigue exc

e 80.2% unique exc

UC

UC

Ing same |P
ing same /24



Top duplicate certificate #1

2056 Samsung smart TVs
Not Before: Jan 1 00:00:00 1970 GMT
Not After : Jan 1 00:00:00 2030 GMT

Subject: ST = Surrey, C = GB, emailAddress =
contact@samsung.com, O = Samsung SERI,
OU =DTV, CN = server



Top duplicate certificate #2

1408 Samsung smart TVs
Not Before: Jan 1 00:00:00 1970 GMT
Not After : Jan 1 00:00:00 2030 GMT

Subject: ST = Surrey, C = GB, emailAddress =
contact@samsung.com, O = Samsung SERI,
OuU =DTV, CN =106.1.9.39



Top duplicate certificate #3

1273 dahua security cameras
Not Before: Jun 18 09:16:23 2013 GMT
Not After : Jun 19 09:16:23 2016 GMT

Subject: CN =192.168.1.108, C =CN, ST =
/ZHEJIANG, L = HANGZHOU, O = DAHUA, OU =
DAHUATECH




@ Secure Connection Failed

An error occurred during a connection to Cannot communicate securely with peer: no common
encryption algorithm(s). Error code: SSL_ERROR_NO_CYPHER_OVERLAP

¢ The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified.

® Please contact the website owners to inform them of this problem.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites



User Name:
Password:

Type:

| Cancel |




Cert issuers

Bl CA-signed - 58.7 %
e self-signed - 41.3 %




A

Authorities

Let's Encrypt - 23.1 %
COMODO -21.0 %
cPanel - 8.2 %
Samsung SERI - 10.5 %
Sectigo - 6.0 %

DigiCert - 5.3 %

Google (TV) - 5.0 %
Sony TV (non-Google) - 2.0 %
Go Daddy - 1.9 %
GeoTrust-1.4 %
Google GTS CA-1.0%
(other) - 14.6 %
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&% qulish ~ | Help Logln
Imt & il 1L 0

m Statistics : SMS : Update : Settings : More

m = .
m J 1
- ("Dnnected

4G(FDDEGUU}

Current connection WLAN status

Received/Sent: 2417 MB/ 5557 MB WLAN status: On
Duration: 43:18:20 Current WLAN users: 0
My number: Unknown

Device Information Before using the equipment, please check its functionality and whether it is linked to

the network systems. Find out more here:

WLAN Basic Settings http:/lwww.imt.lvilviinternets-majai-apraksts



m Statistics : SMS : Update

Settings

| English ' Help Login
B &% 1 O

More

%y =
-
-

Ethernet
AN

&

Connected

Current connection

Duration: 713:43:01
Connection mode: Static IP
IP address:

Device Information

WLAN Basic Settings

WLAN status
WLAN status: On
Current WLAN users: 0

Before using the equipment, please check its functionality and whether it is linked to
the network systems. Find out more here:

http:iiwww.Imt.lvilvlinternets-majai-apraksts
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SMS ' OG6HoBMTL @ HacTponkn : Bonble

=%

£

m- I I I HogknkoyeHo

7 -46(FDD1800) -
: e -\l L >

Bt

Tekywee coegMHEHWe CoctonaHue GecnpoeogHoir cetd (WLAN)
Nony4exo/OTnpaBneHo: 687 GB/ 12811 MB CocToanne Gecnposogron ceTr (WLAN): BrntaueH
MNpogonxWTen BHOCTE: 21:30:46 MNone3osatenn Wi-Fi: 2

Mo#n Homep: HewnasecTHeIA

MNepeq Tem, KaK HAYATH HCNONL3OBAThL YCTPORCTEO, NOMANYACTA, O3HAKOMLCA C Ero
HHdopmauwn o6 yoTp-BE

hYHKLUHOHHMPOBAHWEM H COBMECTHMOCTLIO C CETEBOA cHcTeMon. [JononHuTensHaA
WHIpOPMALMA 308Ch:

OCcHOBHLIE HACTDOMKN http:/hwww.lmt.lv/lviinternets-majai-apraksts




System login

Remember me Forget Pas

Join Our extranet

Loremn ipsum dolor sit amet, & ipiscing
elit sed diam nonurmmy et il




Kludas pazinojuma iesniegsana
Kludas numurs

Kontaktinformacija

Ja vélaties, variet noradit savu kontaktinformaciju.

Komentars

Aprakstiet darbibas, ko veicat, pirms sistéma atgrieza k|Odas pazinojumu.

lesrnegl







Heat control

Arduino with Ethernet Shield

18.95 50.25 0 22.00 24.00 243

Initial:OFF

Turn Off Heat




netis Select Language j I @ Advanced |

Quick Setup

Internet Connection Type
@ Dynamic IP {7) StaticlP () PPPoE &
Other
[C] MAC Clone:

Wireless Setup

24GS8SID: C

Security: () Disable @ Enable

Password : k
(Flease enter 8-63 characters.)

Save

b

hitpzfwww.netis-systems.com | E-mail:support@netis-systems.com
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HIKVISION

User Name

Password
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UIfiFi

Video Camera
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UNISENDER

o)
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This domain is used for technical purposes.

You hawve probably found it in an email
sent by one of UniSender clients.

UniSender is an email marketing service.
https://www.unisender.com/

1028
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Google Search I'm Feeling Lucky

Google offered in: latviesu lietuviy pycckui

/60




Mdll lgen Features Pricing  Content Hub

Welcome to MLGN!

Agencies

5




AR,

‘ ‘J.\"L’ "~

Watch my presentations: https://kirils.org/
Follow me @KirilsSolovjovs



Obviously,

All the screenshots and logos in the presentation are used on a fair-use basis.

Furthermore, obviously,
No affiliation is claimed with any companies mentioned in the presentation.
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