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Digitdlais laikmets.
Vai nosarqgasi savus datus?
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I'T drosibas risinajumi

Diskusiju vada:
Kirils Solovjovs
Mqg.5c. comp



Pirmais jautajums

Cik daudz uzmanibas Tu pievérs
informacijas drosibai?



Parunasim!

* Kapéc drosiba interneta ir svariga?
* Saruna ir interneta

* Demokratija ir interneta

* Festivala programma ir interneta

° ... un par internetu



Dazi reali pasaules piemeéri

* Twitter+Amazon+Apple

* Policija un atveértais bezvadu tikls

* Internetbanka un kafejnica

* E-pasts un “koléga” satitais dokuments



Kas ir drosiba?

* Integritate + konfidencialitate + pieejamiba

* Integritate = Informaciju nevar nemanami izmaintt

* Pieejamiba = Informacijai var piekltt jebkura bridr

* Konfidencialitate = Informacijai var pieklat tikai tie, kas drikst



Sociala inzenierija
* Manipulésana ar cilvékiem caur komunikaciju

* Parasti ar mérki iegut informaciju vai piespiest veikt darbibu
* Var novest pie identitates zadzibas



[dentitates zadziba

.

Inese » @Inese_7_-8m
I'm at Pietura "94. vidusskola" in Riga, Latvija

& Translate from Latvian

Anna @Bastet_Iv - 13h
@ ZepCik

Anna & @Bosenite - 17h
. Rit péd&ja darba diena Ziepniekalna & % (@ 46.autobuss |
Ziepnienkkalns- Zolitude)

* Ir Tevis identificéjoso datu (parole,
personas kods, pases dati u.c.)
nok|GSana citas personas riciba

e & Translate from Latvian

Annuska @annuuzis - Apr S
' I'm at MFD Ziepniekkalns in Riga

Raimonds Vejonis

& Translate from Latvian

& GET FULL REPORT

Anna — @Bastet_Iv - Apr 2
I'm at MySun

PHONE NUMEBER

Mobile

Inese W @Inese_Z_ - Apr2
I'm at 233. Mikroautobus| Ziepniekkalns-Centrs
RAIMONDS VEJONIS'S SOCIAL NETWORK PROFILES @ Translate from Latvian

0 o Inese L @Inese Z_ - Apr1
I'm at Bodnieku Rezindence in Riga

LOCATION & Translate from Latvian

Latvia




Vai korporacijas aizsarga manus datus?

* ]al

* (99%)

* Atbilstosi EULA = End User Licence Agreement
* Tik ilgi, kKameér tas netiek uzlauztas



Ko man darit?



1 Izvérteé savu risku!*

* "riska nav” nav pareiza atbilde

2 Rikojies!



Paroles

* Demonstracija: Fokusintervija



Paroles

* Tas pareizi javeido
* Tas pareizi jaglaba
* Alternativas metodes?
* telefons ka otrais faktors
* biometrija?
* aparatdras atslégas?
* citas inovacijas?



Tavi dati

* Veido rezerves kopijas!
- Sifré svarigakos datus!



Socialie tikli

* NepiecieSami pareizi uzstadijumi un pareiza attieksme



Change Password
It's a good idea to use a strong password that you're not using elsewhere

Log in with your profile picture
On « Tap or click your profile picture to log in, instead of using a password

Setting Up Extra Security

Get alerts about unrecognized logins
Well let you know if anyone logs in from a device or browser you don't usually use

Use two-factor authentication
Log in with a code from your phone as well as a password

Choose 3 to 5 friends to contact if you get locked out
Your trusted contacts can send a code and URL from Facebook to help you log back in

Advanced

[l

Encrypted notification emails
Add extra security to notification emails from Facebook (only you can decrypt these emails)

Edit

Edit

Edit

Edit

Edit

Edit



Timeline and Tagging Settings

Who can add things to my Who can post on your Timeline? Friends Edit
Timeline?
Review posts friends tag you in before they appear On Edit
on your Timeline?
Who can see things on my Review what other people see on your Timeline View As
Timeline?
Who can see posts you've been tagged in on your Friends Edit
Timeline?
Who can see what others post on your Timeline? Friends Edit
How can | manage tags people  Review tags people add to your own posts before On Edit
add and tagging suggestions?  the tags appear on Facebook?
When you're tagged in a post, who do you want to Friends Edit
add to the audience if they aren't already in it?
Who sees tag suggestions when photos that look Unavailable

like you are uploaded? (this is not yet available to
you)
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Android - ([ Stopini }), Latvia

Chrome - February 3 at 12:08am

GSmart_Classic - Riga, Latvia

Facebook app - February 2 at 11:30am

Android - ([ Stopini )), Latvia

Chrome - February 2 at 7:4%am

GSmart_Classic - (( Stopini )), Latvia

Facebook app - February 2 at 6:37am

Android - ([ Stopini )), Latvia

Chrome - February 1 at 3:1%am

Android - ([ Stopini }), Latvia

Chrome - January 26 at 2:34am

Android - ([ Stopini )), Latvia

Chrome - January 23 at 6:13am

Android - ([ Stopini }), Latvia

Chrome - January 23 at 4:36am

GSmart_Classic - ([ Stopini )), Latvia

Facebook app - Januwary 20 at 4:717am

Android - ([ Stopini )), Latvia

Chrome - January 19 at 7:31pm

Android - ([ Stopini }), Latvia

Chrome - January 19 at 2:02pm

GSmart_Classic - Riga, Latvia

Facebook app - Januwary 18 a1t 3:10pm

GSmart_Classic - Riga, Latvia

Facebook app - January 12 at 8:20am

GSmart_Classic - Valmiera, Latvia

Facebook app - January 10 at 12:40pm



wWho should see this?
& Public

+ B Friends

1. Friends except...

# Status |® Photo/Video [=M Live' 1 Specific friends

. VIials On your 1 & Only me

v See All




== News Feed *es
& M Top Stories
sHORTCUT! ¥ Most Recent

. | Edit Preferences



Pareiza attieksme

* Padoma pirms raksti!
* Saturu redz:
* Tie, kam esi to atlavis
* Tie, kam pirmie ar to ir padalijusies
* Tie, kam otrie to ir paradijusi
* Un, protams, sociala tikla tehniskais personals



Pareiza attieksme

* Padoma pirms raksti!

* Saturu redz visi.

* Kas ir Tavas privatas lietas?

* Kas ir Tavas darba lietas?

* Varbudt Sim lietam nav vietas sociala tikla.



[ericu drosiba (1)

* Noskaidro, ko par Tavu dzivi zina Tava telefona razotajs, Tava e-
pasta pakalpojuma sniedzgjs?

* Doma lidzi, lai Tava datora un telefona nenonaktu
splegprogrammatudra, virusi, tarpi

* Neatver negaiditus pielikumus!
* Atjaunini programmaturu!!!



[erTicu drosiba (2)

* Nobloké iekartu, kad to nelieto
* Viesnica: izslédz iekartu un ievieto seifa!
* Nespraud nepazistamas lietas nekur...

* tatad, ari nepievieno savam datoram ;)



Svesas ierices

* Centies izvairities no savu parolu ievades svesas iericés!
* J]a tomeér vadi, tad

* atrodi izeju (“logout”)

* atgriezoties pie savas ierices, nomaini paroli!

* [zmanto daudzfaktoru autentifikaciju, kas apgradtinas laundarim
ilespéju pieklat tavam kontam ar paroli vien.



Lietu Internets

* Viedie .. telefoni, transporta lidzekli, ledusskapiji utt.
* Lietu interneta pamatprobléma ir ekonomiska:

* Tirgus nepieprasa drosibas komponenti produktos un
pakalpojumos

* Zems pieprasijums = zems piedavajums



Kapéc drosibas specialisti baidas no LI?

* Netiek izlaisti drosibas labojumi
* TOs ir grati/neiespé&jami uzstadit
* “Ta kastite tacu nav dators”



Kapéc Tev butu javairas no LI?

* Spieqgi tava gulamistaba
* Kareivji tava viesistaba
* Datu noplude caur makoni
* Autentikacijas nonivelésana
* (Tavs viedpaligs pierada vai Tu esi Tu)



Ka atrisinat Lietu interneta paradoksu?

* Atbildi uz siem jautajumiem:

* Vai tai kastei tiesam jabut pieslégtai internetam?

* Vai tai kastei tiesam jabut aprikotai ar videokameru/mikrofonu?
* Vai tai kastei tiesam jauztic tik daudz privato datu?

* Vai tev tiesam vajag to kasti? Varbut pieejama “dumja” versija?



Drosie pieslégumi

* 2016 - %2 datu bez vadiem
* 2020 - %5 datu bez vadiem
* Svarigakais - parupéties par WiFi drosibu



Sifrétie bezvadu tikli, 2017. gada marts

“ Latvija

L4 w Pasaule
Yv .

O 17%

O wrPr2 @ wrPA @ WEP @ nav Sifré3anas



Savas majas
* Nomaini tikla nosaukumul!
* Noteikti neatstaj razotaja piedavato paroli!

® i "

* Nebaidies no atstarpém!
- Sifréana - tikai un vienigi WPA2
* Pavisam labi: AES, nevis TKIP



Arpus majas
* Vélies nedaudz privatuma - izslédz WiFi un bluetooth funkcijas,
kad tas neizmanto.

* Ugunsmadris (“firewall”) ir noderigaks par antivirusu.

* Nodrosini papildu savienojuma aizsardzibu, lietojot svesus WiFi
tiklus.



Papildu sifrésana

» Zala atslédzina - savienojums tiek Sifréts (€) © @ rayeal. inc. (U5 tpsi/fwww

* Izmanto virtualo privato tiklu (VPN), lai pasargatos no
uzbrukumiem nepazistamaja tikla.

* Bonuss! Ilespéja cinities pret interneta cenzlru.

)
w




Nosléguma eksperiments



WiFi eksperiments

e BistamsTikls



Tresais jautajums

* Cik daudz uzmanibas Tu turpmak pieveérsisi informacijas
drosibai?



possible.lv

I'T drosibas risinajumi



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38

