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Topic relevance

● Anonymity on the internet has been a topic of wild 
debates and opposing opinions since the creation of the 
internet.

● So far there have been multiple attempts¹ to achieve 
partial anonymity, most of them done by routing the 
data through third-party machines, thus making it 
impossible to achieve true anonymity in an untrusted 
environment that is the internet.

● ¹ Tor, I2P, etc.



  

Topic relevance

● Source IP spoofing for anonymization over UDP 
(SIPSA) is a proposal for a protocol that in many 
network environments would allow two hosts on the 
network to hide both their source and destination 
addresses in IP packets on the network level, without 
relying on any third party, while still being able to 
send and receive information.



  

Network basics
ISO/ISO model



  

Network basics
Transfer Control Protocol

● Stateful, connection-oriented
● "Reliable" transport
● Notable features include:

– 3-way handshake

– Error detection

– Ordered transfer

– Flow control



  

Network basics
User Datagram Protocol

● Stateless, transaction-oriented
● "Best effort" transport
● Notable features include:

– Minimalist design

– No control

– No retransmissions



  

SIPSA

Source IP spoofing for anonymization over UDP



  

Problem statement

Anonymity on the internet is hard





  

Solution proposal

● Instead of sending a single UDP 
datagram, many are sent
– Different pairs of (randomised) source and 

destination IPs

● Protocol goes on top of Layer 4, but below 
Layer 3 [!]

● Current version (04) chooses IPs in pairs 
within a class C network



  

Randomisation algorithm (v04)

genPair(addr):

addr1.addr2.addr3.addr4←addr

genPair←[]

genPair[]←addr

genPair[]←addr1.addr2.addr3.{1-254}

addressList←[]

addressList[]←genPair(real)

for i←1..n:

addressList[]←genPair({1-239}.{0-255}.{0-255}.{1-254})



  

SIPSA datagram format



  

Results



  

Anonymity statistics

pguess=
1

#src⋅#dst



  

Network load statistics

load=
payload+33+4⋅(#src+#dst)

payload
⋅#src⋅#dst



  



  

Weaknesses

● SIPSA gives only statistical improvement not 100% 
anonymity, so statistical attacks are likely possible

● Success largely depends on the ISPs involved
● Network load increase



  

Strengths and opportunities

● Ingress filtering has been sparsely implemented
● SIPSA may provide an additional layer of anonymity 

as part of a larger suite 
● SIPSA provides deniability by virtue of UDP (and 

having fixed port numbering)
● Internet speeds are increasing fast



  

Alternative configurations

● Consider not including real source IP in the metadata
– Even the server has no way of knowing or logging client 

IPs

● Consider not sending packet from the real source at 
all
– It's of course impossible to do both



  

Open problems

● Key management
● Possible weaknesses due to statistical and other 

attacks
● Stateful SIPSA
● NAT support



  

Thank you!
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