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Teorija
Apdraudejumi
Lietojumi
Risinajums
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SYANIECN A

Tas, ka kaut kas var notikt,
nenozime, ka tas tiesam notiks
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Svzlrlgal zliZisz (2)

Parlieku lielas ripes par drosibu radis
problémas:

= draugi
= klienti
= saprats
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Svzlrlgal zliZislz (55)

Parlieku mazas rtpes par drosibu radis
problémas:

= draugi
= klienti
= saprats
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Nacdziudz t2or)zs

ID = integritate + pieejamiba + konfidencialitate
+ (autentiskums + nenoliedzamiba)
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eI LALE

Informaciju nevar nemanami izmainit
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Informacijai var pieklit jebkura bridi
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Informacijai var pieklat tikai autorizétas personas
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Apeareisiarr

)

Informacija ir 1sta, to radijusas pareizas personas
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NMearioligedzzirnioz

Autors nevar noliegt to, ka vins ir piekritis datiem
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= ManipuléSana ar cilvékiem komunicgjot

= Parasti ar mérki ieglt informaciju vai piespiest
veikt kadu darbibu

13/32



VARUSTRUTIRUE )

Virusi — pagajusais gadsimts

Tarpi — gan timekli, gan pargja Interneta
Pielikumi

Sociala inzenierija

Teksta utml. dokumentus
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= |zliksanas socialajos tiklos

= UzdoSanas, pieméram, veicot finansu
darjumus
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= Profesionali un amatieri
= Merki ir
= viegli pieejamas vietnes
= vietnes ar svarigu informaciju
= vietnes ar interesantu informaciju
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= Informacijas noplide
= Autorizacijas noplude
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Privaridrnz siodezd 2junns

= “Cepumu’” datnes
_ielo korporaciju veikta izsekosana

_abticiga informacijas nodosSana
Spiegosanas programmattra
Nesifréts savienojums

Programmeétaja kltda
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Kadas ir iespéjamas sliktakas sekas?

Laupisana, cietums, dzivibas un veselibas
apdraudéjums, uznémuma likvidacija...

Kadas ir ticamas sekas?

Sudzibas sanemsana, reputacijas
zaudejums, soda nauda
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= Publiskais e-pasts: gmail, inbox, u.c.
= Privatais e-pasts:

= jzglitibas iestazu

= korporativais

= individualais
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Facebook
Draugiem
Twitter
4square
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Tarza:

Gtalk / jabber
IRC

Skype

VolP

Socialo tiklu Cati
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ANKELASNTIAP AN ES

Visidati:
Google:

Doodle:
Individuali izstradats:
Dokumentu iesutisana, personiska sazina
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http://www.visidati.lv/aptauja/546794070/
https://spreadsheets.google.com/spreadsheet/viewform?formkey=dHpMSmJmSWZxUEtFazFjQ2FSQUg5OEE6MQ
http://doodle.com/zkhdvgw2nvhed35t
http://asl.lsa.lv/lf/anketa_sim.php?state=reg1

= Majaslapas
= Prese relizes
= Véstkopas
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Privatuma apdraudéjumu
3 risinajums
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= Sazina starp cilvéku iekartam
= Caur serveri
= Saturs k|Ust zinams serverim
= Ir iznémumi:
= SILC
- PGP
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= (Gala iekartas sifré zinojumus
= jzmantojot kopigu atslegu
= (A—>S—>A)
- (A—> S — B1,B2,B3,...Bn)
= izmantojot sanémeéja publisko atslegu
« (A1,A2,A3,...An —> S — B)
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= Katram ierakstam tiek pievienots unikals ID

= Serveris uztur saturu, bet algoritmiski nevar
atsifret
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BEGIN:VEVENT
CREATED:20110523T160718Z
LAST-MODIFIED:20110524T141724Z
DTSTAMP:20110608T134901Z
UID:29265a25-5696-487b-b3ea-d773d50534c6
SUMMARY:iesniegt Briseles saturisko atskaiti
PRIORITY:5

STATUS:CONFIRMED
DTSTART;TZID=Europe/Riga:20110524T170000
DTEND;TZID=Europe/Riga:20110524T174500
CLASS:PUBLIC

TRANSP:OPAQUE

SEQUENCE:3

END:VEVENT
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BEGIN:VEVENT

CREATED:20110523T160718Z

LAST-MODIFIED:20110524T141724Z

DTSTAMP:20110608T134901Z

UID:29265a25-5696-487b-b3ea-d773d50534c6
ENCRYPTED:hQQOA8RIwneadcgcEA//bOwWVZ08dhJ879Ms5B5CR/R3NLgaWX6Me
Rb7KTNETILpCHM28HmMCbX/t7
ENCRYPTED:Ykz96C7V7XwyF9yJaKZxweD4QidBwoiQDOu8ougRFOWy3NyCNdZp
HbUxKuwBXVjVZeZchWzLjs3K

ENCRYPTED:xR29tnHSpBrixCDogSxzaF 1kl2w4IMMKm53nSDZegqywn/nThlIYWug
VLkz1bO7YZ/iosGrKuEPyf

ENCRYPTED:yNWr3USjXaSILd/V/tDPiljlo8DyHpcIMk5AQDXRL3qU+uK8rmaM4P7
D8tDbFaq600VR32Niw
ENCRYPTED:zVPppILXOEXRMHRrGXySCStD5VY31v+l/bgWihdXrMIHyij4uWd3g6n
9FjwDUaWbpA==

END:VEVENT

31/32



TS

Kirils Solovjovs, IT droSibas eksperts, Mg. dat.

DD Ty o

kirils.solovjovs@kirils.com
+371 26036916
@KirilsSolovjovs
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